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Introduction to Broadband Technician
Broadband Technician Job Description:

Typically, working in the telecommunications industry, a broadband technician installs or maintains
Cable, Internet and telephone services delivered to a client's home or business. It is most common for
these technicians to perform on-site installation and repairs, traveling to client residences or commercial
locations.
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What Is a Broadband Technician?

Broadband technicians install and repair telephone and broadband service lines for businesses and
homes, typically offering services at all hours of the day. They will travel directly to their clients in order
to perform their work, servicing and installing broadband connections and making accurate and
thorough records of what they do and use during the course of their jobs. These professionals may work
for a variety of employers, such as telecommunication companies or electronic service centers, and
typically have to perform duties outside in different weather conditions.
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Objective of the Course:
The person is responsible for installation, configuration and testing of CPE (modem, routers, and

Switches) for broadband access. He also establishes connectivity between CPE and end-user device
(CPU, Laptop, tablets, Smart/IP TV etc.) at customer premises and carries out basic trouble-shooting for
identifying, localizing & rectifying cable, connectivity and equipment fault in coordination with NOC.
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Broadband
In general, broadband refers to telecommunication in which a wide band of frequencies is available to

transmit information. Because a wide band of frequencies is available, information can be multiplexed
and sent on many different frequencies or channels within the band concurrently, allowing more
information to be transmitted in a given amount of time (much as more lanes on a highway allow more
cars to travel on it at the same time).
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Broadband is a type of high-speed internet connection that has surpassed dial-up as the standard way to
connect to the internet. Broadband packages come in all shapes and sizes, from ADSL broadband to
cable broadband and 3G and 4G mobile broadband.
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Types of Broadband Connections:
gt:v%oé EJL3 Bsen:

Broadband includes several high-speed transmission technologies such as:
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Digital Subscriber Line (DSL)
o Gand gy onwb g5 (DSL)

Cable Modem (Sexe5 & o)
e Fiber(e6)

e Wireless (233)

e Satellite (eDFsr)

e Broadband over Powerlines( (BPL) :33953 (BPL) Q"a"a&oé)

The broadband technology you choose will depend on a number of factors. These may include whether
you are located in an urban or rural area, how broadband Internet access is packaged with other
services (such as voice telephone and home entertainment), price, and availability.
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Digital Subscriber Line (DSL)

DSL is a wireline transmission technology that transmits data faster over traditional copper telephone
lines already installed to homes and businesses. DSL-based broadband provides transmission speeds
ranging from several hundred Kbps to millions of bits per second (Mbps). The availability and speed of
your DSL service may depend on the distance from your home or business to the closest telephone
company facility.
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The following are types of DSL transmission technologies:
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Asymmetrical Digital Subscriber Line (ADSL) — Used primarily by residential customers, such as Internet
surfers, who receive a lot of data but do not send much. ADSL typically provides faster speed in the
downstream direction than the upstream direction. ADSL allows faster downstream data transmission
over the same line used to provide voice service, without disrupting regular telephone calls on that line.
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Symmetrical Digital Subscriber Line (SDSL) — Used typically by businesses for services such as video
conferencing, which need significant bandwidth both upstream and downstream.

Faster forms of DSL typically available to businesses include:
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e High data rate Digital Subscriber Line (HDSL); and
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e Very High data rate Digital Subscriber Line (VDSL).
o e Gt 56 At ?og._;bbo.maé &S (VDSL).



Cable Modem
Sewe) DrE

Cable modem service enables cable operators to provide broadband using the same coaxial cables that
deliver pictures and sound to your TV set.
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Most cable modems are external devices that have two connections: one to the cable wall outlet, the
other to a computer. They provide transmission speeds of 1.5 Mbps or more.
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Subscribers can access their cable modem service by simply turning on their computers, without dialing-
up an ISP. You can still watch cable TV while using it. Transmission speeds vary depending on the type of
cable modem, cable network, and traffic load. Speeds are comparable to DSL.
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Fiber (pe6)

Fiber optic technology converts electrical signals carrying data to light and sends the light through
transparent glass fibers about the diameter of a human hair. Fiber transmits data at speeds far exceeding
current DSL or cable modem speeds, typically by tens or even hundreds of Mbps.

The actual speed you experience will vary depending on a variety of factors, such as how close to your
computer the service provider brings the fiber and how the service provider configures the service,
including the amount of bandwidth used. The same fiber providing your broadband can also
simultaneously deliver voice (VolP) and video services, including video-on-demand.
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Telecommunications providers sometimes offer fiber broadband in limited areas and have announced
plans to expand their fiber networks and offer bundled voice, Internet access, and video services.
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Variations of the technology run the fiber all the way to the customer’s home or business, to the curb
outside, or to a location somewhere between the provider’s facilities and the customer.
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Wireless (23°)

Wireless broadband connects a home or business to the Internet using a radio link between the
customer’s location and the service provider’s facility. Wireless broadband can be mobile or fixed.
BDE2PIENYY TDEG EV G DOS Fomrws pebd ErETy00) oA ooty T8 ped Ry
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Wireless technologies using longer-range directional equipment provide broadband service in remote or
sparsely populated areas where DSL or cable modem service would be costly to provide. Speeds are
generally comparable to DSL and cable modem. An external antenna is usually required.

DTN O57) wden WEFS o S D 2T $I00 Foorg” AIVIS Tor Fes APGLL 2 WSIEEIS PEBIIT

6ol WRE-DOO E0LIS DBSTVD Qc;"')soci 2OV wobron. Difo DSL Ho6ain Sendd ArED £ DIATHT

€008 & eIy CIFoBIY FTEEEOTE 99050,

Wireless broadband Internet access services offered over fixed networks allow consumers to access the
Internet from a fixed point while stationary and often require a direct line-of-sight between the wireless
transmitter and receiver. These services have been offered using both licensed spectrum and unlicensed
devices. For example, thousands of small Wireless Internet Services Providers (WISPs) provide such
wireless broadband at speeds of around one Mbps using unlicensed devices, often in rural areas not
served by cable or wire line broadband networks.
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Wireless Local Area Networks (WLANs) provide wireless broadband access over shorter distances and are
often used to extend the reach of a "last-mile" Wireline or fixed wireless broadband connection within a
home, building, or campus environment. Wi-Fi networks use unlicensed devices and can be designed for
private access within a home or business, or be used for public Internet access at "hot spots" such as
restaurants, coffee shops, hotels, airports, convention Centers, and city parks.

280 S°EeS Doasr 5055&3 (WLAN ev) 8585 droroh 2 280 ch:vaso& airSyR0y 90O OGN (i,
PO Tor@ 570D :Jmlgadcaoess "AD0-oew" DTS Tor P DT gwaﬁoé SRES AWE); VYO BEBT
SOBTHTED. Wi-Fi Deaqey; R0y G 008t GOEIIFro0 20050 (fen S SrErde S700 P Srdyd

0o drTFododedoron e OFrgotw, 50 GoSETeD, :j%wo, DAFTFBAIFeD, SRS otaby ok A8

8



T Do "5 iy 5¢8 DS @otaT) &5 03EYD ERo &dARAodDY.

Mobile wireless broadband services are also becoming available from mobile telephone service providers
and others. These services are generally appropriate for highly-mobile customers and require a special
PC card with a built in antenna that plugs into a user’s laptop computer. Generally, they provide lower
speeds, in the range of several hundred Kbps.
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Satellite

ey

Just as satellites orbiting the earth provide necessary links for telephone and television service, they can
also provide links for broadband. Satellite broadband is another form of wireless broadband, and is also

useful for serving remote or sparsely populated areas.
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Downstream and upstream speeds for satellite broadband depend on several factors, including the
provider and service package purchased the consumer’s line of sight to the orbiting satellite, and the
weather. Typically a consumer can expect to receive (download) at a speed of about 500 Kbps and send
(upload) at a speed of about 80 Kbps. These speeds may be slower than DSL and cable modem, but they
are about 10 times faster than the download speed with dial-up Internet access. Service can be disrupted

in extreme weather conditions.
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Broadband over Powerline (BPL)

BPL is the delivery of broadband over the existing low- and medium-voltage electric power distribution
network. BPL speeds are comparable to DSL and cable modem speeds. BPL can be provided to homes
using existing electrical connections and outlets. BPL is an emerging technology that is available in very
limited areas. It has significant potential because power lines are installed virtually everywhere,
alleviating the need to build new broadband facilities for every customer.
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Fiber BroadBand Some Internet Service Providers

Db eyl ) @otdd) & 28D Tcby

ACT Fibernet, Bharat Fibernet, Airtel, Excitel, Fibertel, Hi Reach Broadband, Netrun Broadband, RVR Net,
YOU Broadband, Airtel
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How the internet Works
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COMPUTERHARDWARE
sof.;y5¢>6 ::FQSS)

Computer hardware is the physical and tangible components of a computer, such as the monitor,
keyboard, computer data storage, graphic card, sound card and motherboard.

Examples of Hardware are the following -
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Input devices - keyboard, mouse, etc.

Output devices - printer, monitor, etc.

Secondary storage devices — Hard disk, CD, DVD, etc.
Internal components - CPU, motherboard, RAM, etc.

Computer — Generations
50*’-8‘59-35 — doren

Generation in computer terminology is a change in technology a computer is/was being used. Initially,
the generation term was used to distinguish between varying hardware technologies. Nowadays,
generation includes both hardware and software, which together make up an entire computer system.
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There are five computer generations known till date. Each generation has been discussed in detail along

with their time period and characteristics. In the following table, approximate dates against each

generation has been mentioned, which are normally accepted.
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Following are the main five generations of computers.
SO DD DL STV BT(S QD BIVROI .

S.No | Generation & Description

1 First Generation
The period of first generation: 1946-1959. Vacuum tube based.
20 Bo

G BCo SPwo: 1946-1959. msyzgéo w5a5 esgr0S .

2 Second Generation
The period of second generation: 1959-1965. Transistor based.
Oodied &80 Bodisd 980 sP0: 1959-1965. Q’Z)D::SS e3r 0.

3 Third Generation
The period of third generation: 1965-1971. Integrated Circuit based.

BPED B0 SIS SGo SPw0: 1965-1971. RodGEE ?bd)"zjﬁes [Zagelz

4 Fourth Generation

The period of fourth generation: 1971-1980. VLSI microprocessor based.
a“%;b &G0 meﬁwb &0 s*wo: 1971-1980. VLSI Qaggb“‘of} e35°0e%.

5 Fifth Generation

The period of fifth generation: 1980-onwards. ULSI microprocessor based.
DD B0 DD B0 ) SPwo: 1980-Frdoziods”. ULSI EFRE wrrod.

Computer - Types

Computers can be broadly classified by their speed and computing power.
SoRr{gd S0 Drfo Bk Soritdoh 38 TrTr Do HoEdoeEEro.
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S.No [Type Specifications

PC (Personal Computer) It is a single user computer system having moderately
powerful microprocess
RO W DFE SoRrgd HR

3850200 D TD

=T

Workstation It is also a single user computer system, similar to personal
computer however has a more powerful microprocessor.

Al w8 arad Soritd SR, Sy 9

G0l S0B0eh 3ED0t0Dd DE N6 &ob.

Mini Computer It is a multi-user computer system, capable of supporting
hundreds of users simultaneously.

@6 LVT-DIBTAEED SoyFiedd B0, B D0BB0IDy &mgso

5065 DABTETEHDD 2088 .

Main Frame It is a multi-user computer system, capable of supporting
hundreds of users simultaneously. Software technology is
different from minicomputer.

@O LTVT-DIBTATED SoFiedd SO0, B D0GBB0IDy aumgSo
Socserd DA Een 2,86 . &3356 Sy 0l
O MD‘SQJB Hood E:)a‘lﬁﬂ'“ 08008 .

Supercomputer It is an extremely fast computer, which can execute
hundreds of millions of instructions per second.
0 wdlod DrSoBROD 50;3“5&)5, QO 920 DoAY HDode)

QDO ATPHDVRD DS

Input Unit
This unit contains devices with the help of which we enter data into the computer. This unit creates a

link between the user and the computer. The input devices translate the information into a form
understandable by the computer.

& 03 DB oy’ Eeran DAL B VPO DOLTTLRL EDH eotod. & alardEs clirad oL
SoRrjod a5 Doy WPRV0B. BN DOLTED SoRTIWE T AAFETT D) WGHAL® @ Erod'S
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CPU (Central Processing Unit)
CPU (2065 Frradaof asares)

CPU is considered as the brain of the computer. CPU performs all types of data processing operations. It
stores data, intermediate results, and instructions (program). It controls the operation of all parts of the
computer.

CPU S02aygad cBng), eschrT Horitdodecddood. o) 6sve &er Fadofl sdjserdroin CPU AEETR000. 26 Ger,

'aoeaéé&obes DOoren B0 Arddod (Prra) Qo B00d. b Sozgyﬁené B, By PTrR es:né;qmcl

QoBoBR0od.
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CPU itself has the following three components -
CPU 8 £z €8 So& 03P 3PP ot o)
e ALU (Arithmetic Logic Unit)

e  Memory Unit
e Control Unit

Output Unit
0N S

a5

The output unit consists of devices with the help of which we get the information from the computer.
This unit is a link between the computer and the users. Qutput devices translate the computer's output
into a form understandable by the users.

DS Derrioes® Go3rgad Mol RAEFTTR) Do Ty DEP00S Gotod. G 0P Soiyrjead

08050 DICIFIETE0 H06 208 oS, Py HOSGHAVLL SoPHID WRHEVYE DICIPIEEEOOL wgmdi)éer 2.8
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Central Processing Unit (CPU) consists of the following features —
20885 Fr0h oS (CPU) 06 a8 £9A otnod

e CPU is considered as the brain of the computer.
e CPU éoQ}“zSeaé G308, DT DOIE3ocseacotod .

e CPU performs all types of data processing operations.
* ) Osw Gt FRNoh sedjgerarodn CPU DERrR008 .

e [t stores data, intermediate results, and instructions (program).

* o) Osro Ger FRNeh SFEiSeraruR CPU OERrR00d.

e |t controls the operation of all parts of the computer.

* 2 Soxryb g B Y WDTHKY) JoedRued .

e (CPU itself has following three components.

®  CPU &r5e 05D ermroly oo .
e Memory or Storage Unit

e Control Unit
e ALU(Arithmetic Logic Unit)

Memory or Storage Unit
b6 Jo .Z)vs o3 es

This unit can store instructions, data, and intermediate results. This unit supplies information to other
units of the computer when needed. It is also known as internal storage unit or the main memory or the
primary storage or Random Access Memory (RAM).
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€ ol dES RUPeddeD, G 000k BotB) Gabe DT oy Botduidy. WHRERS & clrdE ol de);
a3 de iowa“mi)l ©0OR00d. O Wodds 2)95 e Jor HEEd 2008 S FEE .2)95 g Trodiad
QSP§D5 20508 (RAM) v &rae e8¢0 |

Its size affects speed, power, and capability. Primary memory and secondary memory are two types of
memories in the computer. Functions of the memory unit are -

A HBATE0 Difo, ¥ HBAL S“mgzgogg Do BFDA0G. FEI0E 0206 Dok BIBODH BB Pl Socd

O5P0 ZPOSTeD. 20506 o30S Deoewn -

e [t stores all the data and the instructions required for processing.
¢ O o) Ger dakn FoR20h Eho 506208 Lo Qe Bed .

e |t stores intermediate results of processing.
° 2B FRD g RoLBLEALE HOTPLRL o] SRS .
e |t stores the final results of processing before these results are released to an output device.

* & DDDPORL PN DBST DS Debw BaLEPS B0 FRVoA Bu& DTV @k Jox BRVod .

e Allinputs and outputs are transmitted through the main memory.
o o) BN HBOID BDLDYRR DI s TrTr A Babeera .

Control Unit

This unit controls the operations of all parts of the computer but does not carry out any actual data
processing operations.
€ oS LoRyryead adg); e erTre SEjSTrIruRD JooBed 500 evzoed) B F20h SeEfSerara edoe

DAt .

Functions of this unit are -

e |t is responsible for controlling the transfer of data and instructions amaong other units of a
computer.
*  SoRritd g RBS DY SOG G 200K APSHVRD 260 Baberdd @d PGS HaPR0d.

e It manages and coordinates all the units of the computer.

* 2O o dg) ) crAY JBIPN0E DOBCKL DAVRALDERE.

e [t obtains the instructions from the memory, interprets them, and directs the operation of the
computer.

e 6 O od HrIdV Todood, T DB S8CIL so;gy5m5 Bog); 93:.)6::@3'1

DFFL00H.
P

e |t communicates with Input/Output devices for transfer of data or results from storage.

o Eirdd 060 Soberdd dor RR0YES / DA DBSTOE DAFTE Jr0yds For HITPL ol VITFTG
wﬁsd.

e |t does not process or store data.

* RGP FRD BoNE ST g BODED.
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ALU (Arithmetic Logic Unit)
ALU (wgmﬁé er2§ o)

This unit consists of two subsections namely,
&1 DeerioeS’ Bodhy &HVeTrren &) a0
e Arithmetic Section

e logic Section
Arithmetic Section

Function of arithmetic section is to perform arithmetic operations like addition, subtraction,
multiplication, and division. All complex operations are done by making repetitive use of the above
operations.

fedsh Dertio DoLD wiHdore, SNDSG, DESPPo 0oL DR Do) wostiedd Sefo 365?.3"0:5::0. [ Ielerety)

DRAIT B Do TT° ) S SPEjSeraen adoreron.

Logic Section

Function of logic section is to perform logic operations such as comparing, selecting, matching, and
merging of data.

o285 Jerrio AANE) DoLD, Gerdd ﬁ“o‘)do, Do dcto, :oasb‘o‘)ao 208030 DDBo Sabo Hotd erss SO
Z)Gs‘b“oécio.

Following are some of the important input devices which are used in a computer

Lol &DATNODN EDY B8R0 QRYE DOSTVR RVVOWT) &
Keyboard, Mouse, Joy Stick, Light pen, Track Ball, Scanner, Graphic Tablet, Microphone

525593, A0, a3 ?gé, T DS, er§ ereS, ‘5‘6&‘)6, TS arges, EPS Magnetic Ink Card

Reader(MICR), Optical Character Reader(OCR), Bar Code Reader Optical Mark

SO‘QS"'S&JQG ées"g), B3R, arcdo RE, IS 1Y, 6 erd, I 06, T1E ey, ETS Soeh) 88 @08 50§ 6¢e6 (MICR),
53386 575086 6¢i6 (OCR), &6 & 6cb 53286 26 6¢:6 (OMR)

Following are some of the important output devices used in a computer.
So;;»yseaff &0ArHoRD %"2)‘)’ Bo0aYDOD eso{))enbes DOSTVR BAWOROT) .
e Monitors (B5°exdd)
e Graphic Plotter(* grad$ ar¢6)
e Printer(* 20&6)

A memory is just like a human brain. It is used to store data and instructions. Computer memory is the
storage space in the computer, where data is to be processed and instructions required for processing
are stored. The memory is divided into large number of small parts called cells. Each location or cell has a

15



unique address, which varies from zero to memory size minus one. For example, if the computer has
64k words, then this memory unit has 64 * 1024 = 65536 memory locations. The address of these
locations varies from 0 to 65535.

08 0 Sdwo  ATID  BE  HoBdd. Qe 0o RATrdRded -39.)5 BoDEEAS b

GO NoSEOB000 . Sokrgl Do Ebr Doy FPD 0w Fdoli Fo VBVED WrSHOR Do
&) 5033"5&)§ Doy Deoo. & e 1Y Fooa,;seS‘ D) rren ©d duwdadoran . PO P8t To b
5;9355;_))53 DEOTEF® &otwod, 2O 'r'OJ?J“ll 000 w8 HBATLIC WD W DO Gotwod . TG,
SO‘JQJ‘]S&JS 64k Doy £9A Godl, ES‘JQ)‘DQJ & 2008 ordeS 64 * 1024 = 65536 wawd ga"um

408 God. & .guavo QEOTA® 0 Sod 65535 HEL Gotwod .

Memory is primarily of three types -
D026 HETEHOT HaFEd F5TeD
e Cache Memory

e  Primary Memory/Main Memory
e TP b

e RS 206 / DooD Db

e Secondary Memory
o oo 2wa0d

- Cache Memory (se5 20508)

Cache memory is a very high speed semiconductor memory which can speed up the CPU. It acts as a
buffer between the CPU and the main memory. It is used to hold those parts of data and program which
are most frequently used by the CPU. The parts of data and programs are transferred from the disk to
cache memory by the operating system, from where the CPU can access them.

50 D006 Cache 20206 036 CPU & Sidode Sobriv Trer SADoBDd PASEEE 20208, G CPU 20050 I
D008 B0esg LD DABRR. G Trer SSrT CPU B8 &OMrAocid Gér Hudain Do Boog), & erTrod SO
Godoehood. der ook Fore armren AT Mood eHSod BHR TTr B Y 0268 BJraw, 9g),¢ CPU
TOD e Sosriudd.

Advantages (p@raren)

The advantages of cache memory are as follows -
DAraTre 5°A W6 HABTrRTreD $0b Dol &%) 00

e Cache memory is faster than main memory.
o Do 2006 o S5 0B Driore Gotwod. DIAFARICS.

e |t consumes less access time as compared to main memory.
* DT 0 TDY wd S D T} LAY

e |t stores the program that can be executed within a short period of time.
o & SothsPoo &‘)&b@eﬁ‘s 0w dakiieo StEiE0 Jug Bood

e |t stores data for temporary use.
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.+ 20 oo DY eddiro §o Gerid dog Siod.

Disadvantages (Hdgroden)

The disadvantages of cache memorv are as follows -
DAETrOSD B8 20200 aloog); PASTrOBeD $od Dol &™) oW —
e Cache memory has limited capacity.

o =0 2506 DOy ava;géo Gob.

e |tisvery expensive.
¢ 0 T DOBIG.

Primary Memory (Main Memory)
FESE 06 (HoE D00b)

Memorv is primarilv of three types -
20508 HEEHOTT HaED GsPen —
e Cache Memory(z& 20:06)

e Primary Memory/Main Memory
o TPEAIE 2008 / 2000 Db

e Secondary Memory ( ® 208 2o308)

Computer-Memory

Solr§er - Db

Primary memory holds only those data and instructions on which the computer is currently working. It
has a limited capacity and data is lost when power is switched off. It is generally made up of
semiconductor device. These memories are not as fast as registers. The data and instruction required to be
processed resides in the main memory. It is divided into two subcategories RAM and ROM.

TG BB SoRriab 28K YRG0 DY LI & PArTT ) Hrg DA Gotnod. BG HONG Fgo $BA
Sot008 Bo0a% 3§ V(S @D BVIY Y S ES’ B000. AB FPTPoEIT DLEEE D086 rTobodndod. &

grOsTen 02RGS’ odd Driom Ji. AN VOIS VJVEPD B SO WPSDH PED BHES® dotwod. wd
otk eddTPen RAM 06050 ROM e Dgiocsedod.
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Characteristics of Main Memory
VOO W6 By virw

¢ These are semiconductor memories. ( s bfbéocigé @vzasve.n).

* Itis known as the main memory. ( @& LE°D DS DVDLICIB0R. )

e Usually volatile memory. ( geSeaore @?gd 20:506.)

e Datais lost in case power is switched off ( ©6 esH ?055 BODJLDYE e %6653&)0&.)

¢ |tisthe working memory of the computer. ( @& 50:3:5935 aBoog), DI %5";350.)

e Faster than secondary memories. ( C’)Se;‘éoi) FrOSPOR ot Drforr.)

e A computer cannot run without the primary memory.( 2.8 903?5"59-)5 FEE Db Foore
2953080 5.

Secondary Memory
Vo8 Dob)

This type of memory is also known as external memory or non-volatile. It is slower than the main
memory. These are used for storing data/information permanently. CPU directly does not access these
memories; instead they are accessed via input-output routines. The contents of secondary memories are

first transferred to the main memory, and then the CPU can access it. For example, disk, CD-ROM, DVD,
etc.
& BS20D W8 eriry Wb Tor VROS B PG VLOPW. VG VIO W8 ol JYEM Gotwod. & Lt /

Radrarde Jug &0 FF 0T JuY BOEAS GOAFAFD. CPU DET & grdsTO) airSy0 Boie, Ltenr™ &d
QR0yE5-09:pe0E5 DSHOIFEFL TPTT Ty SabecEron. VLo FHsLM &) Dhairen G HEEDd 2odwbS
069 Sobed, e CPU Ay T2 Babrww. &ETEHL, &R, CD-ROM, DVD, 306GHD.

Characteristics of Secondary Memory
280d 208 vErTen

e These are magnetic and optical memories. ( @ eﬂo:b.%“boej 0603w 93%356 gs“z)s“w.)

e |t is known as the backup memory. ( @& 2.3"5553 20308 A HeoJrw.)

e [tis a non-volatile memory.( @& w?gd groso)

e Datais permanently stored even if power is switched off (6 esH SIS eﬂun&'a‘é)béé Ger T ST
Qe Bodercosuod.)

e |t is used for storage of data in a computer.( So@5®§s Gt K)e)s I0Herd 20
&aairHocdercddood.)

e Computer may run without the secondary memory.( cssbo:i) QLD Foote 50;3159.36 B TOy.)

e Slower than primary memories.( G0g %5%)‘3“&)&0 S0t 55:1)&&!1“)
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Random _Access Memory
Oco a0 cdrg\fb 208

RAM (Random Access Memory) is the internal memory of the CPU for storing data, program, and
program result. It is a read/write memory which stores data until the machine is working. As soon as the
machine is switched off, data is erased.

RAM (Trotidd c3r8yD 20dnd) edd der, Tpra, oosw o pdorw Do E%o CPU g woddd dub.
afogho DAL DL EerdD 30563?0 28 BOD / grad 0. adogo ?oScS €95 9000 Do, GetT SLAILEIHIH.

Access time in RAM is independent of the address, that is, each storage location inside the memory is as
easy to reach as other locations and takes the same amount of time. Data in the RAM can be accessed
randomly but it is very expensive.

RAM & Zriogeh d0oso DOTIPL Dodo, /M 20088’ 2O Jeg Fdo RS FroTrOD BHE DS rer
AoZo B0 3 VI BroLotod. RAM &° der airedyson & Soidcdy =0 e PORIG .

RAM is volatile, i.e. data stored in it is lost when we switch off the computer or if there is a power
failure. Hence, a backup Uninterruptible Power System (UPS) is often used with computers. RAM is
small, both in terms of its physical size and in the amount of data it can hold.

RAM wfgdmo.n:‘b&, O SVDBW SoRTIRI) BDDVBYED Tor 3 PHOJo &) QOB B VP VHFETCo

ES’yB008. oDy, 28 ergEd Doods 33 B5% (UPS) esdesore SoXrjagd eLOIrN . RAM ol &FaE H0Hreo
DB 00 6 DEOE TR Trer Bwdod’, D) 6.

RAM is of two types -
RAM Gocl> dsPen -

*  Static RAM (SRAM) « (6§ RAM (SRAM))
e Dynamic RAM (DRAM)( 25208 RAM (DR)AM)

The word static indicates that the memory retains its contents as long as power is being supplied.
However, data is lost when the power gets down due to volatile nature. SRAM chips use a matrix of 6-
transistors and no capacitors. Transistors do not require power to prevent leakage, so SRAM need not
be refreshed on a regular basis.

T8 Do 3 VODT® BODLDBD) odETve B T LoBo DA GO AFDRYCS . EDQJJF\‘);JD&‘S%, &R0
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gardo S 3§ SATPLNRID Ber ES\B08 . SRAM D 6 ErANRE H060kn O Srbeadh Srgsdn
&DAIEAFTOD. Qbs‘gga @éee’rl QNrBotdtrAs whHs Go IhGe G, s"ueg SRAM DbocGo 80 Bo3TED.

There is extra space in the matrix, hence SRAM uses more chips than DRAM for the same amount of
storage space, making the manufacturing costs higher. SRAM is thus used as cache memory and has very
fast access.

BrGES’ D PP God, WordDY SRAM 08 Huod® Dug Yuods® DRAM ol JL) & DHR GOrAR0, A&
BOSFE Oy DL I EotoB. BoDLD SRAM S92 208 T Eexcadiood H0050 e DidodROD FFOIS
£dA €od.

Characteristic of Static RAM
g"é?)é RAM cBo8); @ &0

e Long life(dssren )

¢ No need to refresh (628 @580 Gedd)

*  Faster(deore)

e Used as cache memory(s*& 20:08 &G &0aBrA )
e large size(bg H8Arga0)

s Expensive(283)

e High power consumption( e6g 33 DA tio)

¢ Dynamic RAM (DRAM)( &5 RAM (DRAM)

RAM, unlike SRAM, must be continually refreshed in order to maintain the data. This is done by placing
the memory on a refresh circuit that rewrites the data several hundred times per second. DRAM is used
for most system memory as it is cheap and small. All DRAMs are made up of memory cells, which are
composed of one capacitor and one transistor.

SRAM S8, GErdd JEErederdd Jdoddo 6D Saird. @6 & OpD ‘rbdrzjseﬂS"’ W8I Godtlo T

2OME00, G VSWDH BIF HoGL I G SO0 TR0, Trer SEIT Wb Wb o DRAM
EHBFAIRCDE0, JoEos BB FET oo DI AT Gotwod. @) D RAM e 20w 1S dairs

Sobecsron, A a8 SHRE 000k 28 EPIRE Lrd Gotran.

Characteristics of Dynamic RAM
G005 RAM g, ogeren

* Short data lifetime(&) Gt G5 W0)

e Needs to be refreshed continuously(D&osdorr 830 BoRHLVD wdd0 Gobd)
e Slower as compared to SRAM(SRAM °®% b&‘néam)

e Used as RAM(RAM 1 &0H03Aocieaciociood)

*  Smaller in size(0:0°ca085° D) &)

e Less expensive(ésab:) 632)

20



e Less power consum ptTon(ejs.)zjé Dcﬁo5§ QDRG30)
Read Only Memory (202060 Jorgdy $6&doc)

ROM stands for Read Only Memary. The memory from which we can only read but cannot write on it.
This type of memory is non-volatile. The information is stored permanently in such memories during
manufacture. A ROM stores such instructions that are required to start a computer. This operation is
referred to as bootstrap. ROM chips are not only used in the computer but also in other electronic items
like washing machine and microwave oven.

ROM 56568 a0gan 20oand. 20w 96dd Frosan argy oS’ Trabdm. & CSR0d grossd oRncs.
DaArorde Saird oo mendeed gﬂbs“uesﬁ Fo3(or oy Boheceod. w8 Soryeadyy FGootstrDd
DVBROD APSDVR 208 ROM Do Bod. & DB LER WA, ROM DDy Solriel @udosn ook

2020 20050 PEDD LDD Dot BSBC JVFTOE HRPVS® BPFH EDATAOBIED.

Let us now discuss the various types of ROMs and their characteristics.
DN DG G5°TD ROM e 00080 70 LT (1H80K) BBy ook,

MROM (Masked ROM)
The very first ROMs were hard-wired devices that contained a pre-programmed set of data or

instructions. These kind of ROMs are known as masked ROMs, which are inexpensive.
200L200E ROM ev 56-2dh DOSTL £DA &) aw, D Jwodr™ Frad BobwEd Ger Sor draden 9

&%) 0. &3 IGSD ROM e 5°); ROM er ensdenciaraw, @ Bagd.

PROM (Programmable Read Only Memory)
PROM (&prdvend 8& L0 oo08)

PROM is read-only memory that can be modified only once by a user. The user buys a blank PROM and
enters the desired contents using a PROM program. Inside the PROM chip, there are small fuses which
are burnt open during programming. It can be programmed only once and is not erasable.

PROM B&-8Q 202w6 Argds DICPATPEED wEF0 SPFH Dd0oSRB00. DAIGFATE PROM s°6jga000
OB ar® PROM &0 Soffen 32 sedodid Sofotdy 0D3red. PROM A9 &b, PPordooh widvotoes’
BOVD D) PFReD &T°) A, A w0 Srdad Trrad dabechdood dokn &ufousece .

EPROM (Erasable and Programmable Read Only Memory)
EPROM (Erasable &0605» Sfranene 86 & 2008)

EPROM can be erased by exposing it to ultra-violet light for duration of up to 40 minutes. Usually, an
EPROM eraser achieves this function. During programming, an electrical charge is trapped in an
insulated gate region. The charge is retained for more than 10 years because the charge has no leakage
path. For erasing this charge, ultra-violet light is passed through a quartz crystal window (lid). This
exposure to ultra-violet light dissipates the charge. During normal use, the quartz lid is sealed with a
sticker.

EPROM &0 40 Doare) Jrew @g-éé’es gy, dudodtio o e‘:'e"oﬁocﬁsbdaa. Jreedesore, 2us EPROM eraser & Do
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o006, Frravoh Lo, w8 DS T°§ w8 VTS G Foded® D LDy . &§ D 838 argo Tk

ocdEot] &6 Eoth DLy D 10 DodeTren RPN, & T, Fufodtio ERo, WEP-DTE 570D (G 816 Dokl
& (A) 8 = E=o

(207e8) TPO° DODEBAD. ©EF-DSE 52 & a&ﬁbbas T8 DEREOAY. FTFOE GO, 5§ durd [T

RIS To s AT T VYA R

(Electrically Erasable and Programmable Read Only Memory)
EEPROM (DOFR0e06 JGends 2605 Frravend 6& &9 20ib)

EEPROM is programmed and erased electrically. It can be erased and reprogrammed about ten
thousand times. Both erasing and programming take about 4 to 10 ms (millisecond). In EEPROM, any
location can be selectively erased and programmed. EEPROMSs can be erased one byte at a time, rather
than erasing the entire chip. Hence, the process of reprogramming is flexible but slow.

EEPROM &fgro 08050 Ddjsydorr Sefotecddod. ad Dode Fih Fofod, @ dodowseicdood. Sot
Sobcio ook Fordoh 4 @od 10 ms ( WHHE) Dewdood. EEPROM &°, O FTIZ 0 E'deoy Swdakw
oo Sobecddes. EEPROM e dwodo D)) Fofiositio S0t a8 2d0ctos’ wd Bty Fofousion. seed,

reprogramming Do DD =0 R BT 5080080 .

Advantages of ROM (ROM aB0E), DABraTe)
The advantages of ROM are as follows - ROM diw&), HAAFaTw §obd DGorr &) v

e Non-volatile in nature(g:n,sae?oz?s @’.gdé)

e Cannot be accidentally changed
* B0 Hrdyecds

e (Cheaper than RAMs
¢  RAMSs &0&3 3%

e FEasytotest
e 200D DL oS

e More reliable than RAMs
¢ RAMs oé3 J.)S.)Zja am&dﬁsb

e Static and do not require refreshing
o Sred§ 200K O DRG0 S

e Contents are always known and can be verified
e DHodren DQTQ)DC&J" 3D Hodain cju)bSOoémdbzﬁJD

Motherboard (20656 &5°¢)

The motherboard serves as a single platform to connect all of the parts of a computer together. It
connects the CPU, memory, hard drives, optical drives, video card, sound card, and other ports and
expansion cards directly or via cables. It can be considered as the backbone of a computer.
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068 S0 S Solrgnd g B Wiy SO w8 DOST DAV, Bd CPU, 008, FE E, BRES G,
Hadr s"Q, o& své Foblalou S R-Tx e} Q‘*gab Sdoin DSer s péjLorr I dochoen TOe Senipdood. 7b

50;’,2)"5635 cﬁngzj Db‘langn“ poTelalin oI ATAM X VT AN
Features of Motherboard

2066 as“g; Y, VL

A motherboard comes with following features -
28 066 5% $06 vLrFOT B5006 -

e Motherboard varies greatly in supporting various tvpes of components.
o DD E5TD arrred S B66 €57 erte B0

o Motherboard supports a single type of CPU and few types of memories.
oMb es‘go 2008 650 CPU 000w §) 6570 grOSPOmd G0 AR08

¢ Video cards, hard disks, sound cards have to be compatible with the motherboard to function
e properly.
o DA s, T ARy, ok S O DAV B0B6 e5° 6 wR0Ereo sotd.

e Motherboards, cases, and power supplies must be compatible to work properly together.

o 6 eS"g;, Swew, 080k DS WEHT® VO $DD HIBANEIS eRviE0T Gocd.

e Popular Manufacturers

g?og Sajrdordoen

Following are the popular manufacturers of the motherboard. Intel ASUS

20656 &5°60 cIng), DI SOIFETTED VIO . RS
ASUS

AOpen, ABIT,

Biostar,

Gigabyte, MSI

Description of Motherboard
2066 ' Ddde

The motherboard is mounted inside the case and is securely attached via small screws through pre-
drilled holes. Motherboard contains ports to connect all of the internal components. It provides a single
socket for CPU, whereas for memory, normally one or more slots are available. Motherboards provide
ports to attach the floppy drive, hard drive, and optical drives via ribbon cables. Motherboard carries
fans and a special port designed for power supply.
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S o b P AToh Bobwcod O i GPoh Sogre TDe DX) 6w T WG dorr
E'hosddood. E6 S°E @) Woddd ey £dh FPheody DA Gotwod. @0 CPU &ho a8 sty
©OBRVOB, VoS 8 B0, FTErMT 28 Tr JLYD 0 VorErENS” &T™) 0. BN SodoRD TT° F'd
&5, D G DB BHIS God wird BADEEIS b S Tomn wobran. D66 ' wDIrOR
200030 DEYS REHT® E'do ErToded s DB[E S‘go& £OA Sotwod.

There is a peripheral card slot in front of the motherboard using which video cards, sound cards, and
other expansion cards can be connected to the motherboard.
Hadr sPgen, c,‘:s.i) Sedoen Hudasn RS Fertel] sPden 066 aS‘gJ 29V EPN0 Bow 066 eS“gJ Aot HBSODH

=0 T &ob.

On the left side, motherboards carry a number of ports to connect the monitor, printer, mouse,
keyboard, speaker, and network cables. Motherboards also provide USB ports, which allow compatible
devices to be connected in plug-in/plug-out fashion. For example, pen drive, digital cameras, etc.

. 9, 5,
JED IO, md&“agaw A6,  Vowb, AFD, éﬁ‘ga, PyE6  Bodoin ) §wub&'
VDOEASEEIS o8 FPow $dH Gotraw. WEE Do PH-BD / VhH-oDS DEIS edvsr
HOSTFOR  RVOGEJots USB ffgwm ErE®  WoAPOL. GIFETORD, DD D, GRS Sdooven,

20585

Memory Units (20208 afordéw)

Memory unit is the amount of data that can be stored in the storage unit. This storage capacity is
expressed in terms of Bytes.

20208 crrS Deg cxrd Deg Babrie B Dwdo. & g -3‘;.‘)3350 B¢ DCore Hy§SOocstod.

The following table explains the main memory storage units -

Sod :3%339 DD 206 .'39)5 CRTAHR DHORL -

Bit (Binary Digit)

A binary digit is logical 0 and 1 representing a passive or an active state of a component in an electric
circuit.

DES (B8 c.zed)

28 8006 08 78S 0 S0dakw 1 28 DS '{odsvbzsgﬂfi‘ 28 grrio alog); D2y,08rd) 8 Jor GtEH DA Arded.
Nibble

A eroup of 4 bits is called nibble.

D& D20 nibble @otrcd.

Byte

A group of 8 bits is called byte. A byte is the smallest unit, which can represent a data item or a
character.&

8 D5y DO B WokF. 2,8 BE VIO 2.8 D) DY, G 28 GEF oo T DB ATPDROO.

Word (0¢0)
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A computer word, like a byte, is a group of fixed number of bits processed as a unit, which varies from
computer to computer but is fixed for each computer.

The length of a computer word is called word-size or word length. It may be as small as 8 bits or may be as
long as 96 bits. A computer stores the information in the form of computer words.

The following table lists some higher storage units —

8¢5 erodd SOQyée.)E Dé, odmb%n" Fd dabeadd eDeSQ adog); ?éad Roy clwg) Dduriro, B éozoyvse.aé Ao
So3TPGRAY), BPEIBT Eot0d PR DA KoY RO ok, 28 SoRFid Do Mg TP HB-VOITRo
o Do T 0D Henydd. @b 8 D5y ot D) BT Gotideiry T 96 Dy JBL oty w8 SoRr§ed
SOZZD"SQJS Horen 8o PIrETe) Doy Bod. S0 :Jegs %"D‘l 68 Jog alardw rdoe -

Kilobvte (KB)
45°88 (KB)

1 KB = 1024 Bytes

Megabyte  (MB)

rHes(MB)

1MB = 1024 KB
GigaByte (GB)
1GB=1024 MB
TeraByte (TB)
1TB=1024GB
PetaByte (PB)

1PB=1024T8B

Ports %

A port is a physical docking point using which an external device can be connected to the computer. It
can also be programmatic docking point through which information flows from a program to the
computer or over the Internet.
28 G 030 eriry HOSCo Sorytac); S35 Batrie FAE &rdoft Fowots. A B‘dzsgmoé'ﬁ 0l goXyryody), o raoma:leg“
DOTROD) DArErs Frrddof Grdoh Faolyr ErGEE Gotwod.
Characteristics of Ports
fféb ), VL
A port has the following characteristics —
a8 ' S0 vErro S9A God -
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e External devices are connected to a computer using cables and ports.

*  erdry DOSTrAn Sendy Sodosw iﬁ“go‘) EDCA0L) HoRT§RIC)), BWRIRVOLT OGN .

e Ports are slots on the motherboard into which a cable of external device is plugged in.
. .."J“go3 2OTNED FIT es0t08, DBS” ey OG0 g, Ted HA Soberedod.

e Examples of external devices attached via ports are the mouse, keyboard, monitor, microphone,
speakers, etc.
. Qfgub (TP 2SBODLAD eFR) DOETL GIFrEReD IO, 865°9, D°d0s, PEID, NS DETHD .

Let us now discuss a few important types of ports —
@Y E'Q) dooadgdod Qﬁg.w 65" (B B odoC. -

Serial Port
Hoo0eS
6

(3]

e Used for external modems and older computer mouse
By DPEH0 000K e LoRPgd HID Eo eDATAFED

e Two versions: 9 pin, 25 pin model
Coco Ebge‘go: 9 DD, 25 DD DS Gtr

e Data travels at 115 kilobits ber second
PED 115 S°DgY DG HAIFEIRNO
Parallel Port (%:0es6 L‘i"g)
* Used for scanners and printers(J), 3¢ 08050 208 80 Traardd)

e Also called printer port(oe6 ﬁ“g:cl T DOVE)

e 25 pinmodel(s 25 28 2o¢ie5)

e |EEE 1284-compliant Centronics port
*  IEEE 1284-So30t5 oS8y G

PS/2 Port (PS/2 S‘J‘g)

e Used for old computer keyboard and mouse

o S SoRrgtad 365°6 00K SIS o SHARAFEH

e Also called mouse port

° 5D G 0 o DedFd

¢ Most of the old computers provide two PS/2 port, each for the mouse and keyboard

o D SoRriagy TUrBGLd Toth PS / 2 Vg, S50 00k $e5°God AdFon

e |EEE 1284-compliant Centronics bort

IEEE 1284-%030¢5 20508y 8

Universal Serial Bus (or USB) Port
ArABGS 5H8a0eS b (Fae USB) &8

e |t can connect all kinds of external USB devices such as external hard disk, printer, scanner,
26



mouse, keyboard, etc.
o erEry WP6 ARy, Dowd, IYN6, D, S5, INEGH W) oFw eriEy USB D0STOR @b 9§

t'So:i)&‘)d‘ua.

e |t was introduced in 1997.
* 301997 & HdDIDYGD.

e Most of the computers provide two USB ports as minimum
*  TOPHOET SolTgdd &D%orr Boct USB @gom 00T

¢ Data travels at 12 megabits per seconds.
* 280D 12 megabits HG Cer HOIrER06 .

¢ USB compliant devices can get power from a USB port.
e USB Sonot) HOgGHawen 28 USB sﬁg 00d 33D TodsHwd) .

VGAPort
(VGAD'S)

Connects monitor to a computer's video card.
2D SoRrgb g Declr S, SPB0d .

e Ithas 15 holes. (=& 15 Sogrev.)

¢ Similar to the serial port connector. However, serial port connector has pins, VGA port has
holes.
RBODES F'G LB e, NS, VOANES F'G SILE DOy God, VGA I Sogren &yaw.

Power Connector (356 55%5)
e Three-pronged plug.( Sasc-grtio £A.)

¢ Connects to the computer's power cable that plugs into a power bar or wall socket.
38 e Jo et F8E5° A B Sodrdd g, DG Sewew), $J§ B0od .

Firewire Port ( 355 &%)

e Transfers large amount of data at very fast speed.
o oo Do driod Eeran Y 2ngods” wed Srood

e Connects camcorders and video equipment to the computer.
o SoXIPiRIcl) SYEI GG SO0KN AR HOSTUR) SLRHB0B.

¢ Data travels at 400 to 800 megabits per seconds.
e 2EAL 400 &Aoo 800 megabits ég Zer DoITred0d.

e Invented by Apple. (es2e5 SSeb SR e 08.)

e |t has three variants: 4-Pin FireWire 400 connector, 6-Pin FireWire 400 connector, and 9-Pin
FireWire 800 connector.

o QO B BPen: 4-29 :.3@55 400 ST\.‘agS, 6-230 :.2@\55 400 sags, S08adn 9-0 ?QQSS 800 5535.

Modem Port (3o 2°8)

e Connects a PC's modem to the telephone network.
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o SIS bé.)‘sobb PC Gng); DG 90005000,

Ethernet Port (€¢53) & ﬁ‘g)
Cannarte tn a netwnrk and hich cnasd Intarnet,
D) 200K 3 NE WD) ), EZDEB0A.
e Connects the network cable to a computer.
. 2;&)5521 §e‘nw‘l 28 Sorgady); Senipdood.
e This port resides on an Ethernet Card.
o & TH w8 &:6B8) 6 SPED DDV,

o :)@5521 w5oé5r§_, QO IGPEHE 2E30€ 10 megabits per 1000 megabits £ &er DA,
Game Port
e Connect a joystick to a PC (PC % aouys & 82§ Sadodl)

* Now replaced by USB( @ipyco USB arqoe 238 dosoertod)

Digital Video Interface, DVI( port d2&& DA dEr @oe)a.)i), DVI S‘g)

e Connects Flat panel LCD monitor to the computer's high-end video graphic cards.
o 5 &@6 LCD ety Soread 3 ok DABT DS SHOD DB,

e Very popular among video card manufacturers.
o DA 5K SaIrErEweS’ errr Frdio ToBod.

Sockets

e Sockets connect the microphone and speakers to the sound card of the computer.

Cable Port How it's used
SR LIZE Transmits data at various speeds.
USB 1.0 @ up to 12MB/second
] Tstaisin] USB 2.0 @ up to 480MB/second

USB 3.0 @ up to 5GB/second
USB cables are backward
compatible, but a 3.0 cable is
required to get 3.0 speeds.

USB Type A USB Type A Transmits data and delivers power
(USB 1.0 does not deliver power).

f
\‘\'%& Commonly seen on devices with

permanently attached cables.
Example: A keyboard to a PC.
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USB Type-B

USB Mini A

&

USB Mini B

&

USB Micro B

%

eSATA

S

USB Type-B

USB Mini A

USB Mini B

==

Micro-A USB

C_)]

USB Micro B

eSATA

Transmits data and delivers power
to peripherals.
Example: A printer to a PC

Transmits data and delivers power
to smaller devices. Mini-A has been
superseded and is no longer being
used for new devices.

Example: A digital camera to a
printer

Transmits data and delivers power
to smaller devices.

Example: A digital camcorder to a
PC

Transmits data and delivers power
to portable devices. Similar width to
mini USB but approximately half as
thick.

Example: A smartphone to a PC

Transmits data and delivers power
to portable devices. Similar width to
mini USB but approximately half as
thick.

Example: APDAto a PC

Transmits high-speed data. A
branch of the Serial ATA interface.
Faster than FireWire and USB 1.0
and 2.0.

Example: An external hard drive to a
PC
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FirgwWire Firewire
_%:}_—;@ * 4-pin [ . ] * 4-pin
7 . ™ oo
@K“?{"‘ * B-pin n’ i
“'-A'fiﬁi
RJ45 Ethernet RJ45 Ethernet
=B
=N g
N X i & "
\Z
RIN RJ11

Componentvidea

=3 = = = = standard-
C 2 ) ®)® eniton
' 'i )

= ..-—7.3'-\ fT{_j.‘i = high-
6_; L Y] dnla%nitinn

HOMI (High-Definition Multinne-
dia Interface)

:‘;@

HOMI

Transmits high-speed data. The six-
pin version delivers power; the four-
pin does not. FireWire is also called
i.LINK and IEEE1394. Faster than
USB 1.0 and 2.0.

Example: A digital camcorder to a
PC

Transmits high-speed data on local
area networks (LANs), including
Internet and intranet networks.
Example: A PC to a router

Transmits faxes and data on local
area networks via phone line. Much
slower than Ethernet.

Example: A PC to a fax machine.

Transmits and protects copyrighted
digital video and audio at speeds up
to 4.9GB/second, with a refresh rate
fast enough for 1080p Vvideo.
Example: A DVD player to an HDTV.

Transmits and protects copyrighted
digital video and audio at speeds up
to 10.2GB/second, with a refresh
rate fast enough for 1080p and 3D
video.

However, HDMI 1.3 will display 3D
content in 1080i and 1.4 will display
3D in full 1080p.

Example: A 3D Blu-ray player to a 3D-
capable HDTV.
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DisplayPort

&

Mini DisplayPort

b A o

Ol (Digital Visual Interface)

rrelele
Sy -

1 g [\

ot ] ] e

Dwi-D (digital) DWI-1 (Integrated)

Componentvideo

S-Yideo

ellow RCA .
(Composite 7
Video) el

DisplayPort

Mini DisplayPort

Onl-Dn
rdigital

Dl
fintegrated)

Componentvidea
= = = = standard-
@ ..y' O_-:,f’ definition

S\ & @ - high-
6_; e dnla%nitinn

3-Video

ellow RiCA
{Composite |@
viden) i

Transmits and protects copyrighted
digital audio and video with bi-
directional communication.

Example: A PC to an HD monitor

Transmits and protects copyrighted
digital audio and video with bi-
directional communication for
smaller devices.

Example: A laptop to an HD

monitor.

DVI-D transmits digital video
without audio.

DVI-I transmits digital and analog
video without audio.

Example: An HD tuner to an HDTV

Transmits video and comes in
standard  definition and  high
definition (HD). Higher quality than
S-video and composite.

Example: A DVD player to an HDTV

Transmits video as two separate
signals: (luminance) and
chroma (color). Higher quality than
composite but cannot deliver HD
video.

lumen

Example: A video game console to a

TV

Transmits Analog video. Cannot be
used for HD or digital video.
Example: A DVD playertoa TV
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VA (Mideo Graphics Array) ViSA Transmits Analog video from a PC to

@ ||! @ a monitor or TV.
LN )) Example: A laptop PC to a monitor

Coaxial Transmits digital audio.
Example: Stereo speakers to a
@ receiver
Toslink optical digital Optical Transmits digital audio.

-l Example: A video game console to a
el receiver

81 Channel Qutputs (analog) 5.1 Channel Inputs (analog) Transmits up to six specific audio
channels (such as left, right, center,

@ @ @ left surround, etc.) from your DVD

player to an external device.

@ @ @ Example: A DVD player to a receiver

CornpositelStaren (RCA CompositelSteren (RCA steregy  1ransmits left and right channel
steren) : audio.
4 =3 Example: Stereo speakersto a
f__ ] @/I receiver
RCA mono RCAFONGD Transmits analog audio.

Example: A subwoofer to a home
theater system

MICROPROCESSOR

A microprocessor is a computer processor which incorporates the functions of a computer's central
processing unit on a single integrated circuit, or at most a few integrated circuits
8 ETFVH6 IO SoRr(d FRVE, BB SoRFgRd Y VoS N0k cHEAS L) DR w8

2oBFOE B0, L5 DA Got0d, Sar EQ) 2eBFEE HEr), LS’
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COMPUTER

HARD DISK DRIVE (:J‘é d5b Q.'b}

A hard disk drive, hard disk, hard drive or fixed disk is a data storage device that uses magnetic storage
to store and retrieve digital information using one or more rigid rapidly rotating disks coated with
magnetic material.

%6 éiab a0, %6 ‘5’52;' P @y For DSy &52, DO 2.8 Ger Qo HOLG0, WO wojaﬁvboa HEEGod s;:baoéa 2,86
[~ S [~ [~ =1 o =]
Tor wodsol] 2 S DD Deforr BBA AR GOArAD CRLS PArErT ) vy Boberdd Sndain 380

TFoastrS o) 08 Do GOAFARVOE.

Spindle connected to electric motor
Sealed protective metal housing

Magnetic disk platter

Bus interface
connector

W Read/write head
arm actuator

SOFTWARE
Soryed an.g 56

There are two main types of software: systems software and application software. Systems software
includes the programs that are dedicated to managing the computer itself, such as the operating
system,file management utilities, and disk operating system(or DOS).

ao%s c3g), ot PEPD Gsen: VRDY 5\1;355 Sobatn HBID a»gss. SISt .%w% 26 w3k DP, PS
:&)258@‘095 A3HIBD oL &.52, e338306 ?o:go (T &) Hotd Sorgeddy .‘:)dsboacz“.bé 290820 g‘g@m
£DA 0008,

Multimeter ( 20006)

A multimeter or a multitester, also known as a VOM (volt-ohm-milliammeter), is an electronic measuring

instrument that combines several measurement functions in one unit. A typicalmultimeter can measure
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voltage, current, and resistance. Analogmultimeters use a microammeter with a moving pointer to
display readings.

VOM (&8-858 -208apoowd) el Sra Dendwd ws ddues So wirovgran, w8 arde’ ods Sos dojom
sdA &ol 28 Oog“bé £0d O8G0, w8 Jwge mg&beﬁ Sggé, DS, H00IL PALLI Fodried.

Analogmultimeters 8oy $E0y0SEAS E6T ool PEOE) EDWPAYWD.

A digital multimeter (DMM) is a test tool used to measure two or more electrical values—principally
voltage (volts), current (amps) and resistance (ohms). It is a standard diagnostic tool for technicians in the
electrical/electronic industries.
8 GRS 209006 (DMM) 956 Tock Soe oSt J&),H Dy Dendew-prraom SG& (Sez%), VRS (20D

200030 AFEES (LoD0y) M0 FOS s HDOL F S0, AB WSS / JUFTIE HOZOS’ FoSAE Vprww o ws
Fareds caires) D8 Jesso.

Display

Buttons

Dial (or rotary switch)

Input jacks
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SOFTWARE INSTALLATION
FD D6 axeydad

Planning the Installation (:oo,gv:mm D 3J’0d)

As with any OS installation, we must first plan the installation process. When you run the
Windows 7 Setup program, you must provide information about how to install and configure the
operating system. Thorough planning can make your installation of Windows 7 more efficient by
helping you to avoid potential problems during installation. An understanding of the
configuration options will also help to ensure that you have properly configured your system.

D 0S KoM HrABT, VB OB VOO ) FO Bard. Db Windows 7 20D Frrodd
[Z1813Y) 5@),6()_:9_)3&3, 6 esHBB0A f’ofgan‘l oer favge.’i' B038  Sdain svi)st Baires (160D
RJPETTR))  Wodowrd. E()og“:):? SRV RNy R0g7Ddf DEVAFOR AT B0t Q& oo Soeso
e D PErPEs Windows 7 080 Dangdodor DA, esg,BE60 DEd0Y AR WA
60 D P DO €353BEBoDHY VT00EE HEPIS VOVEIRE .

Here are some of the most important things you should take into consideration when planning for your

Windows 7 installation:

2 Windows 7 @)Fad S0 rd B505) 2760 Doth 00redocidns dwp@od §2) dhoiren 28 ¢ e ow:

Check System Requirements
DH BT SVD

Check Hardware and Software Compatibility

8.6 0B e 6 RnETreS 3D
&S 5N

Determine Disk Partitioning Options
GR0), DesLER DAYSTVR Do

Complete a Pre-Installation Checklist

200500 By QX Satvodt

Microsoft states the minimum recommended specs for Windows 7:

DEFH DollD 7 B0 3% 2Pcdy BD 0y 22BNDy:
1 GHz 32-bit or 64-bit processor
1 GHz 32-bit S 64-0¢5 Jeod

1 GB of system memory
1 GB 559 20208
[A]

16 GB of available disk space
@ocoertnd’ 16 GB &), Heoo

Support for DirectX 9 graphics with 128 MB memory (to enable the Aero
theme)
irectX 9 gr2>8y 128 MB 20 (Ao B0y e SaES)
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e DVD-R/W Drive DVD-R/W 55

e Internet access (to activate and get

updates)
o Q003) & cirSyS (dgabo BBak BDEGLR FostrIS)

32-bit or 64-bit Version?

You need to decide whether to install the 32-bit or 64-bit version of Windows 7. The Windows 7
installation disc package includes both 32-bit and 64-bit versions of Windows 7. Basically, the 64-bit
version of Windows handles large amounts of random access memory (RAM) more effectively than a 32-
bit system. So if you plan on using Windows 7 on a computer with more than 3 GB or RAM, | would
strongly suggest to use the 64-bit version. Most programs designed for the 32-bit version of Windows
will work on the 64-bit version of Windows, and if they don’t, you can always use Windows XP.

5o Windows 7 g 32-D¢5 Soe 64-DE DG fazsﬂgé Bodres® I8 .ngao:ﬁ.)gsav@_ Windows 7 @mgeﬁ;q.% a%y,
582 Windows 7 c3og); 32-De5 500050 64-D& DGH0 $OA Gotwod. Ferdeom, 64-DE5 DG DS oSy 32-
bit ':’07853 go63 NEOR .“omgaoa;_ua TrPotad Qi:“ébﬁa 202208 (RAM). S“utg oo Windows 7 & 3 GB & RAM
So8S DD &) ol D BY, DA 64-DE5 DG DAoL AT Lrdomrdw. Windows cwg), 32-D¢
26D &R0 drPotedd wdd Jgrdm Windows g 64- DE HEF 0D Srow, Ddckn wer Bahed’ad, o

‘D%}Q)Dc::r Windows XP &0 &z)olrﬁorjadna :

Note: Either way, you cannot use an existing 32-bit version of a previous OS to perform an in-place
upgrade to a 64-bit version of Windows 7, and you’ll need to format and install a fresh copy. Also, you
cannot use an existing 64-bit version of a previous OS to perform an in-place upgrade to a 32-bit version
of Windows 7.

(52008: D Do T, Ddd Windows 7 o), 64-D¢5 DEa), 2S00 D Sho 2000 05 clng) A0S ey
32-D8 DY) EDArAOSTEH SOCID W Ter SO wEBE00Td ok @S Bard. @ose, Windows 7
Bog), 32-DES oW GRHD VPR ) ELEToEIS &> A0 05 dloog), S 64-D6 DY

&DATAoBT L.

Computer, | would strongly recommend that you format it and install a fresh copy of the OS.

So3arqead, e B T e 3D, 05 ), Brer ST AT)S FAIPOD B ST DPcry BP0,
ARPANET - Advanced Research Projects Agency Network

ARPANET - 0630/ 6206y 85 D80y 245 28,

ARPANET - Advanced Research Projects Agency Network — the granddad of Internet was a network
established by the US Department of Defense (DOD). The work for establishing the network started in
the early 1960s and DOD sponsored major research work, which resulted in development on initial
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protocols, languages and frameworks for network communication.

ARPANET - ea¢0omesed 6:°5b @vagb Daafl)b e5 5356 - 'aoeaég’eS aog); granddad US c?..ﬂ“géoeS e85 5.3353 (DOD) ¢t
Frosedd Gy, 1960 © Foozeds” 00k DOD RAFTPE)E TP DOTED Sejgied” ReA FdocserdS
DA PG00, BB FE0E TS, erirn Qoo E), ErgASHD Eo tiren

It had four nodes at University of California at Los Angeles (UCLA), Stanford Research Institute (SRI),
University of California at Santa Barbara (UCSB) and University of Utah. On October 29, 1969, the first
message was exchanged between UCLA and SRI. E-mail was created by Roy Tomlinson in 1972 at Bolt
Beranek and Newman, Inc. (BBN) after UCLA was connected to BBN.

@0 crdIGY ©d SIF0 S’ el Dozdy (UCLA), S5 b6y T (SRI), THS EPOTS’ )
05»3;)03&3 028> s@ifé&cﬁoﬂ (UCSB) 20batn et DIGDTgRie 5 T S&Q &) oW esgucb 29, 1969 &,
2066 oo UCLA 06akn SRI © 2065 47813 Sabedod. 1972 & took erodnS 58 S8 oty Jrqars,
908, (BBN) 35¢8 UCLA BBN £ e9300005PDocderdd Sard €-200008 Dyo0edos.

Internet

ARPANET expanded to connect DOD with those universities of the US that were carrying out defense-
related research. It covered most of the major universities across the country. The concept of
networking got a boost when University College of London (UK) and Royal Radar Network (Norway)
connected to the ARPANET and a network of networks was formed.

wodgrwo ARPANET, US 5°D o2 Dész)mﬂ5vmoés BE6a-%08000¢ DOFTHOL PowododDd DOD &
RGBS DO, A B30S"D DL PEFD DIDTFHRAIPVK §56 F0od. CLFAVOYD S*TH D oS
(UK) 08030 orates oored 25 éSZ’ (:rés) ARPANET 00050 28, amsdz,é‘f wm:oombozﬁmd;é@_)m :‘beasaboﬁ

A0E), 2N EFVOCVE0D.

The term Internet was coined by Vinton Cerf, Yogen Dalal and Carl Sunshine of Stanford University to
describe this network of networks. Together they also developed protocols to facilitate information
exchange over the Internet. Transmission Control Protocol (TCP) still forms the backbone of networking

TN aszj [N Doy DdD bsb, 3B cdereS Sndos gnsgg omub:)ac)ef‘u adoog), 508 ro;}S 29D DO RoeT) 0y
Toeitro 20A0R. RotTY E° VAPTE BOYED WOHBC0 BV T8 TSP esaei);b;g S, gb%as EotS'S
PeS’s0e5 (TCP) w438 Dea ) 0fi G DY BER ErTobi0s.
Telenet

Telenet was the first commercial adaptation of ARPANET introduced in 1974. With this the concept of

Internet Service Provider (ISP) was also introduced. The main function of an ISP is to provide
uninterrupted Internet connection to its customers at affordable rates.
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1974 ° Hdabo ond ARPANET Aog), Docsed Treday RS0 BIJE. Rotdd) & ?0655 TDE6 (ISP) 09 e
groe gH3vhmtod. DEVRD 60sS° 2 DABTHTEHOLD DBodToHRD Q08)0) €5 SAES wodoStro 2.8 ISP
W), DE°D DB .

World Wide Web (WWW) {:Jdgé DE De5 (WWW)

With commercialization of internet, more and more networks were developed in different part of the
world. Each network used different protocols for communicating over the network. This prevented
different networks from connecting together seamlessly. In the 1980s, Tim Berners-Lee led a group of
Computer scientists at CERN, Switzerland, to create a seamless network of varied networks, called the
World Wide Web (WWW).

QL0 & dIE), THBECHRS, PDoBS™D DG PO’ 0o LD ROy, @D2)E Botegra. :ﬁeaSSGQ
805585 BaErAS OB DG DD DeS’srurn &DAMTAoD0E. RO Wer T SO 8§ oot DG b&&dgm
DFGoDoB. 1980 & $380e’, H6F DE D5 (WWW) &0 Denderd DIEERD Rexdy g, edHedd )
Ry0eeS, B2 B3) 5y DEYToE D CERN SoRyjerd FHDG0 DIt dEDoDd.

World Wide Web is a complex web of websites and web pages connected together through hypertexts.
Hypertext is a word or group of words linking to another web page of the same or different website. When
the hypertext is clicked, another web page opens.

Ddeé DE Ded 9IS DB 000K PDJS) TO° £0 e DB G308, §§5@_§J&) 26, }_J":)géb 920 B Do T
QD) DES 25 g FE &5 DS Do B Drrw Do T wRTEre. T B §§ BRVEYh, WB'E D& DB

[ETeSIARISSTTANTAN

The evolution from ARPANET to WWW was possible due to many new achievements by researchers and
computer scientists all over the world. Here are some of those developments
ARPANET &ooct WWW & DOePdno Qdotsarjoere 20T HHen Hobotw Sorid TRDGOD @8 §¢ Daairen

FHoes1dF wH5 0 God. & VDHRS’ ) ey on

Year Milestone

1957 Advanced Research Project Agency formed by US
US TP(O° D6yES 0T a0 8206y 8§ D8y

1969 ARPANET became functional
AR PANET?{Joié%PéJ‘Go&
1970 ARPANET connected to BBNs

ARPANET BBN &% ébg 3030800

Roy Tomlinson develops network messaging or E-mail. Symbol @ comes to
mean "at"
Trad oD G, DodTren Sor @-dvanew) wdB)E ST, DiXyo @ "D

1972
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1973

1974

1982

1983

1986

1990

2002-2004

APRANET connected to Royal Radar Network of Norway
APRANET 3‘65 oroeS oed be.asézjb szg Boercod

Term Internet coined
First commercial use of ARPANET, Telenet, is approved
Do RoB) & Dyocsetiod

ARPANET G30€); DOCE aﬂc.’aa‘g &HAdrtio, Telenet, GATPOONLGD

TCP/IP introduced as standard protocol on ARPANET
TCP / TP ARPANET P gravreds Jef’srer Hocabo dabedod

Domain Name System introduced
E0S d i)'(go D8N0 daerdod

National Science Foundation brings connectivity to more people with its
NSFNET program
BBRS 2Oy DoEQS o NSFNET 595555308 REVIERLE s::gx)a‘s:) 000

ARPANET decommissioned
First web browser Nexus developed

HTML developed

Web 2.0 is born

Before we dive into details of networking, let us discuss some common terms associated with data

communication.

Channel

Physical medium like cables over which information is exchanged is called channel. Transmission

channel may be analog or digital. As the name suggests, analog channels transmit data using analog

signals while digital channels transmit data using digital signals.

2030 D HO)oh cng) DHTe S°8 PDIoD Bwotk, G ErHIERT wVwoBoSRED EDY FEdn DIV

éandDéso&.wéUbwwd :.Uvobc;‘,é 20230600 éwéh Ho) FAY Aresvo IS ©d Deurd. PIC

TS wderh Jor GRS SOy, DO AFAoDIEIT, IerH DoSTrON DT Wl TPRSy

Gerdn G205 DM)Sy GDErAed G PICo SROD) DY DI Co SFrow.

waves.

In popular network terminology, path over which data is sent or received is called data channel. This
data channel may be a tangible medium like copper wire cables or broadcast medium like radio
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RS0 Tobd bmséb D8NS, Ber HDodED T LoD Gt Ger oS @l DL, & G ordS Toh
o0& Sodhoe Hotd Qﬁ"d mqgmo 5"&‘)11)') T 5E03 dorren Hotd QS‘O 3.3‘(;')5&)0 ‘3‘.3:.‘.’)3‘).

DataTransferRate
&er 0289 365

The speed of data transferred or received over transmission channel, measured per unit time, is called
data transfer rate. The smallest unit of measurement is bits per second (bps). 1 bps means 1 bit (0 or 1)
of data is transferred in 1 second.

Eer 00d dw Ser wed Bt wotrd, crdS oo DS Srd Yde RS, P Gt w6d Jo
©0EH) Q. DEHDH e'.')éSD (D > Q) Ewdrdo rf)ré‘l&. 1 bps edmr 1 D5 (0 Sor 1) dér 1 2ES® ad
Sabecosoosd.

Here are some commonly used data transfer rates -
28 ¢ ) Ferdror eDarhos e wod S

¢ 1Bps=1Byte per second = 8 bits per second
e 1 kbps =1 kilobit per second = 1024 bits per second
¢ 1 Mbps =1 Megabit per second = 1024 Kbps

¢ 1 Gbps =1 Gigabit per second = 1024 Mbps

Bandwidth

TN

Data transfer rates that can be supported by a network is called its bandwidth. It is measured in bits per
second (bps). Modern day networks provide bandwidth in Kbps, Mbps and Gbps. Some of the factors
affecting a network’s bandwidth include

), TGO gy Rt Eer w68 B T erpd(§ B DD, BB VSD DSy FenFdd (bps). G
e Dt 8y ariso&.,sc_:‘_.o‘l Kbps, Mbps 08050 Gbps & eodJrown. D), awg); e.a"zgoésc_p& Qerddo B )
e907°eD

e Network devices used
o EDATACD 395525 HBETPeD

e Protocols used
¢ &dArhod PeS'sten

e Number of users connected
e DIArHiTEcen &‘.bg oy

e Network overheads like collision, errors, etc.
o 2GR, §'dren AETD T Hotd DeE) L6 ey

Throughput
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Throughput is the actual speed with which data gets transferred over the network. Besides transmitting
the actual data, network bandwidth is used for transmitting error messages, acknowledgement frames,
etc.

derso deE), T w6d Sande Svps So. TrRd Serdo wad dalbced e, ) erdcs S DodTren, G
D00ew,

Throughput is a better measurement of network speed, efficiency and capacity utilization rather than
bandwidth.

QgaoroBorr erjod§ Sot dex ) rfo, .av.mglso 208030 «3":0850 DISBrio g & Sod.

What is a Computer Network
Zodyri6 eE), eoél el

A computer network is a group of computers or computer like devices connected together to share the
network resources like files, printers, network services etc. A typical computer network consists of users
working in workstations (also called as clients, or desktops), running client Operating Systems like
Windows 7 or Windows 8/8.1 and store their files inside a central network server.

w8 Sorgead JexE) D Sl Sor ool Hoth DD, Pew, Botadd, VNG Ddew Dot Jex )
DAL DoOE IS WSS wED 8§ BoBerc: &otod. 28 Jordes SoRrgead e, ‘:’625;;:“3? (gooogpme
DevFD, Jor a&bzp) &5° D 55 DITFATHO £OA &otwod, Windows 7 & Windows 8 / 8.1 Hoéd esHdedoh

VPR 0BABW WS Bogd D) DAL &S00 00 DSy e,

Computer networks are required for network communication and network resource sharing (printers,
scanners, storage spaces etc). To build and connect computer networks, we need computers (Clients
and Servers) and special network infrastructure devices.

595521 smrsz)érq@ Sodos 2’“.556 HHGD e,rdbv‘smy (230800, vaécnb. :)vs PO A0ETHD) Eo SOto5e.35
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Computer networks are built using network infrastructure devices. Click the following link to see some
important network infrastructure devices.

S0y gAY, dex ), @@@SDS DOSTOR &DArAoD) DB oderon. §J) dwaBud D), wagﬁa’aa’)
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Computer networks help users on the network to share the resources and in communication. Can you
imagine a world now without emails, online newspapers, blogs, chat and the other services offered by
the internet?

GoRPrgtd Deagddy, DRGLIL oL EArHIERT DoE DTS NT), DIBIE WL VIFALDETAD. -
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The following are the important uses and benefits of a computer network.
So@§m5 23&35523 B0E), SOPFDORD HAIreTren S60KD HATraTre $08D.

File sharing: Networking of computers helps the network users to share data files.

DS 280f: Dex ), AENO),0f Et PYRD DoLEHEEAS BENE), T EEEPEVLD DVFODDEBE .

Hardware sharing: Users can share devices such as printers, scanners, CD-ROM drives, hard drives etc.
Without computer networks, device sharing is not possible.

x:sgsé argR0g: DI AT SoRyryerd Bé.)scbg% Soorm otadDd, .:.’I‘ZT:\')QJ, CD-ROM Zapew, S Gapen Hotd

:JaSovumzaomﬁﬁama.

Application sharing: Applications can be shared over the network, and this allows to implement
client/server applications
©HBND [0 1 WRIRDY DT DoLE By, WO WO Fowot / DO VRERZ Wvew BaHErDS

BRBBRE

User communication: Networks allow users to communicate using e-mail, newsgroups, and video
conferencing etc.
T80 SHrEIBAD ¢ chrad W-DowS, AFRFY WO AR S0k BETH O &HOrAD

£3075 0865 BoEedS DITFAT OV BRLI 0w .

Network gaming: A lot of network games are available, which allow multi-users to play from different
locations.
deagh), Adofi: arer oot dexd); eten esocioeTrenes’ &) a0, RO LETVF-DICAE 0 DB VBTV Aok

2D RSB,

Voice over IP (VoIP): Voice over Internet Protocol (IP) is a revolutionary change in telecommunication
which allows to send telephone calls (voice data) using standard Internet Protocol (IP) rather than by
traditional PSTN.

T°00Q &6 IP (VoIP): anD £:356 @0ed) &5 FeS's S (IP) es&)swzgaéxﬁg 28 DYTBYE DG, AG FoVTTOD
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Client Operating Systems (Workstation Operating Systems) and Network Operating Systems - NOS

(Server Operating Systems)

GooofS e08oh By (98,445 wOeh Bglay) w00 DegE, wodes By - NOS (658 6dteb
?07853;))

You have to understand two key technical terms to move further, "Client" and "Server".
6> "SE°D" Qudakn "ELE" L EBDoErAS Boch & FeIE DTV o BrWE'TD.

What is a Client Computer? You can think a client as a computer in your network, where a network user
is performing some network activity. For Example: Downloading a file from a File Server, Browsing
Intranet/Internet etc. The network user normally uses a client computer to perform his day to day work.

gowods olrjd wotd De? Y Z.ueosﬁsb 28 gowots HS 8 gowoty oo uesﬁaoé&‘):ma, Qg c D),
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What is a Server Computer? The client computer establishes a connection to a Server computer and
accesses the services installed on the Server Computer. A Server is not meant for a network user to
browse in internet or do spreadsheet work. A Server computer is installed with appropriate Operating
System and related Software to serve the network clients with one or more services, continuously
without a break.

r“odogé éoi.‘.)jﬂsmé 9063 DT gowoed éo;g)’ée.)B 33055 SoRrjead), SRL) Dcﬂben WRVoB Sdow :0655 Soi&gy]geaé“
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An Operating System (also known as "0S") is the most important set of software programs which are
loaded initially into any computer-like device by a bootstrap program. Operating System controls almost
all the resources in a computer, including networks, data storage, user & user password database,
peripheral devices etc.

8 es0Btoh Do (05" 8 LT DeLF®) DB 5155355 T g, 08 AR DS, WG LFEE)D T
T DBT SoLryd erod DOLGeS” Dcit S°E Bobhrcdeoosd. BB VHD JeEES’, Eer Jex, abrad &
adaresd aumsg)& EereD, DOHAD DOLT ANBTID W LoFyl TrErd) ) SdHLR VoHoFRNs.

Operating System Software products are so complex software products. Operating System Software
products are compiled from millions of lines of source code. Operating system products we have currently
are created by the hard work of thousands of engineers for decades, internally in a company (Example:
Windows) or by dedicated global volunteer communities (Example: GNU/Linux, BSD Unix).
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Network Operating Systems - NOS (Server Operating Systems)

A Network Server computer offers its services to a group of Network Client devices. A Server computer
typically has more computing resources like Processors & Processing Power, more Physical Memory
(RAM), more Storage Space etc., compared to client computers. The Server computer machine runs on
Server Operating System, also called as Network Operating System (NOS), which normally has more
features and processing capabilities compared with the client computer's Operating System. The server

Rexg6); dTBoh DYDY - NOS (26¢5 es:8t30f 2HDoy)
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May be installed with special software, to function as a Server Role. The special software allows a Server
Computer to function a particular server role, like a File Server, Web Server, Mail Server, Directory
Server etc.

8 HBER0D &:ggama‘, 28 2OL6 'S M HIBaDBIY. REGE &%:55. RO 266, De5 265, oo wogd, Z8go
ROLE DT Hotd PEE VOE T VBE FD D) VROJBRVCS .
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¢ Windows NT (obsolete)

* Windows 2000 (obsolete)

* Windows 2003 (Legacy)

« Windows 2008 / Windows 2008 R2 (Legacy)

¢ Windows 2012 / Windows 2012 R2 (Current)

¢ Unix (Oracle Solaris, IBM AIX, HP UX, FreeBSD, NetBSD, OpenBSD, SCO Unix etc)

e GNU/Linux (RedHat Enterprise Linux, Debian Linux, SUSE Enterprise, Ubuntu Server, CentOS
Server, Mandriva, Fedora etc.

GNU / Linux (RedHat Enterprise Linux, Debian Linux, SUSE Enterprise, &eDotw ?0(555.

CentOS 265, drodar, PET> 20ATID .

44



Client Operating Systems (Workstation Operating Systems, or Desktop Operating Systems)
gowotd e300k ?Q'qgﬁ.)') (.;5653:45 8O0 0A ?3735:3, Far G&J)d e9080h ?353533)

Most popular Client Workstation Operating Systems are listed below.
¢ Windows 95/98/ME Vista (obsolete)

* Windows NT Workstation / Windows 2000 Professional (obsolete)
* Windows XP (Legacy)

¢ Windows 7 (Legacy)

* Windows 8 / Windows 8.1 (Current)

* RedHat Enterprise Linux Desktop

* SuSE Desktop

¢ Ubuntu Desktop

¢ LinuxMint

Common Network Application Software

Froredes 5&)5527 00309 5“%)356

Web Browser: A web browser is a network application which enables the users to access the internet.

Web browser interprets HTML (HyperText Mark-up language) files sent from a Web Server and displays
the content in its screen. Web Browser is the most widely used network application.

265 gFad: ws D6 Fad wotd) & wu8iky) cIrSyD BobErdS IVAFITrhuy WdRG. D85 F'ad HTML
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Most widely used Web Browser products are
DL O €00t DES Frad edydown
* Mozilla Firefox
*  Microsoft Internet Explorer
*  Google Chrome
* Opera
*  Apple Safari

E-mail Applications: E-mail (Electronic Mail) Applications are used for composing and sending e-mails
within the same network or to outside the network.

@-2000e5 esiﬂ;é:qbbz Q-0 (.Dvg“.bé 200) VAVHSTTELD W8 2;&.)5625 S*he S S 5552; DENDY F-DVONYA
oS Baftio B3N Doco B0 &HEBrAotiedaran.

Most widely used E-mail (Electronic Mail) Applications products are

93108 DYBTT EDATAOD R-0WES (VTS owe) WRTNNY &S doen
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e Mozilla Thunderbird
e Microsoft Outlook
e Evolution

Instant Messaging Chat Applications: Instant Messaging Chat Applications are used these days for
corporate communication and for general chat.

Roeyotd DodRoh TS wi3§a53: 80 Dod? o8 wSH s"B"DBeS 5w5$§a5 H0B03L Ferde oot5 o &
Beron &OAArAIaD .

Most widely used Instant Messaging Chat Applications products are

8108 DYBoT &OATADD SLee DodF Tt VTN Gdydoen

Apache OpenMeetings

Microsoft Lync
Yahoo Messanger

Cisco WebEx

Collaboration Applications: Collaboration network applications are mainly used inside a company for a
group of employees to work together for a common task. Collaboration network applications allow
employees to transfer their files to a central storage repository and work together on it.

RIPSG RIGTe: SO0 X6 WRENFO DEDTT a8 &B [ 20608" EBD HIBDEIS & f”oo«“gé's PR

DIBFAW. DS DE) wRBGTF &S[HO T°0 LR Sog Jvg 6268 2680 BoLErDE S0 TP
&9 HABDEIE wRHAFAD.
Microsoft SharePoint

Oracle Beehive
Novell GroupWise

Types of Networks
DGy BsPen

Networks can be categorized depending on size, complexity, level of security, or geographical range. We
will discuss some of the most popular topologies based on geographical spread.

DOITEFL, VoSN, HET® gr-’cm Fow FHVE DO wredorre ey 58800DSy. BB FHOL TGP BEEDED
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Personal Area Network (PAN)

55110 Frodo LG, (D)

PAN is the acronym for Personal Area Network. PAN is the interconnection between devices within the
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range of a person’s private space, typically within a range of 10 metres. If you have transferred images
or songs from your laptop to mobile or from mobile to your friend’s mobile using Bluetooth, you have
set up and used a personal area network.

S 8 DBoIE deE); &0 2080 Grdo. PAN e9d6 28 SICHCORESIC b o DOHS’D Do D06
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A person can connect her laptop, smart phone, personal digital assistant and portable printer in a

network at home. This network could be fully Wi-Fi or a combination of wired and wireless.
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Local Area Network (LAN)
&°46 Doasr ey, (LAN)

LAN or Local Area Network is a wired network spread
over a single site like an office, building or
manufacturing unit. LAN is set up to when team members
..... % 38333 need to share software and hardware resources with
each other but not with the outside world. Typical
software resources include official documents, user

Workstations

Il

manuals,employee handbook,etc.
File Server R

Hardware resources that can be easily shared over the
network include printer, fax machines, modems, memory space, etc. This decreases infrastructure costs
for the organization drastically.

LAN & &§°5465 D00 26:(6), 996 STojuaio, %0 Soe emr i Derrio Hod 2.8 26° DYBeDD D Jex ). LAN
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Metropolitan Area Network (MAN)
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A LAN may be set up using wired or wireless connections. A LAN that is completely wireless is called
Wireless LAN or WLAN.

2P For 2B SRLHD &HAEFAD LAN D Doryen Saddyy. Lrgm 280 ©d dewded ws LAN 280 LAN o
WLAN 2086

The Metropolitan Area Network (MAN) generally expands throughout a city such as cable TV network. It
can be in the form of Ethernet, Token-ring, ATM, or Fiber Distributed Data Interface (FDDI).

205 FOLS Doasr deg8) (MAN) Fgrseror Send TV degh), Hod it wostr DRORV0D. @b &G0 6, 5°85-
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Metro Ethernet is a service which is provided by ISPs. This service enables its users to expand their Local
Area Networks. For example, MAN can help an organization to connect all of its offices in a city.
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Metro Area Network
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Backbone of MAN is high-capacity and high-speed fiber optics. MAN works in between Local Area
Network and Wide Area Network. MAN provides uplink for LANs to WANSs or internet.

MAN cﬂnézj 55&&‘.)335 [Slat] a“aﬁ)gﬁo 0800 diDodRDd Pead e.a%:):éb. g":}é 2805 5&)556_ Sodain DE Voo
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Wide Area Network (WAN)
DE oo 5*"5‘56 (WAN)

As the name suggests,the Wide Area Network (WAN) covers a wide area which may span across provinces
and even a whole country. Generally, telecommunication networks are Wide Area Network. These
networks provide connectivity to MANs and LANs. Since they are equipped with very high speed
backbone, WANSs use very expensive network equipment.
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Wide Area Network

WAN may use advanced technologies such as Asynchronous Transfer Mode (ATM), Frame Relay, and
Synchronous Optical Network (SONET). WAN may be managed by multiple administrations.
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Differences between Local Area Networks (LANs) and Wide Area Network (WAN)
,gvas: 2doir e (LANS) S08050 DE Jodasr Ebé.:ssb (WAN) oes Dédgren

A Local Area Network (LAN) is a private computer network that connects computers in small physical
areas. Example: A small office, A Single building, multiple buildings inside a campus etc. Wide Area
Networks (WAN) is type of computer network to connect offices which are located in different

geographical locations. Wide Area Network (WAN) depends mainly on Internet Service Providers (ISPs)
for connection solutions.
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Local Area Network (LAN) has higher bandwidth rates. Current Local Area Networks (LANs) runs on
bandwidths of 100 Mbps, 1 Gbps or 10 Gbps. Wide Area Networks (WAN) has lower bandwidth rates
compared with Local Area Network (LAN). Current Wide Area Networks runs on bandwidths of 4 Mbps, 8
Mbps, 20 Mbps, 50 Mbps or 100 Mbps.
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Local Area Network (LAN) bandwidth rates are almost constant. Local Area Network (LAN) bandwidth
rates are dependent on characteristics of the LAN technology in use (Normally FastEthernet or Gigabit
Ethernet). Since most of Wide Area Networks (WAN) connectivity solutions are dependent on Internet
Service Providers (ISPs), budget related constraints affect the quality of WAN.
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Most of the current Local Area Networks (LANs) use Ethernet as the LAN Standard (FastEthernet 100
Mbps, or Gigabit Ethernet 1/10 Gbps). WAN uses technologies like VPN (Virtual Private Network) over
Internet, MPLS, FrameRelay, or Leased Lines as WAN connectivity solutions.

D S°¢S Jvbasr 59"55273 (LAN en) ererdos 650)e0) LAN gvoc‘.é(._avggéaéaié 100 Mbps  &oe ArreES
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Since Local Area Networks (LANs) are private networks, managed by dedicated local network
administrators, Local Area Networks (LANs) are more reliable and secure than Wide Area Networks
(WANSs). Since Wide Area Networks (WANs) involve 3rd party service providers, WAN networks are less
reliable and secure.
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Initial set-up costs for Local Area Networks (LANs) are low as the devices required to set up the networks
are cheap. Initial set-up costs for Wide Area Networks (WANs) are high, because of the devices (Routers,
Firewalls etc), cables and manpower required.
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Local Area Networks (LANs) running costs are less Wide Area Networks (WANs) running costs are high.
Wide Area Networks (WANs) normally have recurring monthly cost as Service Provider access fees.

2"35 2dair be.asd)gg (LANS) RDERODY Djosren S D DE Dooir beisd)g (WAN e) DEDRODY dgadren .Ds‘ozjém
Eotan0. DE DOAT Deg8y; (WAN ev) FrraoT daTd BELM DI° TDEE S NS DeTr LDATP S SBS0HTPoL

Wide Area Networks (WANs) are more congested than Local Area Networks (LANSs).
D& Ddair ey, (WAN e) gn:)s 2Bair :‘“5663 (LANS) So€5 0B0eh Srfore &) owo.
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Most important Categories of Computer Networks are Local Area Networks (LAN) and Wide Area
Networks (WAN). LAN and WAN are the most widely used terms to describe about Computer Networks.
However, another Categories of Computer Networks are also rarely used to describe about Computer
Networks. Following are the two other categories, which are used to describe about Computer
Networks.
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1) Campus Area Networks (CAN) 2) Metropolitan Area Network (MAN).
1) S90S 6o :’”55253 (CAN) 2) 20&°>B0S b Jex ), (MAN).

You can consider Campus Area Networks (CAN) and Metropolitan Area Network (MAN) as the larger
versions of Local Area Networks (LAN).
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Campus Area Networks (CAN)
szgobi: dasr 5“556‘3 (CAN)

Campus Area Networks (CAN) is a computer network consisting of multiple Local Area Networks (LANSs),
which is connected together in a huge Campus. For example; inside a huge University, a huge Business
Park or a huge Hospital, spanned over multiple buildings, spread over 100s of Acres of land area.
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Metropolitan Area Network (MAN)
IO oot 2t (MAN)

Metropolitan Area Network (MAN) is larger than Campus Area Networks (CAN) when considering the
area covered, but, smaller than a Wide Area Networks (WAN). Metropolitan Area Network (MAN)
interconnects a number of Local Area Networks (LANs) using a high-bandwidth backbone links inside a
city.
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Computer networks can be logically classified as 1) Peer-to-Peer networks and 2) Client-Server networks
Soa7§e6 DAY, T°0) o HEEBoSRICEEPON 1) 6 € E DexEY; B0 2) EoN0t5-ELE eI

Peer-to-Peer networks
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A Peer-to-Peer network has no dedicated Servers. Here in Peer-to-Peer network, a number of
workstations (or clients) are connected together for the purpose of sharing devices, information or data.
All the workstations are considered as equal. Any one computer can act as client or server at any
instance. This network is ideal for small networks where there is no need for dedicated servers, like
home networks, small business networks, or retail shops. The Microsoft term for Peer-to-Peer network
is “Workgroup”.
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There is no limitation for the number of computers in a peer-to-peer network. But Peer-to-Peer
implementations are meant for small networks. Typically a Workgroup contain less than 10 workstations.
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Normal Workstation Operating Systems are Windows 95/98 (obsolete), Windows ME (obsolete), NT
Workstation (obsolete), Windows 2000 professional (obsolete), Windows XP, Vista, Windows 7,
Windows 8/8.1, Ubuntu Desktop, RHEL Desktop etc.
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Client-Server Networks
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Peer-to-Peer computer networks are good for small business organizations. For example: A small
pharmacy outlet, An automobile service center, A small clinic etc. The main disadvantage of Peer-to-
Peer networks are listed below.
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Everything is kept distributed in different computers.
wozr DD SoTiRges” Dodes Sobrcddoed.

User generated files are stored in individual computers. Data backup is extremely difficult.
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Each computer has its own user database. There is no centralized user & user privilege management.
Users need to remember their user ids and passwords in every computer. Managing network users is
extremely difficult.
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As the organization's network grows, they must gradually upgrade their Peer-to-Peer network to Client-
Server based network.
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The Client/Server computer network model is made-up of Client compters and Server compters. Now

we need to understand the terms Client and Server.
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What is a Client? A computer which is seeking any resource from another computer is a Client
Computer. You can think a client as a computer in your network, where a network user is performing
some network activity. For Example: Downloading a file from a File Server, Browsing Intranet/Internet
etc. The network user normally uses a client computer to perform his day to day work.

gono eots DDE? 'S Soxyrgtnd Mod I Eherd SoRrab ws §owot Soiariad. 2 DB w8 §owots HG
&8 gomobwy S efeSBC)ods:)c‘.’.Da, Ag) ¢ G, VWA E) dE), SRR DEEFRIT) 6.
GO 28 26 70655, g20H QotreS / 'aoeaalles oG w8 Pey d‘ﬁ& Baco. 2)&355& DAABIETTE

Frroerorr Earard DIV DEETorAS G0N0t SoTjdd) GDOrNR0R

What is a Server? If a computer has a resource which is served to another computer, it is a Server

computer. The client establishes a connection to a Server and accesses the services installed on the

Server. A Server is not meant for a network user to browse in internet or do spreadsheet work. A Server

computer is installed with appropriate Operating System and related Software to serve the network

clients with one or more services, continuously without a break.
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In a Client-Server network, high-end servers, installed with the Network Operating System (Server
Operating System) and the related software, serve the clients continuously on a network, by providing
them with specific services upon request.
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Well known Server Operating System Products are Windows 2012 / Windows 2012 R2, Unix (Oracle
Solaris, IBM AIX, HP UX, FreeBSD, NetBSD, OpenBSD, SCO Unix etc), GNU/Linux (RedHat Enterprise
Linux, Debian Linux, SUSE Enterprise, Ubuntu Server, CentQOS Server, Mandriva, Fedora etc.

GNU / Linux (RedHat Enterprise Linux, o3 &-‘653, SUSE Qo3 3, abeﬁo&oeﬁ ?Qé;)a)b), Do 2012 /
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Client-Server networks require dedicated servers. Server hardware is more costlier than normal Desktop
computers. Client-Server networks cost more than peer-to-peer networks. Network Operating System
(Server Operating System) are also costlier than Desktop Operating Systems.
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Different types of Servers used in networks are listed below.
bbsﬁbess EDAPAOD DD 5P REYE Sodd RBLEIETAN .

File Server: File servers are used to store the user documents and files centrally. An ideal file server
should have a large amount of memory and storage space, fast hard-disks, multiple processors, fast
network adapters, redundant power supplies etc.

26 265 PS DO alrad Dgren Dby PFEL Sodorr Uy BAbEEAS &DArAoiREEraw. wE Wity RS
RO DG Qhoes” 20208 H0dosD Qo Derdy £9A &ord, SP% zzﬁé Gy, BETOF FraR, er:? 23&3556 AR,
9DDVCD 3)&5)525 DEDHT®

A File server runs FTP (File Transfer Protocol) in Windows, Linux or Unix Networks, or SMBP (Server
Message Block Protocol) in Windows Networks. Well known FTP software products are
Micrsoft IIS, vsftpd, Apache FTP Server etc.
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The main advantage of keeping network user files and electronic documents centrally in a file server is
that the network user files and documents can be managed (backup'd) easily. Think about managing
network user files and electronic documents kept distributed inside user workstations in a network
consists of thousands of computers! Nearly impossible.
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Print Server: Print Server, which redirects print jobs from client computers to specific printers.
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Mail Server: Mail Servers are used to transmit emails using email protocols. Most widely used email
transmission protocol is SMTP (Simple Mail Transfer Protocol). Mail Servers exchange emails between

different domains.

oS H6g6: oS LE(EH BR0oWS TSP SHOIPNED RPN HFCo FNES GDCIFNoSETOD.

egoch DY o eHArAoS FaNS PIE T’ S SMTP (oS Dwows g:ms Pe’sre5). oo O DG

E208 D0655 AROYRD DB BIFrow.

Most widely used Mail Server software products are Microsoft Exchange Server, SENDMAIL (now
proofpoint), gmail, Postfix etc.
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Application Server: Common computer applications or programs which are required by different
network users can be run in a central server, which enables multiple network users to access common
network applications from the network. Typically Application Servers run business logic. Which means,
every business is different and the Application Server is the Server Software which controls the business
process. Some examples for Application Server Software are SAP BASIS, WebLogic, WebSphere etc.
©RIAD DEE: DB G, DIBPHEFEV TPT® WHVEAD TGO Sorryd wREHR0 Sar SEjEHared NS

ROE wdven dabedoron, @0 WG ol Jrroe ) VIETV FH DTS Dew ),
DIBFAT OV BWWBB0B. FECE0T BTAD SISNeS a*zs&d TR @B0eD Byrow. & wdo, O3 ;J=§£t=do
DD) o €000 HBCEH WHEND DO TS L ooBod DELE 5»:355. 28RS DE6 ‘3"?855 &0 £y

&oraordeen SAP

Database Server: Database Server allows authorized network clients to create, view, modify and/or
delete an organization's data, stored in a common database.
Gersd WO6: Eersd DO6 whES ) PTTHOD 2 Frrdn GrST JuBND w8 WoR ) G
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Examples of Database Management Systems are Oracle 10g/11g, Microsoft SQL Server
2000/2005/2008/2012, PostgreSQL,IBM DB2, MySQL, Sybase, Informix etc.
Eersd 203806 VP20 arrirone wordS 10g/ 11g, 2EFH SQL 06g6 2000/2005/2008/2012, PostgreSQL,
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Directory Servers: Directory Servers allows the central administration and management of network
users and network resources. Directory Servers provide the basic functions of network security,
Authentication, Authorization and Accounting.
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Examples of Directory Servers are Microsoft Active Directory, NetlQ eDirectory, Fedora Directory
Server, OpenLDAP etc.

G0g0 DG ) earirdreen Microsoft Active Directory, NetlQ eDirectory, Fedora 2088 6¢6, OpenLDAP
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Centralized and Distributed Computer Network Model
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Another logical classification of computer networks is Centralized and Distributed Computer Network

Model.
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In Centralized computer network model, the network resources are placed and managed from a main
location. Centralized network model allows administrators to manage the resources centrally (typically
in Head Office). The network servers and other critical network resources are located in a central
location in a secure and dedicated server room.
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Centralized network model provides following advantages to Network and System Administrators.
Centralized network model provides Network and System Administrators better access to network
Devices
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In Centralized network model, Network Resources can be managed more easily Centralized
network model provides better Network Security.
bogg, e ), rad’, e 8), BByRY) BB LWL DGLLPoSIy.

The main disadvantage is more work load of Network and System Administrators and
increased risk of communication failure due to a catastrophe in the central location.
D0 DALrOS DG S0 DR ) Dby dig) I D D S°E oAk o Frded 8
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In Distributed network model, the network resources are placed and managed from different
geographical locations. Designated network and system administrators manage the network resources in

different locations. These days most of the Enterprise network models are distributed.
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Internetworks, Internet, Intranet and Extranet
Qoed 3056213, Qo03) 6, RotrAE Budakn Js7)AES Internetworks

Before discussing about the terms internet, intranet and extranet, we need to discuss the term
Internetwork.
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An internetwork can be defined as two or more computer networks (typically Local Area Networks LAN)
which are connected together, usinng Network Routers.
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Each network in an Internetwork has its own Network Address, which is different from other networks
inside the Internetwork. Network Address is used to identify the networks inside an Internetwork.
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Internetwork allows different users at different geographical locations of an organization to share data,
resources and to communicate. Modern businesses cannot even function without Internetwork.
Internet, Intranet and Extranet are different types of internetwork.
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Internet, Intranet and Extranet
faoe.)a‘lés, D 0B0HVISTYVES

Internet: Internet is a worldwide, publicly accessible computer network of interconnected computer
networks (internetwork) that transmit data using the standard Internet Protocol (IP). Internet is the
world's largest Internet work .
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The terms World Wide Web (WWW) and Internet are not the same. The Internet is a collection of
interconnected computer networks, linked by copper wires, fiber-optic cables, wireless connections, etc.
World Wide Web (WWW) is a collection of interconnected documents and other resources, linked by
hyperlinks and URLs. The World Wide Web is one of the services accessible via the Internet, along with

various others including email, file sharing, remote administration, video streaming, online gaming etc.
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Intranet: An intranet is a private network that is contained within an enterprise. It may consist of many
interlinked local area networks and use any Wide Area Network (WAN) technologies for network
connectivity. The main purpose of an intranet is to share company information and computing resources
among employees. Intranet is a private Internetwork, which is usually created and maintained by a
private organization. The content available inside Intranet are intended only for the members of that
organization (usually employees of a company).
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Extranet: An extranet can be viewed as part of a company's intranet that is extended to users outside
the company like suppliers, vendors, partners, customers, or other business associates.
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Extranet is required for normall day-to-day business activities. For example, Placing order to registered
vendors, Billing & Invoices, Payments, Joint Ventures, Product Brochures for Partners, Discounted price
lists for partners etc.

Ferard TS TErIVLD Qs:g:‘)és w00, GIFITORD, 6290 DFsvL, Aoh & @T(oNRY, B,

&PaN0t5 Doy, PGRGE edyd 575, P BwL R0 Trod e &PATPL DETHT O oo

What is a Network Protocol
Gy TS evots D

A network protocol can be viewed as a common network communication standard, which is used to
define a method of exchanging data over a computer network. Network protocols define rules and
conventions for communication between different devices, participating in a computer network.
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Almost all protocols used in the Internet are common standards defined by RFC (Request for
Comments).
Qo0 &° EDArNoS rarl @) FeS'sSy RFC (Didodyw o @23[83) TO° DEDSRAD FTTER DITTFeD.

Examples of standard network protocols are TCP (Transmission Control Protocol), UDP (User Datagram
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Protocol), IP (Internet Protocol), ARP (Address Resolution Protocol), HTTP (Hypertext Transfer Protocol),
FTP (File Transfer Protocol), TFTP (Trivial File Transfer Protocol), SMTP (Simple Mail Transfer Protocol),
SSH (Secure Shell), Telnet etc.
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Devices participating in network communication should know about the common network protocol and
communicate according to the way, defined by the network protocol. In other words, standard network
protocol software must be running on both devices participating in network communication.
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To explain it more clearly, if you are using your browser to browse web pages from a web server
(example, www.omnisecu.com), you are using a protocol called HTTP (Hypertext Transfer Protocol).
Your computer must request web pages from web server using HTTP and the web server must response
back to your computer using HTTP.
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How HTTP (Hypertext Transfer Protocol) should work is defined as a common standard, RFC (Request for
Comments) 2616. Anyone can follow the common standard and create their own Browser or Web
server.

e HTTP ( i_‘.?:)gég g"ébbé PeS're5) 208 Frordes RATEIOTT D6gDocserrd, RFC ( orgagen &0 ©z5[83) 2616.

AR Al VIEE) RVDOeDHEY SO0 T°0 Todd Fab Sor De5 OO DYWLy .

Difference between Proprietary and Standard Protocols
alraray 00080 dreds P’y Jugy diEeiRe

Two terms are often used in networking industry, when describing network protocols.
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1) Proprietary Protocol 2) Standard Protocol

Proprietary protocols are usually developed by a single company for the devices (or Operating System)
which they manufacture. AppleTalk is a proprietary protocol developed by Apple Inc. Appletalk protocol

may work well in network environments consisting only Apple devices. But other vendors may not
59



support Appletalk protocol. Proprietary protocols will not scale well in network environments consisting
of multi-vendor equipments.
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Standard protocols are agreed and accepted by whole industry. Standard protocols are not vendor
specific. Standard protocols are often developed by collaborative effort of experts from different
organizations.
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Examples of standard protocols are IP, TCP, UDP etc. RFC (Request for Comments) is an IETF platform to
develop Standard Protocaols.
Fards FE'eSy g aorirdwen IP, TCP, UDP 0ogad. RFC (xjaqe §60 0Z[8D) ©I0 AT
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To understand the concept of standard protocols more clearly, take a real world example of shaving
blade. A shaving blade has a globally agreed and accepted shape, so that it can fit well in a razor
manufactured by different vendors.
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What are RFCs (Request for Comments)

RFCs (rgaogen 80 e0g5igd) Do

A RFC (Request for Comments) is a pure technical document published by the Internet Engineering Task
Force (IETF). Request for Comments (RFCs) are mainly used to develop a "standard" network protocol, a
function of a network protocol or any feature which is related with network communication.
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Do. g0 B0 02518 (RFC en) Hordorr s "gravrds” dh) T, dtgf) PSS i), 2.8 Dogd Jo
8, S2PGIBRT Dowodo 6R) IJT LLIFD) BDD)G ST SDAFAFE.
Some RFCs are informational and others are published Internet standards. The final version of the RFC

becomes the standard and is published with a number. No further comments or changes are permitted
for the final version. Changes are permitted only via subsequent RFCs that supersede the previous RFCs.
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At the early stages of network communication, each vendor had their own proprietary network
communication protocols. Different network protocols for the same purpose were a serious problem in
heterogeneous network environments, consisting of devices and Operating Systems from different
vendors.

G, BTSN ) Foos 3, DA DFS 0 Tod cIraAED) DG, SHFFISHD @‘esﬁsqul £9n
&) 0. d HAlrade Ee HE(H by s PDERD JE), TTICETVS” BHPD LRVRVFT & 0w,

DB T ie od DBSTLR HOCKL 8TBoA DPH SBA Gotwod .

"Standard" network protocols are not considered as proprietary. Any vendor can develop application
software or drivers based on defined RFC standard. Hence RFC provides a strong base for cross platform
network communication.

"Sareds” dexd) FeS'srew adradrdionr Dorftlodeciy). IBT DTS VADGD avfgsé o D0 RFC rareds

BTG GOG 0DHS BODBEY . 0EIHY T FE3) €5 S3rIBND &%0 RFC 220208 BEPT) 0BROE.

All the standard network protocols (like, HTTP, FTP, SMTP, TCP, UDP, IP etc) are defined as RFCs.
Individuals may join the IETF working groups to help draft and develop networking standards or network
protocols

o) ool des) Je'see (HTTP, FTP, SMTP, TCP, UDP, IP 20088:5D) RFC eure Dégdocexgmon. d5&en IETF

HO)oh (e’ DwArcme Ve oL IO 0h LIy Jor deE) TP 0D BoserdS

&od.u‘.k‘,i)‘)

Organizations which control Internet, Network Protocols and Standards
Ro03) &, 38, 'Sy WBakd Frodb, M DoboFodd Doen

Institute of Electrical and Electronics Engineers (IEEE)
RN 8D JVFEES 90l JUFIEY RoEy (IEEE)

The Institute of Electrical and Electronics Engineers (IEEE, pronounced as "eye-triple-e") is an
organization which was formed in 1963 in USA. The Institute of Electrical and Electronics Engineers
(IEEE) is the world's largest association for Electrical and Electronics Engineers. Institute of Electrical and
Electronics Engineers (IEEE) was formed by the merger of two other technical organizations, American
Institute of Electrical Engineers and Institute of Radio Engineers in 1st January, 1963. Today, IEEE has
about 500,000 members, from different countries in the world.

AT BD JIES ok JOFTEy owdby (IEEE, "Sod-@pS-a" o €50 D) a oS 1963 &°

Fhosedd woR. AT D JOZES wok JUFTIEY Roadby (IEEE) JOFES wolk JorIEy @0adby e

s o T g 8"~ d 8 87 N

D030’ D 9SG VoR. AT BD JOFEES ok JOFASY Ro2IEy (IEEE) Tot RSS Jo8E HoRe, WROSS
& VO% oY 8 87w N >

faagw,Sﬁ ud ITEES @oabsa 208050 raagw,SéS 3D BAT 0228 SwowsS 2556 1, 1963 & D6yGod. DD,

IEEE 20c5065° DD Bare &uod 500,000 008 QIR £90 sod.
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The Institute of Electrical and Electronics Engineers (IEEE) develop and maintain standards in every
technology field related with electricity. The Institute of Electrical and Electronics Engineers (IEEE)
develop and maintain Local Area Network (LAN) networking standards including Ethernet (IEEE 802.3
family standards) and Wireless LAN (IEEE 802.11 family standards).

AT D JUZES wolkl JUF ISy @oabéb (IEEE) Dci:zsg Rotood) P8 Bs7) v Sotioes® DD SN
B, VGEromd. ra:)%mses (23] Qvééé e20& .Dugsvbéb faoabéo (IEEE) ©:¢53) €5 (IEEE 802.3 3“5333.) g;-o(zéa) Rtelen s
D35 LAN (IEEE 802.11 008 gvoagh) o8 ¢ PO ook NE); (LAN) 858 0f DATEFORD eDBZB B
Do Irousdedy.

Internet Corporation for Assigned Names and Numbers (ICANN) & Internet Assigned Numbers

Authority (IANA )

'aoeaﬁ‘leﬁ 96536115 06 es:.g.go ?5.5.33 @o& ;)oaaﬁr) (ICANN) & -aoeaﬁrlés @j«gé :60336') o0 (IANA)
The Internet Corporation for Assigned Names and Numbers (ICANN, pronounced "eye can") is an
international non-profit corporation which is in charge of Internet Protocol (IP) address allocation (IPv4
and IPv6), Domain Names allocation (examples, omnisecu.com, msn.com, google.com) Global public
Domain Name System management, DNS Root Server maintenance, Port Number allocation etc.

Q083 €5 DS’sS (IP) e Seranodd) (IPv4 208050 IPVE), E200 Db Stranosd) (Gmrardteen, omnisecu.) 56
oBTEAOD ererHNE G Vo, A0 YRS DDy wob Howby (ICANN, "8&0) @odydeioy" com, msn.com,
5 ® o D Al 2

google.com) Hexe5 HDHE ED0awD Do R0 0D 085, DNS 3¢5 8¢S DS e, 5)665) Hoeb Seroos) DVASTHD

Previously Internet Assigned Numbers Authority (IANA) was in control of above functions. Now above
functions are under ICANN.

(5508° Rota0) €5 D Mowby wrrdth (IANA) DO DEen VoDoPRe’ God. RV PO &) Ve ICANN 8o
ea“lqzo.

Internet Architecture Board (IAB)
Qo) &5 88) 5856 5% (IAB)

Internet Architecture Board (IAB, pronounced "i-a-b") defines the architecture for the Internet. The
Internet Architecture Board (IAB) purpose is to provide oversight of the architecture for the protocols
and other procedures used by the Internet.

faomaazmeﬁ 9362’335‘)5 e5° é (1AB, &G "i-a-b") wodTrwo A0S, Dm&mb‘l 2)65835_»0&. wodruo @wE);
TSy 2000w w6 Derare Eo o EP) DOfDIowcio Rotid) &5 30) 0816 &5°C0 (IAB) &0,

Internet Society (ISOC)
@otd) 6 Fpd (1S0C)

The Internet Society (ISOC) is mainly involved in policy, governance, technology, education & training
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and development of internet.
2000) 65 TR (ISOC)  pErderT Fod, Fod, FodSsd, Do WO IEm WO @LTYE @DBR3

08005006 .

Following is a quote of from Internet Society (ISOC) website.

o0& RotIT) & T8 (1S0C) DB d0oc 28 5 sobd.

"The Internet Society is here to ensure that the Internet continues to develop as an open platform; one
that serves the economic, social, and educational needs of individuals throughout the world."
"R06)3) & D0 LD FErYOHT DB Do) 8D IFodErIS R ¢ RowT) & T8 od, BPoSTHHom

Sygoe g, 8, FArRE S00ai0 Dag OBVT VR AR "

Internet Research Task Force (IRTF) & Internet Engineering Task Force (IETF)

Qoe3) & 826y &R §°6 (IRTF) & @03y & @02DB80h ), I*6y (IETF)

The Internet Research Task Force (IRTF, pronounced as "i-r-t-f") is a technology research organization
which is working on focused long-term research on technical topics related to standard Internet
protocols, applications, architecture and technology.

faoeaalles 61:5‘) e.rfob 53563 (IRTF, "j-r-t-f"* e aﬁbo@m) DA W Jo3AE HOT BT RoR, RO FeAe3E raoaa‘les
T, wpBagd, 0B85 O G5°) VB VorHEDD FoESE VoTUP iR F0oDD F-SPo VBT IR

D9 B0B.

Internet Engineering Task Force (IETF, pronounced as "i-e-t-f") is another organization working to develop
the short-term issues of network engineering protocols and standards.
Qo8 €5 Qo2900h xR, 96y (IETF, "i-e-t-" 0D aéaagvd:) e, RozDBoh g“esﬁgesb 200050 PIFETY AAVE),

RS DAVDIORD DHR B 2EE VoY .
A = ®

Internet Engineering Task Force (IETF) develop the maintain high quality relevant technical standards,
mainly network protocols. The network protocol standards are developed under a platform, called as
Request for Comments (RFCs).

Q0e3) & Ro2DB0h &) sﬁsb (IETF) QEQETocstedd e0fS Treayer oodd FoBAE HAFEPOR, PO e,

PeSsrenn, D0 Sod. 5@555 DeS'sreS pATIFeD Jrer 6D Sodd @DOE Baberow, 583D w2380 &0
AN o = CHa) ] & 1)
e.aa%ggsb (RFC e)

A Request for Comments (RFC) is a technical publication of the Internet Engineering Task Force (IETF)
and the Internet Society. Request for Comments (RFCs) are mainly used to develop a network protocol, a
function of a network protocol or any feature which is related with network communication. All the
standard network protocols (like, HTTP, FTP, SMTP, TCP, UDP, IP etc) are defined as RFSs. Individuals
may join the IETF working groups to help draft and develop networking standards or network protocols.

28 e.oe:»lgg.é %0 ve;lgga (RFC) e93& faoeaa‘)’es 0200k eanijzj S‘éb aBoog), JoBAE Hwdes (IETF) sudokw 'aoeaa‘leS
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World Wide Web Consortium (W3C)
BSOS DE DeS5 saryQao (W3C)
& °— (]

World Wide Web Consortium (W3C) is global organization working to define technologies related with
World Wide Web like HTML, scripting languages, protocols for Web servers etc.

BSOS DE DeS STmyGoio (W3C) D8 68 D& D65 HTML, 2206 erofis, e 0618 Koo FES'smsy S0t Froddsso

QBRSEEAS DY BB,

Network Topologies
dex ), & Perden

The way in which devices are interconnected to form a network is called network topology. Some of the
factors that affect choice of topology for a network are —

QBN DB DOECHVLD BRVVOEPAESED Desorr ) ¢S ered ev0brd. ey, &0 S'Frod
o8 Perdso §Q) sPEsPen

e Cost - Installation cost is a very important factor in overall cost of setting up an infrastructure.
So cable lengths, distance between nodes, location of servers, etc. have to be considered when
designing a network.

* 350E DEOIAIPD) DTy BOEAE o PENS’ DAYROFDD oo TeP ANVFBOD
©odo. Sl Sewd Teew, S¢ 20¢y Ardo, VOLY .gvéo, AVGETID & 5"’5‘”2:,1

TR0 2y OiEdoe.

¢ Flexibility — Topology of a network should be flexible enough to allow reconfiguration of office
set up, addition of new nodes and relocation of existing nodes.
?géawééi - w8 DG g S'rod ST RO DT . § S0 wedorr Budosw QN OF
62) ¢ DHFDHL VRVIoITEIS BNV0d JEE[VOSRD oD .

¢ Reliability - Network should be designed in such a way that it has minimum down time. Failure

of one node or a segment of cabling should not render the whole network useless.
o D3GRDADE - E) VX DAVADO BEN I &) Dorr ErTosemrd. we S& ciwg), Pheje Jor Sedoh

Deriods” Bngo e G HDIETA .

e Scalability - Network topology should be scalable, i.e. it can accommodate load of new devices
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and nodes without perceptible drop in performance.

29,0008 - dexh) EVre 030 Lvenge Gord, woll AG HDIBWES’ (KNI EO Thorr EY HOSTLW
SoBain Sgao S°E Sabried .

e Ease of installation - Network should be easy to install in terms of hardware, software and
technical personnel requirements.
ROFD Bowg), Fo[o - 8.8, FRE BAKD FoIAE eayod BIT VK A6yto E0 DAY, Ko
@ &S RS AR

QNS BR0E DOy «
¢ Ease of maintenance - Troubleshooting and maintenance of network should be easy.
Qoo aBog), %“UE;TSO - 206 Hredof SBakw BT ) Wegorr &od.
Bus Topology
2d &P

Data network with bus topology has alinear transmission cable, usually coaxial, to which many
network devices and workstations are attached along the length. Server is at one end of the bus. When
a workstation has to send data, it transmits packets with destination address in its header along the bus.

20 S Perd & &) der ) FeedeorT DO DG Sewew) €N &otwod, Ferdeao @b Trer TS Jrew
@38 JeE) DOSTED oA at'szm:qf}:).) SEodedTran. ©d a8, QN6 266 od. a8 "62:;“5 Eerdd

D0DOTPAYVHDYD, 06 B &) TR Bney errods” Ay Dterard FELHO KA G0 TRI0d.

rr ¥
\

~ DataFlow
Terminator

The data travels in both the directions along the bus. When the destination terminal sees the data, it
copies it to the local disk.
ez 0300y Doty Toch BFVS" QOIrLoB. (1050 B0} e EErad BIRNIDY, BB FE )L 5% BR00d.

Advantages of Bus Topology e ¢5°%0%0re ding), Hoiramren

These are the advantages of using bus topology —
& S’ Peral &DMrAcito cﬁnéb LO3TTrD -

e Easy toinstall and maintain (Rwensd) @oeyes Sudain Ddsﬂ:vo:ﬁc:vbé)

e Can be extended easily(oegiorr D@@Otﬁ;)(ﬁ.)‘))

e Very reliable because of single transmission line
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e Disadvantages of Bus Topology
* b &Veorz dwg) pISTVS

These are some disadvantages of using bus topology —
ad 0 S Perdd adorfoEHEdd £ padraden

e Troubleshooting is difficult as there is no single point of control
o Dadogrr Jokoden D6 S0 Lend Artioh €330

One faulty node can bring the whole network down
Dodoger JoBoges I G0 e rtdoh €30

Dumb terminals cannot be connected to the bus
e Oologrr oo D& G0 Lewes (rddoh S0

Ring Topology

In ring topology each terminal is connected to exactly two nodes, giving the network a circular shape.
Data travels in only one pre-determined direction.
Bofi ¢S Verdes® HB 86 HS VOMP Tocd SELH WVEEToserd, DG, 2.8 BTG WS Cod WYL, &

200060 DYoo B3I g VoS

When a terminal has to send data, it transmits it to the neighboring node which transmits it to the next
one. Before further transmission data may be amplified. In this way, data raverses the network and
reaches the destination node, which removes it from the network. If the data reaches the sender, it
removes the data and resends it later.

w8 BEIS Eerdd DoDOTNBIDYD, 8d A Fewd ey Sy, 260 B2000, @6 I SEVOTIS L6d
B000. 3000 wAd Eer DYOSEEIS Aoy, & DT, 8, Dy, O B, 10y Sc.‘gb BALHoLD, WO
2‘5&)5521 Ao FONRd. G DoDNT0S E:dJSJa‘Ddégo.ué, & G FOARH S80I SIS TFPAR) DoDBoD.

Advantages of Ring Topology
Boft ' cBwg) PAFRT W

These are the advantages of using ring topology —
00V R &DArNoitio BV, POIPRT

e Small cable segments are needed to connect two nodes
*  Boch Sga £3§ BoEAS D) FeS Darew WBRELDT N

o |deal for optical fibres as data travels in only one direction
Eer 2,8 638" PAIPEHR0D Dot RES Peby ERo i,
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e Very high transmission speeds possible
U LD VG Drfe Feigo

Disadvantages of Ring Topology
8o E'Jed dwg) pdLrudew

These are some the disadvantages of using ring topology —
& 006 &S Terad eDArod §Q) HALreseD

¢ Failure of single node brings down the whole network
28 S& dwg), Phege 2wwdo DAy, Bd

e Troubleshooting is difficult as many nodes may have to be inspected before faulty one is
identified
Dg S&y Sy HPocsecierdS B0t SD BobdVRD SR Lend Hrdoh €0

e Difficult to remove one or more nodes while keeping the rest of the network intact
D) BRELOE &) NHDD BE(ER SoBr 288 Tor wodgot Jiy S Sgao Fenoso S50

Star Topology
6 EFrd

In star topology, server is connected to each node individually. Server is also called the central node. Any
exchange of data between two nodes must take place through the server. It is the most popular
topology for information and voice networks as central node can process data received from source
node before sending it to the destination node.

6 ST eras’, 266 0O S Hidridorr wDEEAoBLE Eotod. VO &re Sog S& @ HeFE. Tocd ¢
0655 ) D &P SPOG ONT VOIS TG 20D, Do S&, fug Sy Do Jwod Hareo S&E Mod derdd

FRO Bobriu, BO DITTPGo BB TR LG WSS VG e

Advantages of Star Topology
6 S'Fod dng) HaraTren

These are the advantages of using star topology
2D Pb ' VWerad T oD HATRT D

e Failure of one node does not affect the network
o S& qing) oo Doy, Derdeo Saked
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e Troubleshooting is easy as faulty node can be detected from central node immediately
o Bog S& B0l ST S& thBotdertiernd Generdol Ruezo

e Simple access protocols required as one of the communicating nodes is always the central node
o wrod IS 28mrIS wBVERD T ArEyd T D Er Sog S&

Disadvantages of Star Topology
F6 §Teora dng), KAroden

These are the disadvantages of using star topology —
ad 6 S Verad eDArNod PALruden

e Long cables may be required to connect each node to the server
[SCReU polx] Sc:o& E3§ BodrrdE erofi Sensy S SOy

e Failure of central node brings down the whole network
gog SE ding), pHege 2wdo Rdexdry, 83008

Tree Topology
8 & >eod

Tree topology has a group of star networks connected to a linear bus backbone cable. It incorporates
features of both star and bus topologies. Tree topology is also called hierarchical topology
& SVerds” a8 20¥ wd D) w8 Feand’ WVEEID FE DL, VAT God. A FE 0w wd

S'Teordo g wLrro D0 Gotwod. § V' Trad e rTosS SV rd 0 EXTE HUF.

Core |Layer
.....

Distribution Layer

Access Layer

Advantages of Tree Topology
& "o dng), DOIrRTW

These are some of the advantages of using tree topology —
2D Btw SV e &OErNes E) HATraTrwD

e  Existing network can be easily expanded
°  ADNBS &R dexE) v DYdosserded
e Point-to-point wiring for individual segments means easier installation and maintenance
o 53000 Dermre o Jranots-£-0n0t DOA WVEM VoD WOK VST ok
68



¢  Well suited for temporary networks
* oo D8 DeGD errr DO B00d

Disadvantages of Tree Topology

B b 8 RIS

These are some of the disadvantages of using tree topology
A B VR &DAFAD VALTVIHY

-Technical expertise required to configure and wire tree topology
€, 880000 000N D6 DY ' V'ered JoSBE B0 WIVG0

e Failure of backbone cable brings down entire network
* D) dwE Sewd Ddege dwdo '_:’eJ.SdJZQ 3000

L] Insecure network
e e0C8S :se.usézj

¢ Maintenance difficult for large networks
o DGR &0 DB EQ0

Types of network devices

bé.)séb 20%0r0 Gsren

Network devices are the devices used for organizing a network, connecting to a network, routing the
packets, strengthening the signals, communicating with others, surfing the web, sharing files on the
network and many more uses.

Zﬁeosézj HOSTPON aeasd.)b‘l .‘i)dsib"od‘ambé, Taeosszb Sbé wokco, a}sgégm Sr8doh BaBco, DodTred) ‘&363‘%}10
Bobtto, sdHoE smr5.3§95 Bodtio, D& ‘rbﬁboﬁ, :mss‘b DY e;vriﬁvsbaso Dodcio SO0 eDE RBS

&DOIFTPLD DotdD.

To build a home network or connect to other network you will need to have some common networking

devices like internal or external modem, wireless router, cables, connectors and clipping tools.

R0 e, AOYSEFAS T ABEG DeN W), SI§ BOLIEEIS QG WoBGS o erary AFE, PID T, Send,y,
A [} 5] I3 =6

S5 e B0 §yof LareSy Hotd Feros JeNE) DTV $A &ocrd.

These networking devices are explained in brief in this chapter.

Types of network devices

25&)556 HB8TrR Gsven
e Modem
e Hub
e Switch
e NIC

e Repeater

e Bridge
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¢ Router

e Gateway
Modem
Definition

Modem is a device that converts digital signal to analog signal as a modulator and analog signal to digital
signal as a demodulator.

AeES) GRed Dy en) ederh dri)en) drddene ook wderh D)er CRLEE HrER0ed EAVETISLT
“oSdo

In simple language modem is a device that is used to connect with internet. Technically it is a device
which enables digital data transmission to be transmitted over telecommunication lines. A Telco
company uses entirely different data transmission technology from the technology that a PC uses for
data transmission. A modem understands both technologies. It converts the technology that a PC uses in
the technology which a Telco company understand. It enables communication between PC (Known as
DTE) and Telco company’s office (Known as DCE).

Ferdn D ATrEAT raoeoa\lg._‘i" sbg 950'335 28 HBEG0. o DKo 0 9395333"533::(5 Argre oo OG0
Boierdd ERs 2arTs 268 D)o 00860, 2.8 BBSTo voR & w6 o 28 PC &DAIrA0S B57) v ol
QP8 DB DBFETE PIC o8BS DO GHOIrARVE. DrED Toth B57) LRV WPo BRVDHOR. B
S8 oD ©go SHD B 0BG PC D &OAETABD FoSILSD RO JrdRed. @G PC (DTE @0 Dedrd)

S0dadw Telco ‘r’oo‘{g Seorjwoio (DCE 7 2ensdecaeiood) ESla)y swigz)éami 2900BR0L.

Description
QDG

e Enable computers to communicate over telephone lines.
o BIVD PHE 00075 O8ES BT SoRrieagRn Frdodocsod: .

e Speed of modem is measured in bits per second and varies depending upon the type of modem.
e ArEo OB.DSEJ Dio DEHL e'JeSa 58 §°w§°da S0B0ID TG0 CﬁDSb dS"Q‘l &3%33 PebuleblablTAY

e Higher the speed, the faster you can send and receive data over the network.
o 068 Do, Drior Do g8, Eer DoDBSN SoBAED iassaoaam‘).

e Used to connect computer to the internet.
*  RotT) e Soyrylady) sag BoDEEDS EHABTAoCIB06 .

Worki ng(:beboﬁ )

e (Consider a communication between two computers A and B.
A doiw B. Soch so:;yigeag mc;5 28 swlg:)'s?;m;‘l 003050 .

e Computer A transmits the digital signals to its modem in the form of binary 0's and 1's.
Soiyryeob A B8 0 308050 1 3ng), 60" A2 HoSeroy rd Araiw), £od Sies .

e Modem of computer A converts these digital signals it into analog signals and sends over the
70



telephone line. This process is called as modulator.
50:93"5&35 aBoog); ArGOD & G2LS DoSTruk wderh ) ey ARG Dodakn SOV TRy DoDB0S .

& PI0RA Ararigene DV,
e While at the other end, modem of computer B receives the analog signals and converts back
into digital signals. This process is called as demodulator.
o OFD, Soryerd B dOwg) G ederh ) Sy ocotnod dain daed i) ery

SIS0, G PSR demodulator T >eOJeEd

e Converted digital signals bv the modem are sent to the computer B for processing.
AFGED (o aReed ?“d‘lé.) a‘md‘)mdéb F20h o Soig_)‘“!géoé B £ DHoderdarow.

e Insimilar way computer B can communicate with computer A.
BB Soxyr§ed B S0Xareb Soarieol SaurmgdBes Sobdudy .

Types based on transmission media

BDGoT Eoy5eb B oryd son5m§ E20m5 DB BSaDdN
Asvnchronous Modem
ATy dD Ara o

Asynchronous modem uses start and stop bit for
T HD DrED FrGoo SBaTM D LS EHABPARS

Svnchronization instead of clock.
2RO Hd oirGo GRS, DASOESE.

Contents or data in each frame is placed between
start and stop bit.

2 DIS' Dxohdwen Jor G FooardS ook D E HIE] GooTrdd .

e Data is grouped in very short blocks to prevent slipping of data, so usually character data is
transmitted.
o Gy Qi) O80T ATBoBEEIS Trer DY g8’y DA Bobecdsuos, SR} FEPOEOTT G EE

268 Sobecosood.

e Transmission is simple and inexpensive.
. Qb%fq5 QLo 00T WSO .

e Used in pcto pc communication
o pc S2urgO8HRY) pe & eEdd

Synchronous Modem
2ZRH e

e Asynchronous modem uses clock on transmitter and receiver devices for synchronization.
TSR ArEH pasdEsn o Gy, 06 2008 656 DOLTE’ AT EHOIFARS .

e Before transmitting data both devices will synchronize the clock with each other.
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e Datais grouped in blocks and can transmit wide variety of data types in a frame.
aer grEy & DB HOCID 28 D &° DG B5Pw EEP 657 PIBo BoDHILY

¢ Transmission speed is faster than asynchronous modems.
DE D ArEawe §T°) Driorr gn:)%;ﬁ Jtfo.

e Used in dedicated leased line and high speed broad bands.
By doron G8 20050 3 NG P& erjogeS’ TeErdd

Basic types
e External Modem
¢ Internal Modem
e  Wireless Modem
e PCCard Modem
HUB
Definition
Hub is a connecting device in which various types of cables are connected to centralize network traffic
through a single connecting point.
e @0 XLReEEod DBEGAL, WS DG FSTH §w¢b§ 28 oL Sodo orqo° be.)sézj gigs.)‘l

E0HE00c3ErE RVHOEPIONLIC: E0TPON.

HUB is used to connect multiple computers in a single workgroup LAN network. Typically HUBs are
available with 4,8,12,24,48 ports. Based on port type, there are two types of HUB:-

w8 DY DA LAN 8y, Den Sorjginy §9§ SaHerdS HUB &dirfocechdood. Feedtom HUB e

4,8,12,24,48 ‘:J"gahée e90cieTees’ &) 0. if’g 880 8T GorT, Soty 857en HUB &) on

Ethernet HUB :- In this type of HUB all ports have RJ-45 connectors.
ST €5 Teed: - ZeS ), S BSP0D ) Ve RI-45 SILE e &) 0w

Combo HUB :- In this type of HUB ports have several different types of connectors such RJ-45, BNC, and
AUL.

seoeS® 0e5: - HUB QESJD Ga0E); € G520 ds°ew RI-45, BNC 2080k AU Hotd DI P CISEeRs £®A eotron.

HUBs generally have LED (light-emitting diode) indicator lights on each port to indicate the status of link,
collisions, and other information.
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HUB e Jgrstorr 08 9 LED (5%08 &5rs Goird) 2rds gtn Do, Mg 5o 0050 266 2armrto B,
23D ArdFrow.

To understand the functionality of hub let’s take an example from real life.
5 g, HDIBGD o BroE0erd3 Da 290’ ws Errirdn Siomro.

There are four friends who share everything. One of them finds a photo of Amitabh Bachchan. To share
this with friends, he will make three photo copies from Xerox machine and give one copy to each friend.
He doesn’t need a copy of photo for himself as he has the original one.

DA wridrioge S Tt D) rdoen &) H. 3788’ w8t WS B T’ Sfotrd. By rdved &
DoE'HTPAS, B BT°E aodo M0l HrEd TS’ ST BOIPH BIPE HO0ID VA 28 08 w8 SO AT,
e eRen 28 £BA 89 Bo T’ g, 2.8 1 wBRde S,

Now change the characters in this example. Replace friends with HUB's port, photo with data signal and
Xerox machine with HUB.

WD & GTFTGRSE’D VLTV HrGyod. HUB DG, der by & avdain 208y & 208y ad & P’ 8
Bo3oG

There is a HUB which has four ports. Ports share everything. One port received data signal from its
connected device. It will make three copies of data signal from HUB and give one copy to each port.
Receiver port doesn’t need a copy of data signal for itself as it has it the original version.

Treurh o DAD T8 Gobd. Qfggb VO Dotootwod. w8 T T SI§ WAND HOSCo MWock TEF Vrfyew)
©0tgr06. 26 HUB &0od &&r 1) & cing), £ ST Sairdd Sined H0ain 9 ifgab 28 SPOD BB,

SELS Sﬁgab T R0 G &) 0t TP B0 S i) & clng), HFew wsse G,

This is what exactly a HUB do. When a hub receives signal on its port, it repeats the signal and forwards
that signal from all ports except the port on which the signal arrived.

207 HUB S0oc. w8 Sogo ol iﬁ"g 2 Dy ey 505560:3&)@3@, R 1) ) BOH DoPBI0E O D) S BBy
ﬁeé sPE00te @) ﬁsg.”o A00& VoSBT Sotwod.

There are two types of HUB
Boch dsrey HUB a;svt}_o;u

Description

e Hub with multiple ports are used to connect topologies, segments of LAN and to monitor
network traffic.
o wtov TPod rdd Sogo LAN o ding) $Uerzeodn, dprmrody bcn b)) by

fod}gﬁéoéa"bé €003 NOIRICOEV0H.

¢ It manages and controls the send and received data to and from the computers.
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e Hub works on the physical layer of OSI or TCP/IP model.
» &5 08I Sar TCP / [P e cog), 5798 FFép IS8 .

¢ To avoid collision of data CSMA/CD protocol is used and protocol varies depending upon the
vendor.
e Ger CSMA/CD TS50 go€dto DirBoBocusd H0oin TE's e DES Qe T 60608 .

Types Active
hub

It also forwards the data signal from all ports except the port on which signal arrived. But before
forwarding, it improves quality of data signal by amplifying it. Due to this added features active HUB is
also known as repeaters.

2gaD Sogo @O M) &S DBy TG sehore @y Vhe ol EeP VM) ) DVOEIL DB, S B FT°PB,
06 JdPdotitio TPT EEr ) S T MDAV, So3rd0 HUB 0kt & 0ty wErre Hod &ree

DATadyBad0en 9otrd.

e Can store, amplify, split and retransmit the received signals.
o Tocsri®nd iy Sy Do, DB, VYL 0B AW To VoI
e Requires additional electronic circuit for performing different functions.

* DG DoLHRL AEGEToSEEIS ALY vas“:)é {odrbzseS 9DRVG0DEB0E .

e |t does work of repeater to amplify the signal, so it is also called as repeater.
o 0 D)D) DYoo BaNEIS 068 g, DA BR0O, SR AO CDLIT® EFER DRVJWCDBE .

Passive hub (23,00 Sogo)

It forwards the data signal from all ports except the port on which signal arrived. It doesn’t interfere in
data signal.

28 i) S DSy 6 sPvor ) e Aol e i) Q) AL DR, BB Ee ) & &gl Brufc.

Intelligent hub
Q083D Bod5 o5

¢ Performs functions of both active and passive hub.

° 5015"%0 Poblelovhhl Db@oﬁré&é Sogotr HABD Ddoen Dd&i:“:_’\_;uo& s
e Quickly routes the signals between the ports of hub.

o Ired OBDSZS 5‘%)‘3 :.)JQZS fad‘)’éb 65093071‘ 2aITEIROB .

e Also performs different functions of router and bridge.

e GPeb 2000 HoBD 03')')56 DG DEdoew é’)cﬁsﬂr@:o& n

e Soitis called as intelligent hub.
o e &I 392D Sogorr DewFrd .

Switch
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Just like Hub and Bridge, switch is also used to connect multiple computers together in a LAN segment.

e85 S0BO3D Hodd errd, LAN deriod reny Dew Soiyryeagio (o) 5055 Sre e003rAociecoded . Switches

available with 4,8,12,24,48,64 ports. Each switch port has a separate collision domain. Switch works at
layer two in OSI Layer model. At layer two data signals are formatted in frames.

4,8,12,24,48,64 V¢S wocerend” &od. 3 NS ﬁgab OBHEDOD ocD ERD God. 0S| Fodd daurees® TG
ot 5 DI BR006. FaDHb H¢§ Boch Eer 65) Sy Pdwen F o7y .

When a switch receives frame, it checks FCS (Frame checksum sequence) field in it. Switch process the
frame only if it is valid. All invalided frames are automatically dropped. All valid frames are processed
and forwarded to their destination MAC address.

8 DGS D) WOV YD, @O FCS (D0 38R0 18Dy i;acu‘l SAD BR0d. WO DLOEFLD oS JrPGH
W) FRD Babod. ) JoBS Pdwen estS'Dudse DA osran. By Beeren By DAV FRD BB TO

3050 MAC QEITPATL &Jﬂm‘sé Sabercarown.

Switch makes their switching decisions in hardware by using application specific integrated circuits
(ASICs). Unlike generic processor such as we have in our PC, ASICs are specialized processors built only
to perform very few particular tasks. In cisco switch ASICs has single task, switch frames blazingly fast.
For example an entry level catalyst 2960 switch has frame rate of 2.7 million frames per second. Higher
end switches have higher FPS rate such as Catalyst 6500 has a rate of 400 million FPS rate.

DD T8 DGyoh Dgairen :Jﬁééfjf RIS VYR RoBTHE rowbég,;m (ASICs) esdalorhiotdtio gD Bipod. & PC
e5° &) DFOBT FEroe TR0 S sehot, ASICs PBIERD EY HBIE DIV ArGo EETowErIS PBjEorr
DABFAR. DI VD ASIC 0" 2,8 DD €od, DD POV PP GO, GIPPORLD Jot) THES &@déc 2960
DS DERL 2.7 DBOLD PB0w o Fewid SN God. raid Jok VLD EeyDdy Joclyy FPS Sewsd e@dso 6500
Bend 400 DS FPS 865 OA &otod.

Switches support three methods of switching.
R0 BorEd DEBOLD HETEOD .

1. Store and Forward
2. Cutand Through
3. Fragment Free

Store and Forward
ggﬁs FNfelentt) .30:55(@

This is the basic mode of switching. In this mode Switch buffers entire frame into the memory and run
FCS (Frame Check Sequence) to ensure that frame is valid and not corrupted. A frame less than 64bytes
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and higher than 1518bytes is invalid. Only valid frames are processed and all invalid frames are
automatically dropped. Among these three methods, this method has highest latency. Latency is the
time taken by device in passing frame from it.

B0 FEWE Jcoy DrE. & WG PO IGo DAY O’V Hrdyod DO & HD Beeren Babd KB
@DIDS 5 RdEone FCS (H5 38 HEDY) edven BSRuod. 64 Bew Soff S H HDO 0805w 1518 Bt Kol
QLD BYR. DD G PRIV DTG FRD dobedEron udoiv ©) DY PAwen VOISO
FOfocimron. S HuTe) :chéoeéﬁ, & DD VBOS Do €06, oror) DS ) TP Aol YAV TR HBSCo
TPO° BROLOLD) RBOR0 .

Cut and Through
865 So8oid g

Cut and Through method has lowest latency. In this method Switch only read first six bytes from frame
after the preamble. These six bytes are the destination address of frame. This is the fastest method of
switching. This method also process invalid frames. Only advantage of this method is speed.

65 00ID G DHBS”® B[Oy D0 God. & VIS’ VIS SV’ Tdo STD DG B PGP BEDB0B. & 8K
B0 PO B, ABIFD DERTET. & SrBNE DrISoBROD DES. & DA B PV Eree PV BRY. & DG

Boog), HAdrado Jrfo ArGLo.

Fragment Free

This is a hybrid version of Store and Forward method and Cut and Through method. It takes goodies
from both methods and makes a perfect method for switching. It checks first 64 bytes of frame for error. It
processes only those frames that have first 64bytes valid. Any frame less than 64 bytes is known as
runt. Runt is an invalid frame type. This method filters runt while maintaining the speed.

20 6 200080 FTo DG HOakL S HdokL G DY e, TDE DED. RO Totd DFGIL Aol APED
DEBG AL ArByE S0 28 DBRTFF VG Bied. §'bo Fho P ding), AGE 64 BLn G SID Sod.
26 D 64bytes Denerin D] HPSD POV FD. 64 B Kot BE) DM GD) PO Tooth ok, Trotd B

O dgo. & DY D) FIJNoS D008 HerEochr Gotod.

NIC

In the list of networking devices, NIC stands on first place. Without this device, networking cannot be
done. This is also known as network adapter card, Ethernet Card and LAN card. NIC allows our PC to
communicate with other PCs. Basically it converts data transmission technology. A PC uses parallel data
transmission technology to transmit data between its internal parts while the media that connects this
PC with other PCs uses serial data transmission technology. A NIC converts parallel data stream into
serial data stream and vice versa serial data stream is get converted in parallel data stream.

e B),0f HOSTV DTS, NIC 20658 Qﬂéoéﬁ God. & DOSCo Tot, D B) 0f Bobcio .3"050 o6, Ad )

76



e.ac'.";a)cS 5, éac;ba‘)VéS SDQ o6asw LAN S“Q 209 S Dendecaciod. NIC & PC @d6 PC & sw,saées WoTES
RIS, FAAEoTT 6 Eer Q"a%:nﬁ e?ss"lvaﬁ.i’) QPGB ws PC o ©wodde erTre 206 ‘.owwov.‘l)cl
Do BADEERS LATFOSE PATEE DIG J 08 DO SDTNRV0G, BSGS PC 0F & PC D 0202050
Eosr HBaLS Ser goabéas B5°) 0B SOArAR. 28 NIC DOaHS &er ggzpv DA Eer P
ARG 0K DO DTy VOCLES Eer ?&35; DIATBE B @Qy AP RCIB0B.

Usually all modern PCs have integrated NICs in motherboard. NICs are also available separately. For
desktop or server system they are available in adapter format which can be plugged into the available
slots of motherboard. For laptop or other small size devices they available in PCMCIA (Personal
Computer Memory Card International Association) card format which can be inserted in PCMCIA slots.

oo ) OIS PC e SGTHES” NIC 00 Sy ET=) 00, NIC e 16> DA 90cerns’ e 0. CYD
I 66 D &0 @ el .,3*’0‘&&5 &° evocierends’ &™) 0, @D mcﬁ&“aga g evocioeTees’ &) TS
DA Babeacarow. @5.3% Jor @ad D;bl HBATme DosTre o ardy PCMCIA (Sg8ried SOKQJ‘_BP.Jé 2006 sué
Qo0 S W VALAD) 57 TS PCMCIA eaeS” SS63Biso.

Types of NICs

There are two types of NICs

Media Specific :- Different types of NICs are required to connect with different types of media. For
example we cannot connect wired media with wireless NIC card. Just like this, we cannot connect
coaxial cable with Ethernet LAN card. We have to use the LAN card that is particularly built for the media
type which we have.

Dakr V- DD 65°PH MAWrS $D§ BT DG 6570 NIC &0 @Bdd0. Erirdn PIR NIC S°0E g

JrEERTAY Sbg BODGT A0, ROE” &0kl DA éa@ales LAN s"g)g DseEE éwwl 55253 o0, Dodw £9A &)

ARG 650 &0 ),oDH LAN S°EHi0 eairhomed.

Network Design Specific :- A specific network design needs a specific LAN card. For example FDDI, Token
Ring and Ethernet have their own distinctive type of NICs card. They cannot use other’s NIC card.

B ABS BEDD: - DPY JE), ErOENDHD w8 JRLAN 528 esddo. aarirdn FDDI, &85 6of
S0B0in S:633) €5 T8 D e DuEernd NICs 5°0ad S9A Gotraw. T76) RS NIC 5°0dd &OArHodedd.

Repeater
Definition

Repeater is a electronic device that reshapes and amplifies the signal received from one LAN segment to
another.
8206 036 of QsdE DBSGo, BB @S LAN fjosl oo @0oHS) D) D0HDERE  Hudosn

PebleblabrelebrbleTA

Description
e Mostly used to boost the signals in the network.
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Operates at physical layer in the OSI layer model.
05T Fohb daurare’ eag oS D Siod

Best suited for long distances network and bus topology.
GG Frozro JENE); O0KL D SV erdd SIOI

Main advantage is that they remove unwanted noise from the incoming signals.
DTS palrade Jrd @) Aoh Vef) Sy Lot ©TPeRS Fo FUNEIS &od .

Requires separate power supply for functioning.

2 E0 BJE DS VEDT® VB0 .

Repeater component parts varies from where they are used like in digital communication,
wireless communication, fiber-optic system, cellular system etc.

82636 ermre) erEmren Gedeaes S20PEABNRS, PID S2P(IENS, peb-eps Do, enerd Vo Bod ToedeS*

TETE .

Bridge Definition

Bridge is a networking device that connects two or more LAN's together.

H0BD 996 Bodkd Fo oS0kl Q55 LAN 00 £ 2.8 2)6.)56605 0860
Description

Bridge is used when number of LANs starts increasing, the network traffic begins on
overwhelming to available bandwidth.
LAN © Royf 2dEMHBD) QDD H080%0 6ddrHodto adibdood, dexb) &rds erocireTees’ &)

ol l L Wb fgvoms‘ FBoB0BIA.

Reduces the network traffic of LAN by dividing it into segments.
erjols CRE) DE), EroL) Mrmroe’s DesRowtio TPO° BHocdto .

Operates at data link layer of OSI model.
OSI Dorcies Gag), Gt Do TF6eS” D Bood.

Can transfer data between two different protocols like Ethernet (802.3) and token bus (802.4).

S50 &5 (802.3) 00050 €5°5S &3k (802.4) 08 Dot DB FeS's Sy Bucsy S w68 Sasvrivd.

Types

Checks the MAC address of the frame and decides to forward the frame or to discard the frame.
20 g, MAC Ddoarardo 2D X006 HBaIL 2:000) 000D BRUSYErAS Jor 2y Fofowstrds

QE0A0S.
Q00

Transparent bridge
3"665635 DoBD

Source and destination devices are unaware of the bridge in between them, so called as
transparent bridge.
Q0o 0B (] HOST eV o il5) mqﬁ‘ H0B (8oL 3o, wer 3‘6&635 DHOBIMT  DLVDLIETOW .

Accepts all incoming frames to the bridge.
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e If the frame is unknown forward the frame to all LANSs.
. 220 00y LAN 0 Hauy); anoecorr 8Dahsd’a.

e |f the frame is from the same LAN discard the frame from bridge.
* D 3 LAN &0d a0 D508 2006 PO D DYoddeond.

e If the incoming frame is from different LAN accept it and forward it to particular LAN.
‘aézjgboﬁ 200 D8E LAN X00é 98 290AE000S 080in e TQGZSS LAN £ Dodotdod: .

Source route bridee
Are drgo Hodd

e Used on token ring networks.
¢5°8S B0f e B EDAPABRE .

e Bridge derives the entire path of the frame embedded in the header of the frame and decides
how to forward the frame through out the network till it reaches its destination.
DD ) LS’ ToDOND PO L), DTo Brgo HoBD ol DB Fobod LB T Ay
BOE SIS HEH Rexga,, Fofouto Triom o) e Ao BR0HDWSE AGowRod .
Translational bridge
VAT DB
e Used when LANs have dissimilar protocols or speeds.
LANS W70 T Gor Sren &) Dy SHOIPASEBIE .

e Like Ethernet and token ring or Ethernet and FDDI.
éﬂc:jarléS S0003 ¢5°8S Boh S éaéalﬁ 08030 FDDI £50839 .

Router
&xrea6 Definition

Router is internetwork connecting device that determines most efficient path for sending a data packet
To any given network.

T0b od0 Fo0d DS S DWI) DOSGo, wh w8 atr auge.nl DOYHH BB DBIGDBPD
AFPGE008 Ddonmo&@rf)ab AR 2;&;565.
0 x] - L

Description(D56ez)

e Used to connect two or more similar or dissimilar topological LANs or WLANs
*  Bocd S wodEo D PATID T VRDFD e5°Peragess LAN en do WLAN e& 82§ daberds

SDATFAFD
e Shares available bandwidth with multiple computers in a network.
o By IOV SoRrjgE ocierenes’ D) erjed(s .
e Provides a better protection as a hardware firewall against hacking.

o DFSoh HyBTLorr ‘éﬁgé& DTS 2,8 20ow) GEe WA

e Routers are intelligent enough to determine shortest and fastest path from source to
destination in a network using algorithms.
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DF oSt BHd0c L& DoBdBANeD.

e Operates at network layer of OSI model.

*  OSI ares ) 08, FoS" HDIBT0s.

e Wireless routers are now widely used in home and offices as they allow a user to connect easily
without installing any cables.

*  DTD FeEH VD FR D00 STHRIITOES’ DY TEDBIT) 00, MWDo Sewewy) @S

BT 208 DIAIPATPE KLVIPTP EI§ V(TS Jew EDyRIB.

Types based on defining paths
JFTORN .i)ds&)or:»c:o [Zingleloa N eioglIV)

Static router
gnesé &b

e System administrator defines the shortest path in the network by executing commands.
o OO AT BT LR BV oo TP T 08, 98D HGosd DEEDF.

¢ Have some limitations and not that much effective than dynamic router.
o GEIHSE G°erb Yokl wrer SO DODBOV £0A sociEreid.

Dvnamic router

EIE &b
¢ Router itself determines the shortest path between the computers in the network.

&b £ree DT SoRrgeg B0 BDD) SPGor DGaNRVS .
e System administrator doesn't need to interact with router that saves time and cost.

fo‘;gin wd&bﬁng 000 udodn :pd.)‘):) €30 T3 d"e.@ B’deobdo Dsba’réoa‘@br‘b 95080 Sl
e This types of routers are used in greater extend compare to static router.

& Ty E57en Do Dot FAE Fel Tuyedcerawn.

Basic types

e Wired routers

e \Wireless routers

e GatewayDefinition

Gateway is a network point that act as entry point to other network and translates one data format to

another.
DBgEsRo0 AL 0D BBG YL Jofh Fawolr HDABD 28 DG Frwots HO0KN 8 E&P FTYL) BIODBRVS.

S8

Description
Following are some common functions of the gateway :

Dadse B3] g, EQY Ferde Deoe $06:

e Protocol translation : translates protocol format into required protocol format of the network,
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such as X.25 to TCP/IP.
¢ PSS wduTrco: G dINE), WIREED TS o7 Fi'sS KA OO, X.25 Hotd

TCP /1P &o.

e Network address translation: translates your public IP address to the private IP addresses on
your network

o exf) BEd YD o 0P8 IP AOTHE D SRR PDE [P DOTITVL RSO0

e DHCP service : automatically assigns IP address to a computer from a defined range of addresses
for a given network.
e DHCP 2&: @D‘)é Taeosdab 5Ye1=8) staoaé) 308 DoOTrare Aok Sozgj"zseodab “(oso.’uoa“uéom 1P

QAP0 @y AocioRD.

* Monitoring and regulating each packet entering and leaving the network.
o DA I(Few) DO Eoicio LOOID BLIBEOR0A.

Uses( &bddrmren)

To route the traffic from one network to another.
g?gs:l 2.8 5&)556 06 T SrE 9600 IS

To connect LAN to WAN or VPN (Virtual Private Network).
e AN D WAN & VPN (5563(3&595 33525 5&3552’) 8 Sbg Bodod.

e Acts as a proxy server and firewall server to protect from virus, malware and harmful attacks.
* DB, SIS BN TFISERD Tredw Adodt BLonTrS @“éb 260 &0doin PTG POE DT

HIB06.

o To keep history of accessed website, bandwidth usage, timing of each user of the network in a
database.

* OIS0 BRD DBV g B0, erjod(s DVAITro, dexG) B DS DIWTHIEED L), oD
GeraY eodtrdS

What is NIC (Network Interface Card)

NIC DDoe3 (deagd), "309.36;.5 5°§)
A NIC (Network Interface Card) provides the hardware interface between a computer and a network.
These days, almost all new computer motherboards have in-built NIC
(Network Interface Card).

28 NIC (ex8), 'aceﬁbi: 5°5) Soryad udatn ),
2065 338 & BoexdyR0) odPod. & Ty,
i) o) £ golryed mas&‘ag:w ©och0) 0) &

NIC (256.)5525 @oeaé‘bi) s"é) £9n &) 0.

Some NIC (Network Interface Card) cards are meant for wired
networks while others are for wireless network. Most widely used wired
LAN Technology is Ethernet. Ethernet based NIC (Network Interface
Card) cards are available in every local electronic hardware
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Shops. Normal speed rating of Ethernet based wired NIC (Network Interface Card) available these days
are 10/100/1000 Mbps (Mega bits per second).
§) NIC (2&56); @0eByS 578) sPdhen 2t e G), F6DH edIocsagran, 088edtd G0 dehy, 6. Ddorr
&DHA3TMos 2% LAN &s‘ile.:a%. esac;sa‘les. éec:aaeles esz0ed NIC ( 25&35523 'aoeac‘ibi) s=§) s PO .gﬂi)s Dog:)é
8.8 evocioerend’ &Py .

aSe
GOSEFRD . R90C0ETEES” &) GP0)E wrrdd DG NIC ( G, @Sy 5°8) adog) Frdea Drfo
S0h & Berg® 10/100/1000 Mbps (DL dore DEy) -

Every computer participating in network must have at least one NIC. Computers can have more than
one NIC card also, if required.Every NIC (Network Interface Card) has a 48-bit globally unigue identifier
called as MAC Address (Media Access Control Address) burned into its ROM chip. This MAC address is
used to deliver Ethernet Frames (packets) to a computer.

By FED wB Sorrgeld 80 w8 NIC &otrd. SVCRE Soxriagy 288 Sofl D NIC SPgon

€dApoeron. 1A NIC (dexF) RodyS 5°6) & ROM DS rd@d MAC Deomrar (A0S airs D Sotf's
ED) ™ Dewded 48-DeS ffea@ WEE aaaoﬁggcmdal €00 &od. & MAC egd éac;sa‘lﬁ ;;53,3 (3°5§g;)m) 2,8
SoRIratl); 0BodtrdS eDArNOBREDOBI00

The NIC driver software passes the data between the Operating System and the NIC. Latest Operating
Systems include different NIC driver software for almost all major NIC vendors. If your NIC card is not
detected or not working, you must find a suitable NIC driver software from the NIC vendor's website and
install it on the computer.

NIC @:)6 &%55 e5:0680h ?0{3.53 200030 NIC 2o G DoDB0H. TPTEY) ©) D NIC ey Somrdo DG

e580h i DD NIC £36 FP6 Gowy aw. 2 NIC 5°% HRossecisfona o HABabsiTan, Do NIC DS
DB @206 BAD NIC 256 Frg 56 0 S20FD Syl ord) marys Sasrd.

Network Cable Types
30553, Zends gsren

Cables are commonly used to carry communication signals within Local Area Networks (LAN). There are
three common types of cable media that can be used to connect devices to a network and they are
coaxial cable, twisted-pair cable, and fiber-optic cable.

Bewgd Ferdracme FAE DOAKr Gy (LAN) &° gaugdERD 2odTromn SRuddyerds GHWrAYd. HDOST O/
w8 Do), $3§ BoNEEAS &OATNCD Jured FEr 6570 eSS AFEIATLD &) 00 B0 R ?éboi)eS
Sed, BRE-2S Send éain ped-ens Sewd.

Coaxial cable

U548 Sends

Coaxial cable looks similar to the cable used to carry TV signal. A solid-core copper wire runs down the
middle of the cable. Around that solid-core copper wire is a layer of insulation, and covering that
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insulation is braided wire and metal foil, which shields against electromagnetic interference. A final layer
of insulation covers the braided wire.

IsLE e BD M) S & EDAPAOSEPIS EDWPA0D Send HFOOTD cotnod. w8 PH-E6 5706 D6 Zewds
.:m_sée's" DEDR08. &8 20H-E'6 Toh B T8 FRNTRD S30E); TG, L0050 YT 8D D6 Jwdakd S°55y) B,
b :)ngcsojsaﬁ&oa & 5408 HBBSore SHeru SO Gotnod. ARNTAD 6 TS 9D D) Sy Godod.

There are two types of coaxial cabling: thinnet and thicknet. Thinnet is a flexible coaxial cable about %
inch thick. Thinnet is used for short-distance. Thinnet connects directly to a workstation’s network
adapter card using a British Naval Connector (BNC). The maximum length of thinnet is 185 meters.
Thicknet coaxial is thicker cable than thinnet. Thicknet cable is about % inch thick and can support data
transfer over longer distances than thinnet. Thicknet has a maximum cable length of 500 meters and
usually is used as a backbone to connect several smaller thinnet-based networks.

ot Bzt I5eEE Sewdofi: thinnet 0803 thicknet. Thinnet ¥ eorbwre) oGt HBOD 2,8 FEBHDOIDD ISPELE
e, Thinnet 2Ry Erdo E%0 &DAFHFE. Thinnet 2.8 HBD 1S €386 (BNC) &0 &003rHod) 8 DS
g, BE), IERE SPEL ST VTR (0 Feay 185 eagd. Thicknet ISPEE thinnet Lot Sodorr
Sewd. Thicknet Se& (0o 12 @orbwrw &vodsorr 0805w thinnel S0 LD BrTrLL Gér 06d S0gdo. Thicknet
(505 Sewd Fetapad 500 Doeag> £dH &otwod OCKL Trer D) thinnet- GFOS JE5 HE), VR VIVREPACWNID

ForESeore 208 D) DM EDAFACILIEIBECE .

The bandwidth for coaxial cable is 10 Mbps (Mega bits per second)
E4 00065 SeweS o er§od(§ 10 Mbps (RER050 o DSy,

Type of Cable used to wire Local Area Networks (LAN)these days is Twisted Pair cable. Itis
extremely difficult to find a live business network using coaxial cable.
¢ Doose :""3551:3 (LAN) 50 Sreiotosh esdairfomd SeeS 680 & Bared” BE onb SeeS god. E'8y010¢5 Send

SDEPHOD PS(E TG DB S dcto erer S330.

Twisted Pair Cable
935?85 o6 Sewes

Twisted-pair cable is the most common type of cabling you can see in today's Local Area Networks
(LAN) networks. A pair of wires forms a circuit that can transmit data. The pairs are twisted to provide
protection against crosstalk. Crosstalk is the undesired signal noise generated by the Electro-Magnetic
fields of the adjacent wires.

Twisted-pair Seaes Dodo & S Doasr :5&55273 (LAN) Deoqapes” csrciadiioy Sends erddjodd erdies 68o. 2.8 2 DG
e PIRGo B 28 RO ce0) oyEoFon, B crosstalk HATLTT BL6 WoBOSTEIE DS Gotrow, TS
DD &) Briv ITE 2000 BF Egro TP e:cy0) 20D 65) & Bgo.

When a wire is carrying a current, the current creates a magnetic field around the wire. This field can
interfere with signals on nearby wires. To eliminate this, pairs of wires carry
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signals in opposite directions, so that the two magnetic fields also occur in
opposite directions and cancel each other out. This process is known as
cancellation.

28 26 LR DrR0sY,) DB0ES’, PRVS PE R WL o FTPDY VVWOB. & DG DAV’ PGB iy S
&gio SrE oy, & FonostrdS, Srfen 2L WL JI3BE BIVES” LoSTrLw, WodOVN Botd) WL 0d Egred
ST ROFDFT00 HBBE BFen OKL PB WSS GG, & VD B BaKCto B VT

Two Types of Twisted Pairs are Shielded Twisted Pair (STP) and Unshielded Twisted
Pair (UTP).

BRE og Soth BsPen BIRE Do (STP) B0k RS BRE ows (UTP) 118 Sabegron.
e [ ] N~ [ M) [~ G

Unshielded twisted-pair (UTP) cable is the most common networking media. Unshielded twisted-pair
(UTP) consists of four pairs of thin, copper wires covered in color-coded plastic insulation that are
twisted together. The wire pairs are then covered with a plastic outer jacket. UTP cables are of small
diameter and it doesn’t need grounding. Since there is no shielding for UTP cabling, it relies only on the
cancellation to avoid noise.

oS HEgd-20 (UTP) Send edjod Ferde B of Aair. wlE H8gd-20 (UTP) Soansd &rdd R8s

G « G o
famhe?;@ 856 Bobedd T adw VDD, T°H Srien &) oW, PO BBV WP 8 ;Qﬂ?gé eaoty eses &
g0\l otran. UTP Sy D) aPjod eo™) om @000in @6 Jeipde wddde Ge. UTP Sendof o 290k
S0LiD0IN, F830 DTVoNTEIS JFGIL 6E1 BoLREBICS.

Colors used for Twisted Pair wires are Orange, Orange-White, Blue, Blue-White, Green, Green-White,
Brown and Brown-White. Following image shows a dissected Unshielded Twisted Pair cable.

5008, w0o&-28, e, ar-26, 4, DD, O 200K DD, BRE Dond PG Eho edAITRoS
doren. Sod Do ¢ dissected QS BRE DG Feaes SR,

The connector used on a UTP cable is called as RJ-45 (Registered Jack 45) connector. Below picture
shows an RJ45 jack, attached to UTP cable. Eight color-coded wires inside Twisted-Pair cable is attached
to eight pins in a RJ45 jack as shown below. Each wire in the Twisted Pair cable is crimped into 8 pins in
the RJ45 jack.

UTP éeaogf &HATrNo S50y RJ-45 (baa‘(gg 20§ 45) s2goe DeLFD. ods Do 2.8 RI45 &5 arrdR0od, UTP Sewes
2. 3ot DD Do BRIE-006 Fes SOV VWG Gorh-Eak D RI45 2§ I 1Ty adtobegron.
SRE Dowb 3eng"D B 26 RI4S &§ 8 D) DeRocsedod.

One end of the Unshielded Twisted Pair cable with RJ45 jacks attached is plugged in to computer's
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Ethernet NIC card port and other end end is plugged to the wall mount plate with female Rl45 port
(receptacle), as shown below.

RI45 25y & es%eé ARE Dowd Send dg); w8 Jwho) Sorywd aiwg) &edyé NIC 20 S‘gob Felg)
SopecHH008 0L BHE SN0 BACKY DD RIA5 IG (62586) & Fet 557085 ey, LA Sabexdsos,

06 S50 Desorr.

From the wall mount RJ45 female receptacle, Unshielded Twisted Pair cable is wired to the Local Area
Network (LAN) switches.

Fet a3 otS duod RIS 20w 8RS, S G owd Tewds .gex)s DB e E). (LAN) eschd Ddoctood.

UTP cabling has different categories. Each category of UTP cabling was designed for a specific type of
communication or transfer rate. The most popular categories in use today is 5e and 6, which can reach
transfer rates of over 1000 Mbps (1 Gbps).

PTU . Sewdofi DD Shiden $8A &od PTUSendoh cing) 08 Hgo D83 8o Saurjd8nS dae 260 e Eo
GrTobodndod 85 D &3 wdjod DEAOER Fobrd Ecdhben .Sndokn (spbG 1) spbM 1000 ,6e069 G

BoTPaD.

Unshielded Twisted Pair cables support a maximum distance of 100 Meters (from NIC Card to Switch
Port), without signal distortion.

RS BRE awd Sendy i) S BB Shote, 100 g (NIC 52§ fod S FE DOD) (0R ErTedd Bogdy
QG [A) b [~ e & Q

.

QA0
The following table shows different UTP categories and corresponding transfer rate.

208 ::egs DD UTP EcdABen 208052 202006 1B B0 BIios.

Category 1 Voice Only

Category 2 Data 4 Mbps

Category 3 Data 10 Mbps
Category 4 Data 16 Mbps
Category 5 Data 100 Mbps
Category 5e Data 1 Gbps

Category 6 Data 1/10 Gbps
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How to Crimn Ri45
Rj45 der ‘é;f:o) dabdo

RJ-45 connectors are normally used in telephone and network cables. Occasionally they are used for
serial network connections. When the RJ-45 connectors first came into use, they were primarily used for
telephones. The great advances in technology created a need for another size connector and the RJ-45
was adapted to fit. Today there are 2 different RJ-45 connector sizes available, 1 for Cat 5 cable and 1 for
Cat 6 cable. The user has to make sure they have the one suited to their job. The easiest way to tell
them apart is to compare them side by side. The Cat 6 connector is larger than the Cat 5 connector.
Below are instructions for crimping RJ-45 connectors to a cable.

RI-45 €380 Ferdeor SIS Hodosn dexd), éwesﬁg SOBEPAFED. WEDND T 00306 e,
EREPH GDAPAFED. RI-45  SLH0 J0LINGEL SDAPAS’S NI, O pErdor 89 Ero
SEOAPHF . FodAE HOFrRo dInE), Ty WL WFE DOBrn 3L o wBEBIr N Lodakd RI-45
20Yaher ErJodosndod. S 2 DOD) RI-45 S350 DOy wockertnd” aTr)ow, S5 5 s o |
20008 57565 6 ZeweS ERo 1. DIArAT 370 eSS edurbeon & JgrdotEard. S DO IS
0FPDD drdo T bsba’asb?ﬁ S‘v‘)c‘.o. 5765 6 s%gé 87 5 S:ﬁgS s77) DEO. S0 §ww3’ RI-45 83865

crimping §d0 2arcden &Py o .

STEPS

Purchase your cable and your RJ-45 connectors. Most ethernet cable is sold on spools of varying lengths,
so you might have to measure and cut the amount you need when you get home.

3 FewreS Hodasw 2o RI-45 SREE Eofen dobod. arer ©:658) &5 SeeS DG FEHen @wE); spools IFaRed,
el b QoS HDYIZYED D BBRGo go EDBocLy HOAKD SE o0tw08.

Strip 1 to 2 inches (2.5 to 5.1 cm) of the outer skin at the end of the cable wire by making a shallow
cut in the skin with a utility knife. Run the knife around the cable, and the jacket should slide off easily.
There will be 4 pairs of twisted wires exposed, each of them a different color or color combination.

k0SS A 6o’ A6 §65 Babcio TrT® Send P6 DHGES’ eriry SGo CIE) 1 Aol 2 Worbvwen (2.5 Mol
5.1 20.50. Eenes SR S8 Be, JB0KN 2B BT 8D Yok &otrd. wirgdo 288y Aten 4 B30 Gotwod,
TOS” HA DB Gord T Gord ELIOWSE.

e Orange-white striped and solid orange
* 20022 TGO SO0 DO PO

e Green-white striped and solid green
*  OHDUN-BDY TPEL HO0KD PO BLHDDY

e Blue-white striped and solid blue
. SUo-awa’g) TP &00akw D0 Dwo

e Brown-white striped and solid brown
o FO-DE erden dokn ey Fgodn
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Fold each pair of wires backwards to expose the core of the cable . Cut off the core and discard
Bewd qiwg), §0) elrgdo SHom DA 20 Arien DS Tw. §'6 $8Bowod Bk D) Bocsod

Straighten the twisted wires using 2 pair of tweezers. Grasp a wire beneath a bend with 1 pair of
tweezers, and use the other pair to gently straighten the bend. The straighter your wires, the easier your job
will be.

2oty DYEGR esdArNoticio BT HEEYS Sriew Joedorr Sotod. | 20 BEISE’ w8 Ho3Y dot w8 i (arousod:,
20608 DADD BBV Frodduom rdarr Jewapre JvBYod. Straighter D Sriew, KwZ D &jio Gotwod
Arrange the untwisted wires in a row, placing them into the position, running from right to left, in
which they will go into the RJ-45 connector:
DEIM OT0RS Brie ACY0E, LEDZY A0l A DY A0C DEXRDAT, T g»av:aé A0ED, AIS® oo RI-
45 3888 HIIF .

e Orange with a white stripe

e Orange

e Green with a white stripe

e Blue

e Blue with a white strip

e Green

e Brown with a white stripe

e Brown

Trim the untwisted wires to a suitable length by holding the RJ-45 connector next to the wires. The
insulation on the cable should be just inside the bottom of the RJ-45 connector. The wires should be
trimmed so that they line up evenly with the top of the RJ-45 connector.

DEDH DK D ) RI-45 SIZO) DEVDA BAD TP odoss PG Goyod. Fend P BANTAS RI-45 $356 S'ow

00 S*H0 sord. Srfen R0rP RI-45 5356 & DATHTT DB &omrd.

e Trim the wires in small increments, checking frequently to ensure a correct fit. It's better to cut
the untwisted wires a few times than have to go back and start all over again because you
trimmed off too much.

D) @ofRogd” Brew B, ¥FH VOV’ BBD ITeSIEIE BT VD, b Trer drdore @d trimmed
Aocsogold BBA DY P FBoDoSrIS SA Sotd untwisted DL $65 B0,

Insert the wires into the RJ-45 connector, making sure that they stay aligned and each color goes into
its appropriate channel. Make sure that each wire goes all the way to the top of the RJ-45 connector. If
you don't make these checks, you will find that your newly crimped RJ-45 connector is useless.
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RI-45 SJZES DY Syosodt, 0 vvGade SHRETFaL 00k RO Gorb @D BHD TRY'S DYV BB
dgrdosioct. O D6 RI-45 €386 1D @) Hrgo De0B0 JTBocEod. Dot & $APUX BV, D Egrr
oD RI-45 €386 RDAAT o 9:pS00s.

Use the crimping tool to crimp the RJ-45 connector to the cable by pressing the jacket and cable into
the connector so that the wedge at the bottom of the connector is pressed into the jacket. Recrimp
the cable once more to ensure proper connection.

ESES &' 28¢5 SwBokn Sewds S8 o Troe Bews D RJ-45 g6 S0coded crimping Jresdo &DErHottod Soee
EDED BMDHD DO 28¢5 S°S T8, DTN $IL) ATBoSEEIS Sewew) b L 6L Eotdot.

Use a cable tester to assure that your cable is working properly when both ends are crimped.

Ootical Fiber Cabling
e8S Db srwdoh

Optical Fiber cables use optical fibers that carry digital data signals in the form of modulated pulses of
light. An optical fiber consists of an extremely thin cylinder of glass, called the core, surrounded by a
concentric layer of glass, known as the cladding. There are two fibers per cable—one to transmit and
one to receive. The core also can be an optical-quality clear plastic, and the cladding can be made up of
gel that reflects signals back into the fiber to reduce signal loss.

22585 Db Sendy eSS PG CRLES GEF VoSTTLW STod RS JrE TS VYL EF00eS” EDA GotTon. 28
93’356 Db g, wrer ’.oa‘):)_::) ’.o@)oc::d.):l &£0A &ot0d, @b E'6 M Dendecoduod, ad TP ooE), TPEDOD
TS g e Gotnod. Senes 2,888 Bocd Py HICo BobeEaron HOakD 288 wodEswy. 86 wrae o
S TrS FNHDOD FPRE oo, 0K Frioh f) S Ho SRS Pead B6A LoBorew ANV ES

e ) a8 ® e 0 &= -4
Sodrdo {3&‘53.;3:13').

There are two types of fiber optic cable: Single Mode Fibre (SMF) and Multi Mode Fibre (MMF).

otk 6570 peb e BeneS e aw: 2oAS D& Peb (SMF) 20oaky 208 & pews (MMF)

1. Single Mode Fibre (SMF) uses a single ray of light to carry transmission over long distances.
20AS 2E Pb (IDIDAD) Ter Broru PICo BoPEEIS SPod dInE), 28 B SHATLARS .

2. Multi Mode Fibre (MMF) uses multiple rays of light simultaneously with each ray of light running at a
different reflection angle to carry the transmission over short distances.

¥ D& Ped (MMF) 5708 diog), 98 860d’ 5708 dug), v 36 JE57w0s’ eONR0S .
There are two major Unshielded Twisted Pair Cable wiring standards used widely in networking industry.
Telecommunications Industry Association (TIA)/Electronic Industries Alliance (EIA) developed the
TIA/EIA 568A & TIA/EIA 568B standards for Unshielded Twisted Pair wiring.

ex8),06 00305 DgyBorr S&DWMFACDD Botd DY S BRE Dowd Sewd DBohh DATEFen &I ow.
=B Q QA& e 5
ﬁ®§w53§7q50 '306238 QRS (TIA) / Qvg"bé 'aod?gfb ?.‘)E)Qia5b (EIA) TIA / EIA 568A & TIA / EIA 568B
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TIA/EIA 568A and TIA/EIA-568B standards determine the order of the wires placed in the RJ45

connector.
TIA / EIA 568A 0603 TIA / EIA-568B Qdoreen RI45 SZ‘J%S &0 DY 5&13‘2):)’ ng"O@"oJ.).

Functionally, there is no difference between TIA/EIA 568A and TIA/EIA-568B standards. Only the
difference is that the position of Green and Orange wires are switched.

501‘!“&'3&5071‘, TIA / EIA 568A 08030 TIA / EIA-568B DT .:‘DC;SS é&u"g{oo Feo. S argdn A0 Sudaiw esdod

Brfe Frdo DG D Eob.

TIA/EIA 568A Wiring TIA/EIA 568B Wiring
1 & @& & W " Gren-Whibe 1@ & & & W Orange-Whie
2 Green 2 E— Orange

== == == == == Omange-White 3 == == == == == Green-White
4 Blue 4 Blue
§ ™ == == == == Blue-White § ™ == == == == Blue-White
6 == Orange 6 Green
7 == sm sm == == Brown-White 7 == == == == mm Brown-White
8 e Brown 8 ee——— Brown

|

You can follow any standard. If a specific standard is mentioned in the network installation project
documents, follow that.
Do D DATEE) WRVDBoSBY . wE IBL DOrro D) :oo.gﬁbe‘o O P8 DErod” HIPDocsedidtons, &y

29000008

If you terminate the RJ45 jacks at both ends of a patch cable with same standard (either TIA/EIA 568A on
both sides or TIA/EIA 568B on both sides), you will get a Straight-through cable. If you terminate RJ45
jacks at both ends with different TIA/EIA 568 standards (one side TIA/EIA 568A and other side TIA/EIA
568B) you will get a Crossover cable.

Q& 28 S (Boc Piper TIA / EIA 568A o Bocto Diper TIA / EIA 568B mrd) & 208 S SeaxeS Boch Dadd0 RIAS

&5"§D d%&s &oé3, oo aug ?80.13&5-53“50“ ZeeS Tocomedd. Do DD TIA [ EIA 568 Dadoreen (208 2D TIA / EIA 568A
0doin RS D TIA / EIA 568B) & Botd DGO RIS aﬁ°§a dcgo &0 DA g VS".FQ&.DS Zee5 TooTedd.
Straight-Through Cables

CAT 5 UTP cabling usually uses only four wires when sending and receiving information on the network.
The four wires, which are used, are wires 1, 2, 3, and 6. When you configure the wire for the same pin at
either end of the cable, this is known as a straight-through cable.
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CAT 5 UTP Zendof Fgrdmonr S8y dIrardo Dodtio OO DIEBEDDDE dve Trenrd Sffen Jrrgo
SDATHRVG. SDATADD Terd D, Ben 1,2,3  20605w 6. Sewes ding) b6’ ad DS oo Wb D)
5204116 BRI, B DETT-TPO° Sener Heecdood.

We can see that the wires 1 and 2 are used to transmit the data from the computer and 3 and 6 are used
to receive data on the computer. The transmit wire on the computer matches with the receive wire on
the switch. For the transmission of data to take place, the transmit pins on the computer should match

DBD 1 208050 2 SodPrptrd od EEFR HICo BoDEEIS B0 3 AL 6 SoF(RT Serdy EBoTEIS

SDAIPAOBRCDBOT) 0D Do drcdvo. Sokrjld Do D6 A’ B(EB0SD DT VOV wos. Eer YIdo o
D60 0, So;u‘&éoéﬁ DIJGo 553 .;33“5:5 &ot®

With the receive pins on the switch and the transmit pins on the switch should match to receive pins on
the computer. Here we can see that the pins 1, 2, 3 and 6 on the computer matches with pins 1, 2, 3
and 6 on the switch. Hence we use the term Straight-through.

DS’ DGE00SE DOy S0 DS VIGo DIy SoRTHRE DOy WoE DTS VOrD. BEE VAW SoTd
Ares® DOy 1, 2, 3 2060w 6 DFHS® DOy 1, 2, 3 200 6 & SrPEW. BoRIDY Do S-S D DEEY
TSP,

Following image shows the wire/pin positions of a Straight-through Unshielded Twisted Pair cable,
using TIA/EIA 568A standard.
TIA / EIA 568A o eddirfod Roos-8 oS SRab 2owb Send dng) 26/ 1S Frrousw Sod Ddo

STDR0G .

Note that the white striped wires are used to connect positive pins and solid color wires are used to
connect negetive pins.
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Cross-Over Cables
50 &6 éwesa

If we want to connect two computers together with a straight-through cable, we can see that, the
transmit pins will be connected to transmit pins and receive pins will be connected to receive pins. We
will not be able to directly connect two computers or two switches together using straight through
cables.

D000 Toth SoRPIGD DETRLD 088 €D RROEPAoTORL0E, BRGH SN i)a‘nql DIrGo Do
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To connect two computers together without using a switch (or two switches directly), we need a
crossover cable by switching wires 1 and 2 with wires 3 and 6 at one end of the cable. If we shift the
pins, we can make sure that the transmit pins on Computer A will match with the receive pins on
Computer B and the transmit pins on Computer B will match with the receive pins on Computer A.

208 .’055 (S Bocd 30593 D) &HABrAoLor £ Tocd SoRTyIGR0 s:;g Do, Sene SU VS RERS QDD

D3 H60iw 6 & Srfen 1 Hdaiw 2 & drdyCio T O SPRbdb Send wdRde. Dudw 33«03& SO\ doS,
So3Piab A P D00 D) e SoRHb B & 200D 1Oy H08akn Somrieb B  p0 z:SQ 2odocio Soriead
Solrgtol ot DRy

Following image shows the wire/pin positions Cross-over Unshielded Twisted Pair cable, using TIA/EIA
568A/568B standards.

TIA / EIA 568A / 568B asrrred) 6HG3rA0w) 26 / 29 ,gww.u SeR-udb es‘geé 635?3& 2o §wwi BIDRA.

Note that the white striped wires are used to connect positive pins and solid color wires are used to
connect negetive pins.
BN TR D FRVETO DOy SOOI DD Gorb Srien EI§ BoDEEAS TCEEEW.
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The following table illustrates the different types of twisted pair cable which must be used to connect

different network infrastructure devices.
DY ae.sséb fambr’géaé DBETVR VDETEISEEIS SDyE DG G50 HEEyh 2ol §e.:ovo=l €od DG

&GEPBooO.
Cross-over Cross-over Straight Straight
Switch Cross-over Cross-over Straight Straight
Router Straight Straight Cross-over Cross-over
Workstation Straight Straight Cross-over Cross-over
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Straight-through and Crossover terms are not much relevant for new Switch models. New Cisco Switches
are packed with a feature known as Automatic Medium-Dependent Interface crossover (Auto-MDIX).
Auto-MDIX watches for a wrong cable connection and automatically changes the pins to make the link
work. Meaning that, you can use either Straight-through or Crossover to connect any type of device for
Auto-MDIX enabled new switch models.

RE-200a TREDE Jwodden ArSD BGH ArEYL Tor 2B HDdT Goc. § DY Do e s
A oHS-EDoRotS faoeaabin 525656 (?05@ MDIX) e HOS 2.8 DS F5E Soderciaron. 5‘05013 MDIX ey Seaes
£35S B0 AcosrTren 2080k D oSoErugrr Bof DAY SobrrdE Hav) VM SFWRMS. o, b g% MDIX
FOoDoDD Eg DD IraYn D SED DOETD) wanT €I§ SaberdS @mﬁ-@so‘ O 5Redd)
SDATAOBIEN

Warning: The concept of Automatic Medium-Dependent Interface crossover (Auto-MDIX) is not
applicable for CCNA or Network+ exams. Straight-through and Crossover terms are relevant for CCNA or
Network+ exams. If you pick the wrong cable, you may lose your marks.

TN0E: etSTEE DA ohor-EoRotS Q0010 5RLDE (dgos MDIX) erdd CCNA Soe dtxf) + Db

HBowdD. goﬁ—wocﬁ 570856 eogiden CCNA dor 3&552_7 + DEZOL P0230H0DHD. D> é?’.g)s ee5 Jocdrgoots,

Do D RO %‘es‘bamb

Difference between Baseband and Broadband
f"a‘b,s"é‘ 2080k gr& erjol S06g Dyargo

In Baseband, data is sent as digital signals through the media as a single channel that uses the entire
bandwidth of the media. Baseband communication is bi-directional, which means that the same channel
can be used to send and receive signals. In Baseband, frequency-division multiplexing is not possible.
(Multiplexing (short muxing) is a process where multiple analog message signals or digital data streams
are combined into one signal over a shared medium.)

aava&ogf, Easr Ao G RN SDEFHOD 28 DoNS EPIL GRS ?orilerbn 20DEIEIB06. 533350&

smréaéaé &5-@65&)6, wotl @@ o708 VoSTrUR) DoHEEIS 0oL -?05saomc:uaé &D03°AotIeIcIB08.
aava?sogf. 23%553-&:)35 m@;éh Fesgo . (m@%)ég(aél E\0f) DD v wderh WodF wodTren O
GRS SEP DI IR APEIE0 6 8 ) &P WPeo Boedd wE PIaD.

Broadband sends information in the form of an analog signal. Each transmission is assigned to a portion
of the bandwidth, hence multiple transmissions are possible at the same time. Broadband
communication is unidirectional, so in order to send and receive, two pathways are needed. This can be
accomplished either by assigning a frequency for sending and assigning a frequency for receiving along
the same cable or by using two cables, one for sending and one for receiving. In broadband frequency-
division multiplexing is possible.
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Network Access Methods,
:,ussz, omvgb.s ;*uasé.h

CSMA/CD (Carrier Sense Multiple Access/Collision Detection)
CSMA / CD (s°58add 2Ry a:g:.ué air8yR / D™D AB8LD

In CSMA/CD (Carrier Sense Multiple Access/Collision Detection) Access Method, every host has equal
access to the wire and can place data on the wire when the wire is free from traffic. When a host want
to place data on the wire, it will “sense” the wire to find whether there is a signal already on the wire. If
CSMA / CD &° (57500506 20y &8 airsy® / FOVD ABLD) airSyd WGE, 2O F'R D), VAP FajBa
4DA Gotod 2B0ID PB ErDdE Mol DB XYV DBy EEPRY oDy, 28 wABoH D6 e Eerdd
Somro E6rehos, 28 @88 2.8 261) S €0l TE Benf DS 26 "ardd" BRood.

there is traffic already in the medium, the host will wait and if there is no traffic, it will place the data in
the medium. But, if two systems place data on the medium at the same instance, they will collide with
each other, destroying the data. If the data is destroyed during transmission, the data will need to be

retransmitted. After collision, each host will wait for a small interval of time and again the data will be
retransmitted, to avoid collision again.
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CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance)

CSMA / CA (5750056 28y 208506 a3rEyS / Er4d 23008 B60)

In CSMA/CA, before a host sends real data on the wire it will “sense” the wire to check if the wire is free.
If the wire is free, it will send a piece of “dummy” data on the wire to see whether it collides with any
other data. If it does not collide, the host will assume that the real data also will not collide.

08 3G DF Trpd Eerdd Dodod Bwodd CSMA / CA &°, 26 6ddo seard” 3D Saberdd 26 "ardd" Siood. 26
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Token Passing_
&85 2ok

In CSMA/CD and CSMA/CA the chances of collisions are there. As the number of hosts in the network
increases, the chances of collisions also will become more. In token passing, when a host want to
transmit data, it should hold the token, which is an empty packet. The token is circling the network in a
very high speed. If any workstation wants to send data, it should wait for the token. When the token has
reached the workstation, the workstation can take the token from the network, fill it with data, mark
the token as being used and place the token back to the network.
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LAN Technologies Ethernet
LAN as“lua‘,:) eaqsales

Ethernet, Fast Ethernet and Gigabit Ethernet are the LAN technologies most commonly used today.
Ethernet Version 1 was developed by Xerox Corporation during the early 1970s. Later in 1982 Xerox,
Intel and DEC (Digital Equipment Corporation) together released Ethernet Version 2. Since then,
Ethernet is the most popular LAN technology used in networking.

eaq)ales, avgg eaqsales 0803 A éac;ﬁﬁ'lés eroh @?lvé,w FerOeomr &H@BFAED. 1970 © Frdozios” aovéb
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The network topology on which all the latest Ethernet technologies built is Star Topology.

D) BEDE SiEST) 5 E57) LB BLdD e Tera 6 &°Verd. Advantages of Ethernet are

* Low cost components

ésabb aud)a 2I°TTPR
* Easy to install

ey TS
* Easy to troubleshoot

QBT DB Go Ko
All the devices (Servers, Workstations, Printers, Scanners etc) connected in an Ethernet network share a
common transmission medium. Ethernet uses Carrier Sense Multiple Access/Collision Detection
(CSMA/CD) for determining when a computer is free to transmit data on to the access medium. Using
Carrier Sense Multiple Access/Collision Detection (CSMA/CD), all computers monitor the transmission
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medium and wait until the medium is free before transmitting. If two computers try to transmit at
the same time, a collision occurs. The computers then stop, wait for a random time interval, and attempt
to transmit again.

Q) DOSEDWED (RS, éélm::@a, Do, FIE DETHD) S:6T) & JGE S BRVVOTPASED w8 PO
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Collisions were common in Ethernet network (when used in a shared media) and network infrastructure
devices like Ethernet Hubs usually have a small light on their front panel, that blink when collisions
happen in your network.
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These days, all the business networks are installed and connected using Ethernet Switches instead of

Ethernet Hubs. There is no collision when devices are connected using Ethernet Switches.

& Bad’, o) s dedoy $68) 6 Teoy, e $63)E6 D &OaIrAed Stk $3F daedora.
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Original Ethernet operate at a speed of 10 Mbps (Mega bits per second). Ethernet is capable of using a
variety of media. Another faster version of Ethernet, which is even faster than Fast Ethernet, is Gigabit
Ethernet. Gigabit Ethernet provides a data transmission speed of 1,000Mbps. Gigabit Ethernet was first
designed and developed as a high-speed backbone medium for large LANs. But almost all latest LANs are
Gigabit Ethernet capable and Category 5eand Category 6 UTP cable can be used as the Gigabit Ethernet
medium.

20238 &85 10 Mbps (DD o DSy Bred 0IBFow. &Et)S IS ostw ATV
&HABrAocE . PR GT) &5 &) DefDoSRORD ST €5 SBL) DrIDoSRD Lok B, AT 5T &. AT
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Ethernet networks typically operate at baseband speeds of either 100Mbps (Fast Ethernet), 1000Mbps
(Gigabit Ethernet).

S8 &5 amscgé Frdesore 100Mbps (au,g €658 €5), 1000Mbps (ArreS &:¢58)¢5) cBoE), esav%oé Sttod

HABFrow.
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Fast Ethernet (100 Mbps) or Gigabit Ethernet (1000 Mbps) cannot operate on network infrastructure
devices like Ethernet Hubs, Ethernet Switches and network cards designed for a 10Mbps Ethernet
network. Many latest network infrastructure devices like Ethernet Switches and Ethernet network cards
are capable to operate at speed of 10 Mbps or 100 Mbps or 1000 Mbps. (10/100/100).

&R ©:3) €5 (100 Mbps) S AL €653) ¢S (1000 Mbps) 653 €5 D0eSy, €58 €5 g 300030 10Mbps :¢53) €5
8, §%0 ErTotoDd AE), STER Do) JeE); HIDE DELIIrY HDOSTP DIVOBE. SEB) & VFL LBALD
638 & DG STv Dot BDS Trer D), w&‘)‘gﬂba‘) H8gTren 10 Mbps o 100 Mbps S 1000 Mbps Stfod
HABFraw. (10/100/100)

Even a faster version of Gigabit Ethernet, 10 Gigabit Ethernet is now available. 10 Gigabit Ethernet works
well with both fiber optic and copper media.
A eaa;sales B, DEHSBDOD Qo) Oee, Ry 10 AmreS éac;SBQJéS e90csoeTeesS’ &od. 10 ATPDES e@aﬁ
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What is Ethernet Media Standards. How to identifv bandwidth and cable tvbe from media standard

€63) & DAk Fodb, ol diair Frots§ Hod erjod(E HBak Swd S der homd

Ethernet, Fast Ethernet and Gigabit Ethernet, are identified by three-part names, which is also known as
Media Standard. An example of Media Standard is 10BASE-T. The first part of the Media Standard
specifies the transmission speed (10, in this case specifies 10 Mbps)

S:30) €5, R a3 ¢5 BB AN BTt SUFed &Tre DEE MHQosEErow, DB WA Fokd ¥ &re
2. Ddosr Focif qing) errirdsa 10BASE-T. dasre FocS cing) D arrio g:)b&;qs Dtfo DE otwod

(10, & :ooascsaoes" 10 Mbps 2g2%000).

The second part of the name "BASE" specifies that the Ethernet signal is a Baseband signal.
BASE" 200&° Botkd atio 163 €5 1) & 2us 8506 28 S 0 28 0t06 .

The final part of the Ethernet Media Standard specifies the kind of cable used. Here "T" specifies
twisted-pair cable. The following table shows the common Ethernet Media Standards.
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10Base2 Coax 10 Mbps 185m

10Base5 Coax 10 Mbps 500m

10BaseT UTP (CAT 3 or higher) 10 Mbps 100m

100BaseTX UTP (CAT 5 or higher) 100 Mbps 100m

10BaseFL Fibre Optic 10 Mbps 2Km

100BaseFX Fibre Optic 100 Mbps HD 400m/FD 2km
1000BaseT UTP (CAT 5e or higher) 1 Gbps (1000 Mbps)  100m
1000BaseSX Fibre Optic 1 Gbps (1000 Mbps)  MMF 550m
1000BaselX Fibre Optic 1 Gbps (1000 Mbps)  MMF 500m/SMF 10km
1000BaseCX Fibre Optic 1 Gbps (1000 Mbps 100m

10GbaseSR Fibre Optic 10 Gbps 300m

10GbaselLR Fibre Optic 10 Gbps SMF 10km

Note: X represents a higher grade of connection, and 100BaseTX is twisted-pair cable cabling that can
use either UTP or STP at 100 Mbps. With fibre-optic cable such as 100BaseFX, the speed is quicker than
standard 10BaseF. The “L” stands for “Long” in long wave length lasers and "S" stands for Short Wave
Length.

(1208: X 988 Frow $ILD) Ardies, 0akw 100BaseTX 100 Mbps 3¢ UTP e STP & éddirfowrio k-
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What is FDDI, Advantages of FDDI
FDDI Q2o¢3, FDDI 03”511 LAITrRBITW

Fiber Distributed Data Interface (FDDI) is an expensive LAN technology that employs a pair of fibre-optic
rings. One is primary ring and the second ring is used to replace the primary ring in the case of a network
failure. Fiber Distributed Data Interface (FDDI) uses fiber-optic cable and is wired in a ring topology and
Fiber Distributed Data Interface (FDDI) uses token passing as its media-access method and can operate
at high speeds.

Db AHarBh Ger R08yD (FDDI) peb-ess doairod asdd ws p63D LAN FoS888. a8 FFedog 8ok
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The Fiber Distributed Data Interface (FDDI) provides high-speed network backbones that can be used to
connect and extend LANSs.
Deb CeriBE trér 20084S (FDDI) g_:rﬂ—?obé. x5y, DR VR VRGP B DPBeterRS LAN e

0H00.

Like token ring, FDDI also has error-detection and correction capabilities. In @ normally operating Fiber
Distributed Data Interface (FDDI) ring, the token passes by each network device fast. If the token is not
seen within the maximum amount of time that it takes to circulate the largest ring, it indicates a
network problem.

€585 Bof o0, FDDI & 00-(0803) 00050 BEIert .:‘J“mg“ﬁe.u ST &) 0N, T whdBeh Pebd
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Fiber-optic cable such as the cable used with Fiber Distributed Data Interface (FDDI) can support very
large volumes of data over large distances.
:-,_)8.)5-93%35 Sewed, pead é?nggaé aer 'aoeaégfo (FDDI) & &BAotd SeweS Hotd DG BrTrOH 20830500 G,

Fiber Distributed Data Interface (FDDI) is an expensive technology to set up because the network
devices require a special network card and also fiber-optic cabling is required, which is expensive than
twisted-pair cable. Because most Fiber Distributed Data Interface (FDDI) installations use a redundant
second ring, more cabling is required.

b CRerBl Ger 2008\S (FDDI) @d0 28 pORD Fo8BES, Jotsotd JeE) DOST-VD PBIE JE) W
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IEEE 802 Standard
IEEE 802 grearedd

The IEEE 802 Standards comprises a family of networking standards that cover the physical layer
specifications of technologies. The following tables show the most popular IEEE 802 Standards.

IEEE 802 g“odéb JoEDE Z)O%i"rbo a8, FAE Fohd wgeren §56 B 5@562505 QOTEFL AI0E); L0, Sod
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802.1 Internetworking

802.2 Logical link control

802.3 Ethernet

802.4 Token bus

802.5 Token ring

802.6 Metropolitan area network (MAN)
802.7 Broadband technology
802.8 Fiber-optic technology
802.9 Voice and data integration
802.10 Network security

802.11 Wireless networking

802.12 Demand priority networking
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802.3 Ethernet CSMA /CD (10 Mbps)

802.3u Fast Ethernet (100 Mbps)

802.3z Gigabit Ethernet over fiber-optic cabling or coaxial cabling
802.3ab Gigabit Ethernet over twisted-pair cabling

802.3ae 10-Gigabit Ethernet

Computer Network Models

éaaab_es '?;"‘“é.)

Networking engineering is a complicated task, which involves software, firmware, chip level engineering,
hardware, and electric pulses. To ease network engineering, the whole networking concept is divided
into multiple layers. Each layer is involved in some particular task and is independent of all other layers.
But as a whole, almost all networking tasks depend on all of these layers. Layers share data between
them and they depend on each other only to take input and send output.
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Network Protocols are a set of rules governing exchange of information in an easy, reliable and secure
way. Before we discuss the most common protocols used to transmit and receive data over a network,
we need to understand how a network is logically organized or designed. The most popular model used
to establish open communication between two systems is the Open Systems Interface (OSI) model
proposed by I1SO
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0S| Model (0S| &)

0S| model is not a network architecture because it does not specify the exact services and protocols for

each layer. It simply tells what each layer should do by defining its input and output data. It is up to

network architects to implement the layers according to their needs and resources available.
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These are the seven layers of the OSI| model -
& OSI arad dnog), e Fden

Physical layer -It is the first layer that physically connects the two systems that need to
communicate. It transmits data in bits and manages simplex or duplex transmission by modem.
It also manages Network Interface Card’s hardware interface to the network, like cabling, cable
terminators, topography, voltage levels, etc.
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Data link layer - It is the firmware layer of Network Interface Card. It assembles datagrams into
frames and adds start and stop flags to each frame. It also resolves problems caused by
damaged, lost or duplicate frames.
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Network layer — It is concerned with routing, switching and controlling flow of information
between the workstations. It also breaks down transport layer datagrams into smaller
datagrams.
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Transport layer - Till the session layer, file is in its own form. Transport layer breaks it down into
data frames, provides error checking at network segment level and prevents a fast host from
overrunning a slower one. Transport layer isolates the upper layers from network hardware.
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Session layer — This layer is responsible for establishing a session between two workstations
that want to exchange data.
RO Tod - & TG Gerdw HrdyE BoLEDAD Bocd .;563%:.1@ QG w8 VW) PO ereyd

BRSNS
Presentation layer - This layer is concerned with correct representation of data, i.e. syntax and
semantics of information. It controls file level security and is also responsible for converting data

to network standards.
DBoSOR TG - & TFTO Ger DI é"éﬁc‘,‘)&oéﬁ €:08000, AP DATErCo Y e mo S8k
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Application layer - It is the topmost layer of the network that is responsible for sending
application requests by the user to the lower levels. Typical applications include file transfer, E-
mail, remote logon, data entry, etc.
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It is not necessary for every network to have all the layers. For example, network layer is not
there in broadcast networks.
0D dex6), Eo ) TFiew B0 T, SIFPERLd, DIC NS dE), Tolb Sew.

When a system wants to share data with another workstation or send a request over the
network, it is received by the application layer. Data then proceeds to lower layers after
processing till it reaches the physical layer.
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At the physical layer, the data is actually transferred and received by the physical layer of the
destination workstation. There, the data proceeds to upper layers after processing till it reaches
application layer.
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At the application layer, data or request is shared with the workstation. So each layer has
opposite functions for source and destination workstations. For example, data link layer of the
source workstation adds start and stop flags to the frames but the same layer of the destination
workstation will remove the start and stop flags from the frames.
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Let us now see some of the protocols used by different layers to accomplish user requests.
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TCP/IP

TCP/IP stands for Transmission Control Protocol/Internet Protocol. TCP/IP is a set of layered protocols
used for communication over the Internet. The communication model of this suite is client-server
model. A computer that sends a request is the client and a computer to which the request is sent is the
server.
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TCP/IP has four lavers —
TCP / IP & =rentDd D den &) o -

e Application layer - Application layer protocols like HTTP and FTP are used.
08NS Sad - HTTP 2006050 FTP 50 09800 Sad JeS sren edairAowseEaran.

e Transport layer - Data is transmitted in form of datagrams using the Transmission Control
Protocol (TCP). TCP is responsible for breaking up data at the client side and then reassembling
it on the server side.
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e Network layer - Network layer connection is established using Internet Protocol (IP) at the
network layer. Every machine connected to the Internet is assigned an address called IP address
by the protocol to easily identify source and destination machines.
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e Data link layer - Actual data transmission in bits occurs at the data link layer using the
destination address provided by network layer.
cer Do Ts - DSy &S oD e 0od Rex8), Sabd ©0HeDD Hdjo DEOTEFr GO Ger Dos
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TCP/IP is widely used in many communication networks other than the Internet.
TCP / IP Dol R0eD) e SPEotr @D S207 IS0 2:&3563,6“ &DOIPATE .

FTP
FTP stands for file transfer protocol As we have seen, the need for network came up primarily to

facilitate sharing of files between researchers. And to this day, file transfer remains one of the most
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used facilities. The protocol that handles these requests is File Transfer Protocol or FTP.
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Using FTP to transfer files is heloful in these wavs —
;_gv:@m 268 BomrdE FTP & &da3rAod) & &53“9"%36 faFe Joubrelablsblola)
s Easily transfers files between two different networks
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e (Can resume file transfer sessions even if connection is dropped, if protocol is configure
appropriately
ERER) DA/ DS 6D P DI CoDosddy, TS RO SIy16 wowd
Enables collaboration between geographically separated teams
T 9o DPBORERD 2 D] VST FEeDRO

PPP

Point to Point Protocol or PPP is a data link layer protocol that enables transmission of TCP/IP traffic
over serial connection, like telephone line.

JeowotS en FronotS Fronots FeS'sees S PPP e03a B Dof Sonb TeS’see, ad SOU'D G5 Hotd DOALES LD
@rqoe TCP / IP &8 G3wg), 2260 eodndied.

To do this, PPP defines these three things -

¢ A framing method to clearly define end of ane frame and start of another, incorporating errors
detection as well.

o 28 DDoH DYS wE PO L), HACYFD BB 2BTEA DyRo AEDostedS, S0 HYodd
S o £0A eotwod.

e Link control protocol (LCP) for bringing communication lines up, authenticating and bringing
them down when no longer needed.

PIFETE Daboge Spodd BLTHESE Dof Dabogr eSseS (LCP), ¢5yDE6oktio &bk 2EP
DDVERODYYE T Sroworddo .

Network control protocol (NCP) for each network layer protocol supported by other networks. Using

PPP, home users can avail Internet connection over telephone lines.

ey, ), FE'sS (NCP) 98 ), T TeS'srew) wcd dagdy, e @008, PPP edairnod, S
DABrTraren ST G tr(O° @otd) & SILD TSy -

As you can see, the TCP/IP model, is a bit more abstract and fluid. This made it easier to implement and
allowed it to become the dominant way that networking layers are categorized.
FotYet) érdﬁ@ﬁé%uw, TCP / IP 30533, 208 95 sboch Qoing 0d0in Gdo. A v BoScto wLHBG0 od

25 éﬁboﬁ Ten éQédm Bodrie ODSy Sordo woi'yso(ﬁ)s.) 20 B0 .

Interfaces
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Interfaces are networking communication points for your computer. Each interface is associated with a
physical or virtual networking device.

QoeTy0 bo go3rjob o DB oh SHr(AERS Frowotw. HA QoGS FIE T abcb()ésbé 2ex8)0h

HBEE0E AVEDEDH.

Typically, your server will have one configurable network interface for each Ethernet or wireless internet
card you have.
Ferdeaorr, 26¢6 23 Ethernet Soe 0 @03) & 5760 80 28 52436 Gy, RotTyR0) SN e0t00d .

In addition, it will define a virtual network interface called the "loopback" or localhost interface. This is
used as an interface to connect applications and processes on a single computer to other applications
and processes. You can see this referenced as the "lo" interface in many tools.

0o, ©b "urd &8 dor IS SR QLTCYD ©Y Dewdwd w8 TRD G, Bowdyw) VSRV, B0

VRDETD o0k DAL w8 LoRFRE BBC BROGTW DB FRPL 35 SabErdS Wby

EDMDPHODLICISE08. D 9D ey & "8 " RoTyD TP AFDEDD & SO,

Many times, administrators configure one interface to service traffic to the internet and another
interface for a LAN or private network.

s 5 9. . s 2 Iz
D8 Fr, AT FoT) &) DD ErDdS 20050 LAN G 2565 de6), §0 8 ROTYRV), 28 RoLT)

516 3006 .

In DigitalOcean, in datacenters with private networking enabled, your VPS will have two networking
interfaces (in addition to the local interface). The "eth0" interface will be configured to handle traffic
from the internet, while the "eth1" interface will operate to communicate with the private network.
DigitalOcean &, pd&S dexfoh & Eerddy &, 20 VPS Towd dtO),0f @otdygo SBA eotwod (IS
RoeByR0); ddorr). "Eth)" @otSySd @0e8) & dooc. grasdy) DE(redtrds stAy(6 dabechdued, @and "ethl"
Q003yD DD Dex T, 2075 FoEIS DABFO0 .

Protocols

Networking works by piggybacking a number of different protocols on top of each other. In this way,
one piece of data can be transmitted using multiple protocols encapsulated within one another.
egB)0f GRG0 P DB FeS'sred piggybacking Tr(oe DABRVES. & DESorT, WETPIS’ 25TPIS 2,88 el

&) oY PSSR GOrRoD Ser dng) 28 e w6 Bolechsoed.
We will talk about some of the more common protocols that you may come across and attempt to

explain the difference, as well as give context as to what part of the process they are involved with.
& o Ferde Je'sry MHBeD) JFErEErdd, G HERe DHOSEPIS DOk BfEFRe DdBeE IS
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We will start with protocols implemented on the lower networking layers and work our way up to
protocols with higher abstraction.

S0 S D JexO)oh Tows® wiven Sopeadd TE'se’y Ancen DETrPaw o WOE vofTnd FS'srywn
20 Bgo HELH DD B,

Media Access Control

Media access control is a communications protocol that is used to distinguish specific devices. Each
device is supposed to get a unique MAC address during the manufacturing process that differentiates it
from every other device on the internet.

ECIT AIrSD oSS DPP DOST R Ao edArAoS VA PSS S. P VOG0 BT E° LA RSS

DBES0 Mok DB B &BPBE Ea D0aD0ees” ws 0878 MAC Q60d0rad ToBdwd Gotod .

Addressing hardware by the MAC address allows you to reference a device by a unique value even when
the software on top may change the name for that specific device during operation.

MAC DOPar oo wsgsd{l DopBottio TR HDOST'Y) RBS BDECmo Fdo AP D08Co o LA
BPONDIDED ErE 2.8 DS DedE BOLT D) WrdostrdS Qi) B wHBCA.
Media access control is one of the only protocols from the link layer that you are likely to interact with

on a regular basis.
Dok s daboges M e DopBeistmdS wdsTgo ey Do Fab Mol drgdy F'see’y 2.68.

IP
The IP protocol is one of the fundamental protocols that allow the internet to work. IP addresses are

unique on each network and they allow machines to address each other across a network. It is
implemented on the internet layer in the IP/TCP model.

Qo20) &5 Te'smen) R0l Feg s IP TE'S w88, IP Admraren O 8Y DBjEem otron
00030 TPE DAY 208 DY WETID PRONSETIS VAT, @8 IP / TCP Hdurrs” wotd) & TFos”
95508 BODLICOBO0B.

Networks can be linked together, but traffic must be routed when crossing network boundaries. This
protocol assumes an unreliable network and multiple paths to the same destination that it can
dynamically change between.

Doy 802 9o Badeciorow, wond NG VOGO TAVMDYW ErOL) ddyoerd. & TS g

20 8200 D G); oBaAtL LTIV SO OB nng.ge:r:)& 32000, O EADS dogsy ATdB00k.

There are a number of different implementations of the protocol. The most common implementation
today is IPv4, although IPv6 is growing in popularity as an alternative due to the scarcity of IPv4
addresses available and improvements in the protocols capabilities.
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IPv4 Qéoarare E6¢ dudoin 2otarbéven Seror HErjhrr) aborr Harddrid Dododo) an .
ICMP

ICMP stands for internet control message protocol. It is used to send messages between devices to
indicate the availability or error conditions. These packets are used in a variety of network diagnostic
tools, such as ping and traceroute.

ICMP @936 @08) ¢ daboge Rod? PSS, v Sor S'o DOPBIVRD AFDeSEEIS DBST Y WG] VBTV

DoHEAS G SDAFHOBLICIB0B. & FEEL Do WBAKL GHeIGDE Hotd I Bsre el DF EDSoTTS

&0037°MHocdIETPoD.

Usually ICMP packets are transmitted when a packet of a different kind meets some kind of a problem.
Basically, they are used as a feedback mechanism for network communications.

FTPORTT w8 FEE IFE G520H DA Fodb GERD VT SOVIDYE ICMP rgEtR 26 3y,
FEMorr, Tt G, S IENY o DT OGP EDAITNF .

TCP

TCP stands for transmission control protocol. It is implemented in the transport layer of the IP/TCP
model and is used to establish reliable connections.

D6 odogn Te'sS o TCP Jewkoesd. 26 1P/ TCP 23ces o), Sorre TES” edoen Sabecdiod udasn
DIGOAOL SDLH oSS EDAFASEB06 .

TCP is one of the protocols that encapsulates data into packets. It then transfers these to the remote
end of the connection using the methods available on the lower layers. On the other end, it can check
for errors, request certain pieces to be resent, and reassemble the information into one logical piece to
send to the application layer.

TCP w30 FE'opd wed, as FERS'S Gerdn geipdod. 20 SdTd o Toves® wodkerend® &d)
DGBIV EDCIFAOD SIED ), BB HVAKDL 268 B306. R8s DBCS’, ad S'ruin SIDH Sodwy,
ER) dwgen Fmrdd esBRood, 00 ©RIRD wrabw) DeVEIS wE O E TS RHFETT)
LDRRFAT G0 SRS .

The protocol builds up a connection prior to data transfer using a system called a three-way handshake.

This is a way for the two ends of the communication to acknowledge the request and agree upon a
method of ensuring data reliability.

FeS’sees mw-mogo ibﬁ5oc'§§ 29 :.)5:)“.8.6) EOATAD) Eer 608 Aot Q:)‘S.F\'DQ' ErTofood. @b ese;jlggrba)
000 ErS HdatL Ger D?Srbbobém S B35 a’xg@:ﬁ 22088805 DS 5w53§a5 0333525 Goch Vo6 o s
Ardo.

0

After the data has been sent, the connection is torn down using a similar four-way handshake.
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TCP is the protocol of choice for many of the most popular uses for the internet, including WWW, FTP,
SSH, and email. It is safe to say that the internet we know today would not be here without TCP.

B DoDVRAD BHOTS, SRLD B TD-Brgo ToEE GDArND D' Aod. TCP BB WWW, FTP, SSH
S0B050 @R’ DI, Qo3 ), W0 PercsSen TodD WAL PATFETY JoDEH DPeS’sees. Do ArHd BD1D
Q083 €5 TCP S0t RE) ¢ GoGED Bdytho AGEJo.

ubDP

UDP stands for user datagram protocol. It is a popular companion protocol to TCP and is also
implemented in the transport layer.
UDP cdorab &ermrad TE'see ERo Gotod. 2 TCP § 28 HG Sodrdahd Je's s 200in Savee F'os” edven

3030eICIBA008.

The fundamental difference between UDP and TCP is that UDP offers unreliable data transfer. It does not
verify that data has been received on the other end of the connection. This might sound like a bad thing,
and for many purposes, it is. However, it is also extremely important for some functions.

UDP s0dodw TCP S:)JCSIS 308 SQISG",SF'OO UDP éaﬁ)&ej-b Ger 6d 290Q7008. RO EJES O3JJ925 2088 QH0S° Ger
D(EBDDE 3 DEDOETED. B 28 BE WoFo LT IDRVEE, JOAK VDY HalraTre e A6. wond, £y

Because it is not required to wait for confirmation that the data was received and forced to resend data,
UDP is much faster than TCP. It does not establish a connection with the remote host, it simply fires off
the data to that host and doesn't care if it is accepted or not.

Qotgold Ger 0G0 & HodoID G H6A Dodotrerd Dg‘dﬁ %0 IO Soko0hd w56 G, TCP %o
UDP &rer Sffore eotnod. @b 020765 3T 28 €38:0) J0myen Saie, b e :ﬁ‘awnb G Sofwod Hbasw

090A8003eE SIS S :;goaoé‘m.

Because it is a simple transaction, it is useful for simple communications like querying for network
resources. It also doesn't maintain a state, which makes it great for transmitting data from one machine
to many real-time clients. This makes it ideal for VOIP, games, and other applications that cannot afford
delays.

QO JTFEE EPTRD svmeg, :se.)sézj SAGV P ovscto H08) FPLPCE NDATTTT VL YO SEDARHESoTT Gotod. A0
28 T°PD) ORI, A 28 odogo Aol EePdy ©DE Dz-Rak oo PRI BRVod. 28 VOIP, e,

Bo8abn eseRfe Tosd RBG BRIGTVD BO GBI

HTTP

HTTP stands for hypertext transfer protocol. It is a protocol defined in the application layer that forms
the basis for communication on the web.
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eSsees.

HTTP defines a number of functions that tell the remote system what you are requesting. For instance,
GET, POST, and DELETE all interact with the requested data in a different way.
odd wa;tggg_pég‘ B i){géo)b :?)?.JD 93¢ Doen HTTP 365&7_930&. &orrded, GET, POST, &ndacin Sefoddd

e.ei)gv 8¢ Dedorr waé5goaéb G Rosdee.
FTP
FTP stands for file transfer protocol. It is also in the application layer and provides a way of transferring

complete files from one host to another.
2S5 06D TS E0 FTP Dewiood. 26 epSad Tos" €roe 6o 00k w8 ¥ Mod FSEIS g PY

260 BoEeS 28 ST WoBRVOB.

It is inherently insecure, so it is not recommended for any externally facing network unless it is
implemented as a public, download-only resource.
Q0 WodGdorr WRVCLBIG, S A LTrdor, BAND-BrGD DI IT evdven SoLEDE BT ey orT

Q308 0820%) e, E'0 Dty Sosecicd.
DNS
DNS stands for domain name system. It is an application layer protocol used to provide a human-friendly

naming mechanism for internet resources. It is what ties a domain name to an IP address and allows you
to access sites by name in your browser.

DNS &0 H& 508 &0 Dewiod. ad Q0833 €5 AWV BIPDD-2) BIPELS TPAEGE I WodotErIS
SDOIPNOB 28 0PEND T6 Te'sS. @0 a8 IP DHrarsd E200 HED IS 605w W D Faf b oo

2R P BODTEAS R .
SSH

SSH stands for secure shell. It is an encrypted protocol implemented in the application layer that can be
used to communicate with a remote server in a secure way. Many additional technologies are built
around this protocol because of its end-to-end encryption and ubiquity.

SSH 20688 26 R0 &otwod. RBESR0N Srgods” 0205 VELE S5 VS BNEEIS SDAPNCD RVIEH T’

[ WD BoRdH INDRE TETS. ©IS VEIY GF7)Vden & TES Solr ) oswEEaw, Jotgot A
Jo&-t0-Do& IV L0005 JETEID.

There are many other protocols that we haven't covered that are equally important. However, this
should give you a good overview of some of the fundamental technologies that make the internet and
networking possible

20800 VAPHOTP JPFEOVD D 56 S wdS W36 T GT) 0w, wad, Wb > Q08:3) & 20D
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Network Protocols Definition

Is a set of rules and formats for sending and receiving data successfully over the network.

08y Devobdodorr e HoDdco B0 oE dco ERo VoD LA B0 DS,

Description

e« TCP/IP is standard protocol used to communicate over the internet.
» TCP / IP @os3) ¢ S0rgd8e5 Sobredd esdairfod Frareds Fes'see.

¢ Every protocol has advantages and some disadvantages.
o 08 PESS pAiraTren Hoakd ED) WHEraTre &°) 0.

e Protocols differs in their functioning at various levels.
o DG eg“ca.m)eﬁ6 T0 DABDS’ T'e'srew D) o esotran.

s Some protocols are simpler, reliable and faster than others.
o 5 T'sren ROVRLND, 2L EHHD 00D ABDOET) DT GotTan.

e Protocol are either implemented on software or hardware.
o PSS TR0 I a’:ﬁgéfrf 908 BOVLEBEIB.

Laver levels protocols
Fabé Sroven F&'srep

Application layer protocols:

English — detected jl ﬂ

e DHCP (Dynamic Host Configuration Protocol)
* DHCP (230§ F°Q o0yi5ad Fe’s"s)

¢ DNS (Domain Name System)

e FTP (File Transfer Protocol)

e HTTP (Hypertext Transfer Protocol)

¢  MIME (Multipurpose Internet Mail Extensions)
¢ POP and POP3 (Post Office Protocol(version 3))
e RTSP (Real Time Streaming Protocol)

e SHTTP (Secure Hypertext Transfer Protocol)

e SMTP (Simple Mail Transfer Protocol)

e SSH (Secure Shell Protocol)

¢ Telnet (Telnet Remote Protocol)

e TFTP (Trivial File transfer Protocol)

110



e TLS (Transport Layer Security Protocol)
¢ URL (Universe Resource Locator)

Transport layer protocols:
dorer 6 PS’sren :

e TCP (Transmission Control Protocol)

e UDP (User Datagram Protocol)

¢ Datagram Congestion Control Protocol (DCCP)
¢ Stream Control Transmission Protocol (SCTP)

Internet layer protocols:
@0t3) & Fobb PF'seen:

e |P (Internet Protocol(IPv4)

e |Pv6 (Internet Protocol)

¢ ICMP (Internet Control Message Protocol)

¢ IGMP (Internet Group Management Protocol
e |Psec(IP Security)

Link layer protocols:
&6 P&’ o0 Dob dabod

e ARP (Address Resolution Protocol)
o RARP (Reverse Address Resolution Protocol)
e SLIP (Serial Line IP)

e Ethernet

Mobile Communication Protocols
20pS g2aridEad P& S,

Any device that does not need to remain at one place to carry out its functions is a mobile device. So
laptops, smartphones and personal digital assistants are some examples of mobile devices. Due to their
portable nature, mobile devices connect to networks wirelessly. Mobile devices typically use radio
waves to communicate with other devices and networks. Here we will discuss the protocols used to
carry out mobile communication.
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Mobile communication protocols use multiplexing to send information. Multiplexing is a method to
combine multiple digital or analog signals into one signal over the data channel. This ensures optimum
utilization of expensive resource and time. At the destination these signals are de-multiplexed to recover
individual signals.

20PS SAEREAS PSSy VAT DODOEID .mg)]:géql GOArHon. 2Psy ©dG wirv dawd Jo

derh vodorody Er e’ s Ry e QPSo BaberS ws DG, WO D8BD HHG DBk DBVAIX) DD

DIAreE D000, (dufo DG & oSTred B3 VoSTruiy 30N TodwrdS P

These are the types of multiplexing options available to communication channels —
2 SBFITOS TRYL woertnd” &) WPpsy Jobsw dsre -
e FDM (Frequency Division Multiplexing) — Here each user is assigned a different frequency from
the complete spectrum. All the frequencies can then simultaneously travel on the data channel.
FDM (8 D&l 208p8y) - wE),¢ 08 DIEFATPARED 8 Dygo od SEH 28I S0P,
) FILDT(R S0°(S e Er IS DOSTEBoBHWY .

¢ TDM (Time Division Multiplexing) - A single radio frequency is divided into multiple slots and
each slot is assigned to a different user. So multiple users can be supported simultaneously.
TDM (B85 ddad sy - w8) Sdar Epdje wIVY Feme DRoswdod O LA FE I8

DAAFETREL SEranodecircied. 5'°e.a¢;: L50% DIDBFETERD DEsPe0es ;Jocgéo 'as.‘)sﬁe_)da .

¢ CDMA (Code Division Multiplexing) - Here several users share the same frequency spectrum
simultaneously. They are differentiated by assigning unique codes to them. The receiver has the
unique key to identify the individual calls.
CDMA ( §& &dad 0SY) - AGE DD® VBT w8 FORDD] DYFA) Dgsee0es’

Doootrd. 708 PBIEDD DoSorody Serawedco WD WD) VD)o eotran. DS 55y
B0 8256 DBE & &o0d .
GSM

GSM stands for Global System for Mobile communications. GSM is one of the most widely used digital
wireless telephony system. It was developed in Europe in 1980s and is now international standard in
Europe, Australia, Asia and Africa. Any GSM handset with a SIM (Subscriber Identity Module) card can be
used in any country that uses this standard. Every SIM card has a unique identification number. It has
memory to store applications and data like phone numbers, processor to carry out its functions and

software to send and receive messages
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GSM technology uses TDMA (Time Division Multiple Access) to support up to eight calls simultaneously.
It also uses encryption to make the data more secure.

GSM o838 TDMA (820 Adad S airdyd) & Agsr00S” AIO S5y DO HQR WV, Gerd
B0808 2GS BoDEEIS O MPSCERD LIt GOAITARE.

The frequencies used by the international standard is 900 MHz to 1800 MHz However, GSM phones
used in the US use 1900 MHz frequency and hence are not compatible with the international system.
©oSTPHOL HAFE0 EDAFHODD VXYL 900 MHz £ 1800 MHz es0o0d, US &° 1900 MHz 85N’ esairfodd

GSM S50 00050 0E0HY ST AN SHVL VLTV T.

CDMA

CDMA stands for Code Division Multiple Access. It was first used by the British military during World War
Il. After the war its use spread to civilian areas due to high service quality. As each user gets the entire

spectrum all the time, voice quality is very high. Also, it is automatically encrypted and hence provides
high security against signal interception and eavesdropping.

E& A2 PS wrsyd 6 CDMA otwod. @b 0 Hots asogo Rd00306” QB e eDATHoDos
II. alogradodto o &dArde ©&S VS T StORoT D6 Fromrodd DBoDed. DB JIGFAEE
2o Todozecd ySo @) VADO, TOWD THRG TEr JDIT Gotwod. werd, B e_eeS"iue?ng.“
DaEBoIRIDSBIO mgojw oDy V)G wodtrae 0K Ddced WHE BESB EDyR0B .

WLL

WLL stands for Wireless in Local Loop. It is a wireless local telephone service that can be provided in
homes or offices. The subscribers connect to their local exchange instead of the central exchange
wirelessly. Using wireless link eliminates last mile or first mile construction of network connection,
thereby reducing cost and set up time. As data is transferred over very short range, it is more secure
than wired networks.

WLL 08 erd® 285 §ho Denioed. @b (it Jor STorjuasiry” wodednd 230 IS BIV'S 2. RBy 08
oS Q§q)o§s Briirdore SeRor 0 FIE ArB S ST . 2TD Dod) DB D0 Poed Tor eE),
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WLL system consists of user handsets and a base station. The base station is connected to the central
exchange as well as an antenna. The antenna transmits to and receives calls from users through
terrestrial microwave links. Each base station can support multiple handsets depending on its capacity.

WLL SIS DI BFfoiyead Hodasin ) fe?‘*“%l £0A Gotod. 85 fg:qs 2065 aé&)"‘? e Q30T €
VOET0BE E08. IFoBT) BERADS WEDD Dog TIT DACITHE R 0C: SPYR WOV BN
290600808, DA BB DND T JrHoTe 2)3_ [AIREATe L T DEGOEANDD SGS BB,
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GPRS

GPRS stands for General Packet Radio Services. It is a packet based wireless communication technology
that charges users based on the volume of data they send rather than the time duration for which they
are using the service. This is possible because GPRS sends data over the network in packets and its
throughput depends on network traffic. As traffic increases, service quality may go down due to
congestion, hence it is logical to charge the users as per data volume transmitted.

25065 avéges BAMr 2H0L GPRS &otod. ad Engées e DD swébéas 935“.10?2, TPE) DX
SDAPAROD) VB0 HIHG S0t T°C) VoD GEF TPURLDD BEPEOTP DIDTATAWVL B0 HATen BFW. GPRS
VRODO DEN PO TIPS’ TrEr0 DoIDED) 0N B FEFDEOBG oot T LS des) b p

BPONE &otwod. ErdS DSBS gwég, dag SPGEOTT e ey égijﬁaoo&, ro& Eer .::ﬂw:g&u LseGo

Falelent telo e ST a“g wacio ©°08), S0t Gotwod.

GPRS is the mobile communication protocol used by second (2G) and third generation (3G) of mobile
telephony. It pledges a speed of 56 kbps to 114 kbps, however the actual speed may vary depending on
network load.

GPRS 200886 S8 Boctsd (2G) Dubakw Barcisd Bbo (3G) &bArAod nBS LHurAENRD J’sS. @6 56 kbps

Sriod’ 114 kbps £ T WR006, LONIDYBS e Drio ), S°Gy BTFEHE Sotnod.

Since the introduction of first commercial mobile phone in 1983 by Motorola, mobile technology has
come a long way. Be it technology, protocols, services offered or speed, the changes in mabile
telephony have been recorded as generation of mobile communication. Here we will discuss the basic
features of these generations that differentiate it from the previous generations.

AreBeor 1983 &° D0EaGH Tredag PGS TN HDONOLE W[V Wod, FOHS G57) VL TP GG Hyod.

26 S5y 0, PSSy, OOD Toe DyE M Goctiro, 20HS GOIPIS Jrcryen DB EHrAERD cg), B6o T°
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1G Technology

1G refers to the first generation of wireless mobile communication where analog signals were used to
transmit data. It was introduced in the US in early 1980s and designed exclusively for voice
communication. Some characteristics of 1G communication are —

1G 28R 20BS SArISAS g AVGH SCo AFIWd, WY BIPH DoSTren TP 068 Sonerds
&daIrNosEEon. B8 1980 © Fdoziess US &° Hosabo Bobeciod 0050 Tand Eauridgad o pdgor

SrFodotientod. 1G sm:usaéas adwg), £y wgeren -

¢ Speeds up to 2.4 kbps
o 2.4 kbps 6% ;5le Dodoeodd

¢ Poorvoice quality

o DG TPOWD Teeagdd

e large phones with limited battery life
o 28 erdd BDBSerIS ¢ DY T

¢ No data security
o ey Bgs Jo

2G Technology
28 st‘lve?,

2G refers to the second generation of mobile telephony which used digital signals for the first time. It
was launched in Finland in 1991 and used GSM technology. Some prominent characteristics of 2G
communication are —

2G 2086 BN’ Fockd B0 WL, BB DGBFOT EELS i) ey, GOArHdd. B dFrof 1991 &
BoDocserciod HB05 GSM FoBAEB DTN, 2G S2rrgAERS clwg) EI) pawvY vErrw

e Data speeds up to 64 kbps
64 kbps H6L Ger Sn"é’)l otdedoodd

¢ Text and multimedia messaging possible
&8y 20605 Bo9Docosr Rodo o

e Better quality than 1G
1G 87ry @dds Treaged

When GPRS technology was introduced, it enabled web browsing, e-mail services and fast
upload/download speeds. 2G with GPRS is also referred as 2.5G, a step short of next mobile generation.
GPRS o8d68 HDIDR/DND, 20 D 20, 2-200006 Dden 260k didodnd oF'E/ &S &6 drod

FoDoDod. GPRS & 2G &ree 2.5G &0 Srae DOFH, SHT'S J0BS S0 L), & M SE) ST Sotwod .
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3G Technology

Third generation (3G) of mobile telephony began with the start of the new millennium and offered
major advancement over previous generations. Some of the characteristics of this generation are -
20PS SIPFD 2rcd 860 (36) G JrFwo FOood FCoFDod JOEKL JVDS ST &8 WDDB
220508, & TS PDoeIodod § Q‘l egrre -

¢ Data speeds of 144 kbps to 2 Mbps

o 2 kbps £ 144 kbps &Géxr Sfo

¢ High speed web browsing

o NG DS FEoh

¢ Running web based applications like video conferencing, multimedia e-mails, etc

o DEAP 5°5yBAyoh, WPodair B-Doagw, WETHD Vot DES BEFOS VRVDETPOR VAW
oo

e Fast and easy transfer of audio and video files

o eddr 00k DEAP P R S80I Kovgorr &
¢ 3D gaming

¢ 3D doh

Every coin has two sides. Here are some downsides of 3G technology -
08 T30 Goth P Eotw0d. )¢ 3G S57) 02 By Goderoren &) ow -

¢ Expensive mobile phones
2630 2086 Feo

e High infrastructure costs like licensing fees and mobile towers
T Dolnd FDy Deren D00k DHS LSE Dot PN

e Trained personnel required for infrastructure set up
ST LT[R T VHIGROD L TodDd Vexyod

The intermediate generation, 3.5G grouped together dissimilar mobile telephony and data technologies
and paved way for the next generation of mobile communication.
@o&)é&&cﬁ)e‘i &G0, 3.5 & DBS WV VADLOY, HS st‘luaé Q00030 Ger ﬁs"‘lua",ua) £, SBDot6 BGo

2008S L2 AENS Eo DY) ouseattod.
4G Technology
Keeping up the trend of a new mobile generation every decade, fourth generation (4G) of mobile

communication was introduced in 2011. Its major characteristics are —
0O ST §8 20BS o B3 F3JNocdcio, TS S0 (4G) 2BS SJurAERS 2011 &° pdFDYRECS.

A Hord v -

¢ Speeds of 100 Mbps to 1 Gbps
e Gbps £ 100 Mbps Stio

e Mobile web access
o D0PS De5 ArEyD
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¢ High definition mobile TV
o P EDINRD DS BD

¢ Cloud computing
o $G SoRryloh
e |Ptelephon
e |P éﬂé)%ﬁhg Y
Email Protocols
s F&'srew

Email is one of the most popular uses of Internet world wide. As per a 2015 study, there are 2.6 billion
email users worldwide who send some 205 billion email messages per day. With email accounting for so
much traffic on the Internet, email protocols need to be very robust. Here we discuss some of the most
popular email protocols used worldwide.

Q088) €5 Yoty T Yo edjod PRESE Tobd ooedeS® 2,88, 2 2015 Gjoido PSedo, Fared 205 DOaDHS

Q200G WeBTOD Dod PHoITHHo 2.6 DAL FR0NES DICIFHTFWED &) 6. Rotd) &’ trer &rdE Elo
FR00S ool &, aWanS FE'Sy Trer W Gotrd. B C YD THOM SHAPACDD wdjod G

@R0NES F'ESSYR Do 5By -

SMTP

SMTP stands for Simple Mail Transfer Protocol. It is connection oriented application layer protocol that
is widely used to send and receive email messages. It was introduced in 1982 by RFC 821 and last
updated in 2008 by RFC 5321. The updated version is most widely used email protocol.

SMTP erdes 2oowes @'33,35 eSsreS 0 Gotwod. RO ADVANS VoBTORD DoNEEFIE VBT 9ocHE HEIS

Degyorr EDATAotseds LD Er0s WRDCD Sobb FE'sS. @ 1982 &° RFC 821 oroe pd%dimdols H0003w
D68 2008 &° RFC 5321 ©rque dd800c5e¢00. SIEB0DN Wok), 6t Diydore &DIrA0DN @d0ons JS's™sS.

Mail servers and mail transfer agents use SMTP to both send and receive messages. However, user level
applications use it only for sending messages. For retrieving they use IMAP or POP3 because they
provide mail box management

20S WO B0 oS w6 DFogn SMTP K Tocd HoFTOR DOV BN V(ST
SOBrAFTE. s, DICFATDR Fow VDT VoBTOW DoDEIS drgd SID &HATAFoD. BoH

TocstRS 76> IMAP St POP3 &0 €:0030°AR07) 6 Docsogot St 200006 &6y DS 0By

RFC or Request for Comments is a peer reviewed document jointly published by Internet Engineering
Task Force and the Internet Society. It is written by researchers and computer scientists describing how
the Internet should work and protocols and systems supporting them.

RFC I egjgoe Edo 0zjgd ©d0 @ow0)6 woaddeh &rh) 6y muboin @000)6 TR Dockwgor
DB00ED 28 D6 WLE DGo. BB & DA oaky FE'seen Mook SR O der :o.mgowes" DHBoS

00T &en BO0ID LoiyTid THDIen AJD TTD.
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POP3

POP3 or Post Office Protocol Version 3 is an application layer protocol used by email clients to retrieve
email messages from mail servers over TCP/IP network. POP was designed to move the messages from
server to local disk but version 3 has the option of leaving a copy on the server

POP3 I 'Y b TS Ror) e 3 0d0 TCP / 1P D8y, 00w O od @dwonsd RodT iy 300
Focszedd RA00WES Gonold &DAFAS w8 wREND Jabd Fe'sd. VOE ol FRE GRI),  RodT O™
S6DoSEIS POP drdeen Bobecon, 000d DER 3 0E(E 28 S0 HADDE wdsdo &od

POP3 is a very simple protocol to implement but that limits its usage. For example, POP3 supports only
one mail server for each mailbox. It has now has been made obsolete by modern protocols like IMAP.

POP3 936 essuen BoDErdS Trer RIOERI0 eSsees, =D wd Z):Dwmb‘l DBHDB0 D0, GETFLFERLD, I
Doy, POP3 28 200w 06 20F S0g0 0. IMAP o8 568 PSSy @y ss’ Gob,

IMAP

IMAP stands for Internet Message Access Protocol. IMAP was defined by RFC 3501 to enable email
clients to retrieve email messages from mail servers over a TCP/IP connection. IMAP is designed to
retrieve messages from multiple mail servers and consolidate them all in the user’s mailbox. A typical
example is a corporate client handling multiple corporate accounts through a local mailbox located on
her system.

IMAP @50 Q0t)0) &5 200 airSyd TFe'seeS. amuone oot TCP / IP SDES orqUe 20006 DOLY o BB

Dod T A8A Totrrdd Joends tabeedd REC 3501 oo IMAP Dds&o:ﬁmdoé. IMAP 2353°0% 2000085 268

Aol DodTon 80N TostrdE Loakw obrad dwe) woweryEy TOY ©yodd DKo Bahordd

ErTodotierCod. eI ;'35‘;5{025* €0) 28 g MaweryEy oo Dew 966366 oo ABred ?6565 gaxots
@ @ ©

08 GIPR00 .

All modern email clients and servers like Gmail, Outlook and Yahoo Mail support IMAP or POP3 protocol.
These are some advantages that IMAP offers over POP3 —
) E0AS FR0WS Fowokw dadw Gmail, Outlook 0808 Yahoo owe sugew IMAP Ga POP3 PeSsees

03 DO, 7D IMP POP3 2 @obowd §) pairamren -
e Faster response time than POP3
» POP3 S0 Srforr B8R0 Daoodo
¢ Multiple mail clients connected to a single mailbox simultaneously
o 2OV 20000 Fowog w8 owery 8 IEsTvod” §3§ Sabedimron

e Keep track of message state like read, deleted, starred, replied, etc.
e DOID, FOAIIGR, DEIoLD, Lavjgdo fa::)‘):fb, 2ETHD Hotd DoddE .’8@3 ¢rS oo,

¢ Search for messages on the server
. ’:odsg PodFre Eho Footsod
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VolP

VolIP is the acronym for Voice over Internet Protocol. It means telephone services over Internet.
Traditionally Internet had been used for exchanging messages but due to advancement in technology,
its service quality has increased manifold. It is now possible to deliver voice communication over IP
networks by converting voce data into packets. VoIP is a set of protocols and systems developed to
provide this service seamlessly.

To0D L6 @B S PSS Eo VoIP 08I0, @b @00y SN Dowaw WrdRoed. Fopmrasore
'aoéoa'lés LDoFFTO mabc: BoHeeds &H@rAotG0d, o JoSaE Eaéagﬂa‘)o epe'_.’).bag) Bodos, o aBoog),
TPeagts TPeagt @S Ot OB, rfERS” S8 derddy Hr0y¢ dabde oo IP ;msseg SSUSIES IR ETNY
ododco f;?;’g)bci) 3“6,551)@&)0@. VOIP & 2230 e e90H0ocstdS 9.92‘,’)53;% WORLICRD g%s‘ sren 00Ol
SdRe DS.
Here are some of the protocols used for VolP -

H.323

e Session Initiation Protocol (SIP)

e Session Description Protocol (SDP)

¢ Media Gateway Control Protocol (MGCP)

¢ Real-time Transport Protocol (RTP)

e Skype Protocol
We will discuss two of the most fundamental protocols — H.323 and SIP — here.

H.323

Is a VolP standard for defining the components, protocols and procedures to provide real-time
multimedia sessions including audio, video and data transmissions over packetswitched networks. Some
of the services facilitated by H.323 include —

FEden DD LG LA, DAEMD® 20O BT DITOS 03 Da-Ra005 mgh)&,oi:n 2D WoBOBEEIS

grrren, PiS’sren Hubain drarok QBRoeSEIS VolIP Pareeo. H.323 & maded ) dadew -

¢ |Ptelephony
e Video telephony

e Simultaneous audio, video and data communications
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sip

SIP is an acronym for Session Initiation Protocol. SIP is a protocol to establish, modify and terminate
multimedia sessions like IP telephony. All systems that need multimedia sessions are registered and
provided SIP address, much like IP address. Using this address, caller can check callee’s availability and
invite it for a VolP session accordingly.

SIP 200 2Rhchad PE'sS oo wody drdo. IP @D B0 HPdair BRZ oy BoLEEdS,
BB BIBOID B0AoSEEIS SIP 28 FeS'sre. HPAair VAP VBVED VY JSPED IP DLTET ST
SIP QEOTPAFD DD BFPAD S0OC5D 90QOBSLIETPON, & DETFAF &H0ITAD, SPob SO0 LB B3P

630.‘3):)133;) 06050 T PS°Go 2.8 VoIP 20020 &0 6:)‘1 Uibﬁsi)or:bé:ﬁa‘).

SIP facilitates multiparty multimedia sessions like video conferencing involving three or more people. Ina
short span of time SIP has become integral to VolP and largely replaced H.323.

SIP 0> S 0Bl DD Hod HHOd DAMr °\30h Dot eI 2ot DHHHO Bod6.

ARy 570 HHRES’ SIP VoIP £ 2D 200050 DL SM H.323 Fraod’ &od.

Wireless Technologies
230 B 0AD

Wireless connection to internet is very common these days. Often an external modem is connected to
the Internet and other devices connect to it wirelessly. This eliminated the need for last mile or first mile
wiring. There are two ways of connecting to the Internet wirelessly — Wi-Fi and WiMAx.

Wireless connection to internet is very common these days. Often an external modem is connected to
the Internet and other devices connect to it wirelessly. This eliminated the need for last mile or first mile
wiring. There are two ways of connecting to the Internet wirelessly — Wi-Fi and WiMAx.

Qo0 ), DTN EILD & B’ VOEITEG0. ST e SPED R0WT) ), VWP, FBE DOSTVR
BB SeTP SePBo0d. BB (1S e To NG Doed PBohi VJHTZV) BRDVod. Wi-Fi  dudain WiMAX -
BHCITS @otaT)tw) Dot AFTrenRP)ow.RotB) ) DOV €D & Bwd’ WOWrETome. Sode Py
rE Q0T &), 0VoEEAoE, RSE DOSTrO AAGTSorT feni)dod. Bd (Y e For VG

D00 D8oh wHHT) SVDVoB. Wi-Fi HBoXw WiMAX - SHErd @otdyew) Both BHFTreOT™)oD.
Wi-Fi

Wi-Fi is the acronym for wireless fidelity. Wi-Fi technology is used to achieve connection to the Internet
without a direct cable between device and Internet Service Provider. Wi-Fi enabled device and wireless
router are required for setting up a Wi-Fi connection. These are some characteristics of wireless Internet
connection —

Wi-Fi 030 23 D%S{obojoééo ©08D D00, HOST IS LB RO &5 WED TDEA), Boes] DAL SewsS Sehor

Q0823 ), EDED FJOoerDE Wi-Fi Joddsed edairfoieaciacdod. Wi-Fi SRERVY DU"D&D Boioredd Wi-Fi
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rBootiad HBEGe Sdoin 20 T dRTo. G DB 'aoé.)agés EREQ a8, §°§):l LEED -

e Range of 100 yards
¢ Insecure connection
e Throughput of 10-12 Mbps
If a PC or laptop does not have Wi-Fi capacity, it can be added using a Wi-Fi card

The physical area of the network which provides Internet access through Wi-Fi is called Wi-Fi hotspot.
Hotspots can be set up at home, office or any public space like airport, railway stations, etc. Hotspots
themselves are connected to the network through wires.

Wi-Fi @rqoe @otad) 6§ oo oot del) ), &3¢ Jrodo Wi-Fi ;s'»erbbes @ DLFE. ey b o,
sPorjRoto Go DArrgal, P R Hotd RGC wirdern PETLS” Joyew Bobedaraw. ;JGQTQDPSD P DY

opNe 56.)562% gbg BabecErown.

WiMax

To overcome the drawback of Wi-Fi connections, WiMax (Worldwide Interoperability for Microwave
Access) was developed. WiMax is a collection of wireless communication standards based on IEEE
WiMax provides multiple physical layer and media access control (MAC) options.

Wi-Fi §358 S'Frodo 066osmrdd WiMax (855 airsyd Ehe ghouarh @8 o) ©DByE Soseded.
WiMax IEEE esgrGore 980 S80S parmre 2506 WiMax Ded &8s Sahb 20008 G airsyd Soi'sS

(MAC) Do & 9063006.

WiMax Forum, established in 2001, is the principal body responsible to ensure conformity and
interoperability among various commercial vendors. These are some of the characteristics of WiMax —

2001 &° Frdowseadd WiMax D'do, DD ey Do 6y DS 0050 WosfHsan Agrdod PN VoY, B

WiMax ca;\.)SzT Ebl L ErreD -

¢ Broadband wireless access
¢ Range of 6 miles
e Multilevel encryption available
e Throughput of 72 Mbps
The main components of a WiMax unit are -

¢ WiMax Base Station - It is a tower similar to mobile towers and connected to Internet through
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high speed wired connection.
WiMax B0 [0S - 20 0BG LI JPOOT wE LHd 0L F° yE DL SDLD T(T° WD) ), 1§

BDosecdod .

e WiMax Subscriber Unit (SU) - It is a WiMax version of wireless modem. The only difference is
that modem is connected to the Internet through cable connection whereas WiMax SU receives
Internet connection wirelessly through microwaves.

WiMax f’ogbbo.beaé oS (SU) - @b DBD dréad cdwg), WiMax ZJQS. 28 B A0S, ArE Sends

SED T R0T) W), BRVVOTTAoBWG  God, wond WiMax SU 208D oo R00) 6 SIS
OGP0 06008006 .

Internet Protocol Version 4 (IPv4)

The Internet Protocol version 4 was designed to be allocated to approx. imately 4.3 billion addresses. At
the beginning of Internet this was considered a much wider address space for which there was nothing
to worry about.

Q083 & TS S DG 4 AP Seranostrds ErJodosncos. 4.3 DD DWTre. Qotd) & Fozod
26 PO DFED BED Yoo 2rdotiedod, T ERo oS¢ Db S

The sudden growth in internet users and its wide spread use has exponentially increased the number of
devices which needs real and unique IP to be able to communicate. Gradually, an IPS is required by
almost every digital equipment which were made to ease human life, such as Mobile Phones, Cars and
other electronic devices. The number of devices (other than computers/routers) expanded the demand
for extra IP addresses, which were not considered earlier.

Q0828) & DICTFTEeD Lo o7 DYyd & i0eS 8 € DAL IYydorr SIS Bad IS daeS
2080k FE IP wBd6e HOET L Doy PBACS. gLvorr, INBS T, S°E oakn RS JVFAS VOLTL Hot
A eé,:)avm:l BRHoST=S B2 o) OO ARt HASTren af IPS @5dd0. HBSTrO Qo (Soritadd / G"exd

SPE00) WEHD DD DEHTHFL Eo Garo) DBodod, DB B0t HORE3STED.

Allocation of IPv4 is globally managed by Internet Assigned Numbers Authority (IANA) under
coordination with the Internet Corporation for Assigned Names and Numbers (ICANN). IANA works
closely with Regional Internet Registries, which in turns are responsible for efficiently distributing IP
addresses in their territories. There are five such RIRS. According to IANA reports, all the IPv4 address
blocks have been allocated. To cope up with the situation, the following practices were being done:

IPv4 cBg), Seranos) @otd)E epd dowbdy eoie08) (IANA), QotaB) ¢ ?6636?‘.15 D6 D A0y wok Dowabdy
(IcANN) & :o:uascmoé‘ DBETFoSCOB00 . DIV Fodah WotsT) & aez.?ggj“ £ DIBY0d, T Froored DD
WEORPHrOR DdgdodorT Do SobedS ereyS Dirran. 26 Hoéd RIRS &%) aw. IANA Qdbge Psdo, @)

IPv4 eogld g’éh §e.3°oo>oéuc§o.n. :)65’8@2) Q@Sﬁbéwaé, So0d sTTreD 2o aw:
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e Private IPs: Few blocks of IPs were declared for private use within a LAN so that the
requirement for public IP addresses can be reduced.
DOSEIP en [P o g EQ) greven w8 LAN & pd6 andirto Eoo psdoagran, g8 D8 IP

QTP es.b:oco:)l SOOI

e NAT: Network address translation is a mechanism by which multiple PCs/hosts with private IP
addresses are enabled to access using one or few public IP addresses.
NAT: D86 OED EPOYaR @b s DS IP ddhardrod &ddrhod ) doderds ?gées PC g8

22370% PC e / 3530 0000808 208 0Dogromr) SNDE0y -

¢ Unused Public IPs were reclaimed by RIRs.

What is TCP/IP?

TCP/IP is a set of protocols (Protocol Suit) that enable communication between computers. Protocols
are rules or standards that govern communications. If two devices in a network need to communicate,
they need to use a common protocol. This can be compared with how humans speak. A French person
cannot communicate with a Vietnamese person since they speak different languages.

TCP / IP 930 SoRaritag 20655 Roaredy FPoodod FE'sesy cing) w3 (FES'ss wre). Tes'seen Dodadrew
I pareren Dol VAT, w8 EY Totd DOETV LHrFIES Basrecd, TEH wE Frin TETS
SOArHOTY. BIEHRDLD APELIDYE @0 ToyBuoy. w8 Pod Hi Dabd) WO B8S drgradcn, T DG
2PNV ATEFETRD.

You can select from different network protocols to use in your network, but TCP/IP is the industry
standard. Almost all Operating Systems now support TCP/IP. Internet is working on TCP/IP. TCP/IP is
known as "the language of the Internet." If you want a computer to work on the Internet, you have to
use TCP/IP.

Q6 D e, DT deagE), TSy od DB B0y, 52 TCP / IP D03 VAPROM® Gotod. TP ©)
50800 5078533 @y TCP /1P & 0GBk RRB. r;aoeaalei TCP / IP &° 02 S7od. TCP / IP & "qoma'les "

D DLV, A S0P R0txd) €5 DA BaroRL0E, W TCP / IP 0 &ddrAoaed.

Features of TCP/IP

The industry was using TCP/IP around 35 years. It is a tested and proved protocol suit.

6 00320 TCP / IP 2 060 35 DTy TrcdS00. 20 DL 0050 AEFHSD F&'sS orar.

1) Multi-Vendor Support. TCP/IP is implemented by many hardware and software vendors. It is an
industry standard and not limited to any specific vendor.

€ 20320 TCP / TP & 208076 35 D¥ye0 Srco&od. a0 DOELD 20005 Erdagud JFis'sd oar.

123



2)Interoperability. Today we can work in a heterogeneous network because of TCP/IP. A user who is
sitting on a Windows box can download files from a Linux machine, because both Operating Systems
support TCP/IP. TCP/IP eliminates the cross-platform boundaries.

RO WIFSTRE. & Eer o TCP / IP clog), DDEIRD DY DASDIN. 2.8 Do&D erEy &r8y2y atarad
P8y adogo Aol PYR <36 amg‘;dna, ocagos e80T POy Tockr TCP / IP 8 Sugdran. TCP / IP °5
Frtryo DOFGOD FOAS.

3)Logical Addressing. Every network adapter has a globally unique and permanent physical address,
which is known as MAC address (or hardware address). The physical address is burnt into the card while

manufacturing. Low-lying hardware-conscious protocols on a LAN deliver data packets using the
adapter's physical address. The network adapter of each computer listens to every transmission on the
local network to determine whether a message is addressed to its own physical address.

o286 wEdoh. BB JxE) WErHE BDoBTFHOT DBEIVD HBATL FTHW F'AE DT S9A God, @0 MAC

Dorar (Soe ;)'5256 DEOTET) TP DenSeacoctod. Sairdes’ FAE Ddorar svgJeS" SLNSIGIMEE SR

Bog), FF'BE DEOTAP EDATRAD w8 LAN & &) ewgo 53620 FeS'sre Ger FBH eerE SFraw. I

SoRryeab cing), dexE), wEps 308 :;msssga 00 20603 ag RoBTR) 3% Tod &AL DOTITL Dodowrd® T&

AFonodEeIS :)aama.
]

For a small LAN, this will work well. But when your computer is connected to a big network like internet, it
may need to listen to millions of transmissions per second. This may cause your network connection to
stop functioning.

2,8 DY LAN E'%0, 26 e 0 S3000. 57 Do Eoirjeb @03 & Ho ¢ 6L, €5 0D, WO VEIVL

DADHY DIT VL DDA, RO 2 Ve E), ALY DTS S°6LI0 SPIRY.

To avoid this, network administrators often segment (divide) big networks into smaller networks using
devices such as routers to reduce network traffic, so that the unwanted data traffic from one network
may not create problem in another network. A network can be again subdivided into smaller subnets so
that a message can travel efficiently from its source to the destination. TCP/IP has a robust subnetting
capability achieved using logical addressing. A logical address is an address configured through the
network software. The logical addressing system used in TCP/IP protocol suit is known as IP address.

AID JardotdeS, 5&55& Qoegrrren Sour ':)'-“’.l béosdga‘n ::)a‘)l beascbgm 2:&.:555 g:;"ios;l égoéoc:bs.) Srexd
Dot DOETVR SDOIFAOD DPRoT ), SEr(T® 28 ) Mol wareds Eer s w8 bé.)s&sg DBR
R, R0STETD0N . 2.8 DE), 200y DY 5 I 0" ELDBD BADLEDBEE, STPIT° VST T Hareo ol
(053 ddugdosarr Hatrdossduy. TCP / IP er2sd egdofi eddirAod F0edd ws wuRd vEytoh
F&Geo God. T8 DT 0D dexE), &:355 Tgoe Sy Soedd ddomrar. TCP / IP TeSsees rares”
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&0AIrHow eSS wEoh DPB) IP ARPHITT DV,

1)Routability. A router is a network infrastructure device which can read logical addressing information
and direct data across the network to its destination.TCP/IP is a routable protocol, which means the
TCP/IP data packets can be moved from one network segment to another.

Routability. a8 &b g ::e.agéb ea;agnzm 00580, Ad ae.:séz, woder T°) 8 DETPAF DAFTGe SBaiL
DAL Cerdy SODLtL Soddey. TCP/IP der &559:» 28 e ), D otS ol WEEEEIE B6Docsrivsd @do
SoE e 28 DYA.

2)Name Resolution. IP addresses are designed for the computers and it is difficult for humans to

remember many IP addresses. TCP/IP allows us to use human-friendly names, which are very easy to
remember (Ex. www.omnisecu.com). Name Resolutions servers (DNS Servers) are used to resolve a
human readable name (also known as Fully Qualified Domain Names (FQDN)) to an IP address and vice
versa.

polel) Oeaowlg:qé. IP DdTdare Soargeas B0 rTobomrdd HOBGID AFden @HE [P DHTrATO
toocEacio 850, TCP/IP Ar Ardd-2)IrRregs HEd GHoIrAesmrdS wRdRed, B8 MHEosE o3
orer oo (Ex www.omnisecu.com), a0 00,0008 OG> (DNS D) 8 &rdD Bctends HHXL (e
?58)}35, 200 ?3533 (FQDN) 29 &tz 2enrtd) [P Qdorrdrdd  &odoin @d deorr chgorw &ot1od .

3)Error Control and Flow Control.The TCP/IP protocol has features that ensure the reliable delivery of

data from source computer to the destination computer. TCP (Transmisssion Control Protocol) defines

many of these error-checking, flow-control, and acknowledgement functions.

&0 dodogrs wockn P got’s. TCP / IP Fei'srery), Borwo SoRriwb Mol dersy DIghAch adsb vy
SoRygecd), Dgood Dusga O eod. TCP (@503&?0;)1.’45 Eot5’eS TeS°see5) & EarddY, HIvEE-DaDode, B0
668 D080 DB,

4) Multiplexing/De-multiplexing. Multiplexing means accepting data from different applications and

directing that data to different applications listening on different receiving computers. On the receiving
side the data need to be directed to the correct application, for that data was meant for. This is called

De-multiplexing. We can run many network applications on the same computer. By using logical

channels called ports, TCP/IP provides means for delivering packets to the correct application. In TCP/IP,
ports are identified by using TCP or UDP port numbers.

2o0d0h /  A-wvdndscmo. BREy ©d0 W wHGTR ol EerdL V(SRS BBty DB
VRIETFOL DG D(E00S CoFJRGR Do TPTS EEPD G688 SR0B. VGEODD DN, @ der o
&B0DD VATTCo E0 VPD GEPPRLH BP0 DodoTD. I &-2088y 8 L. oJw BB SoTRE WdS
66y BT O WS dadiwdn. B8 S &DdrHotte TPy
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TCP / TP &', TCP &z UDP &§ Ropjoiy &ddrfodcte e 6 MHosewcarow .

TCP/IP History

The predecessor of today’s Internet was ARPAnet, created by the Advanced Research Projects Agency
(ARPA) and launched in 1969 during "Cold War". The extreme distrust that existed between USA and
USSR (Soviet Union) was almost on the verge of a nuclear war during that time. "Cold War" was the term
used to describe the relationship between USA and USSR during period 1945 to 1990. ARPAnet was
created in response to the potential threat of nuclear attack from the Soviet Union. One of ARPA’s
primary goals was to design a fault-tolerant network that would enable U.S. military leaders to stay in
contact in case of nuclear war.

LEOTSD 606y @’553 D&y (ARPA) B3 233055828 ARPANet, ¢ @oead) €5 cing), Qrogecy 1969 &° "€ 06"
P00k Fodotsttoss. USA 208050 USSR (AFDaHes aordakd) g edy oo & pinoos’ e
cBgo BNE), oD God. "ID) a0Ge” @DA 1945 Aol 1990 HELH USA 2080k USSR © H06% Roeored)
DHBoSTIE &DArAoGod. VDo AN Kod e PGS Doe)0HoRD RIS 080 ARPAnet
Byfosiediod. US 2IS mrabeben e oinge DRoDoss opBoRdE” &oktrdd Sircdd ws SRy -Std
Zbea'scfoza SrFodoutrd& ARPA W8, VD 0?5066 2088,

The protocol used on the ARPAnet was called Network Control Protocol (NCP). As the ARPAnet grew,
however, a new protocol was needed because NCP was not able to fulfil all the needs of a larger
network.

ARPAnet &° &03rAoDd SeS’sten) DexE) SotS’S PeS’sees (NCP) 0 e eond ARPAnet 6o, a8 §¢

P57 5R0ER00 Jociogot NCP 28 ¢ D), GBE), 8y WIRTV REDENTEN an0d.

In 1974 Vint Cerf and Bob Kahn, published a paper “A Protocol for Packet Network Interconnection.”
This paper describes the Transmission Control Protocol (TCP), which eventually replaced NCP.

1974 DotS by oBon ered S, 28 DD "3"535 NG BB JES" @D 28 DT V8o, & SHS0

SRS Sot’S FeS'seS (TCP) a0 D3ORV0G, D503 NCP Fots” od.

By 1978, testing and further development of this language led to a new suite of protocols called
Transmission Control Protocol/Internet Protocol (TCP/IP). In 1982, it was decided that TCP/IP would
replace NCP as the standard language of the ARPAnet. RFC 801 describes how and why the transition
from NCP to TCP was to take place. On January 1, 1983, ARPAnet switched over to TCP/IP, and the
network continued to grow very fast.

1978 T8, & i HOL 00K Bo00d WDHBS ge:s%as SotS'S PSS S / @oed) €5 FeS'seeS (TCP / IP) @0 D

£ e PeS'sroch troded. 1982 &°, TCP / IP NCP &> ARPAnet CE), FO0erds e B8 BR0ED JGowosrdd.
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NCP &ooc TCP &£ SACy Jer 2E0HB008 SO0 Joted 2trdesS RFC 801 DDBR0H. 2D 1, 1983 &,

ARPAnet TCP / IP £ 38500008 &08030 :’“5525 e Dol 19?35399 RoHoA.

ARPAnet ceased to exist in 1990. The Internet has since grown from ARPAnet’s roots, and TCP/IP has
evolved to meet the changing requirements of the Internet.

ARPAnet 1990 &5° &8¢5° 2DAT o0, 'z?oe.)a‘les ool ARPAnet 03)052; Sarere) dod DBA0H, daiw TCP / IP

@oealé o), SGS0R) BBVT VL LT &cﬁabo‘ﬁoa.

Internet Protocol is one of the major protocols in the TCP/IP protocols suite. This protocol works at the
network layer of the OSI model and at the Internet layer of the TCP/IP model. Thus this protocol has the
responsibility of identifying hosts based upon their logical addresses and to route data among them over
the underlying network.

TCP /IP @’y 2™ prrd PeS'sd” @00 Te'sS 288 . & TS 0S| areid cng), dexf), Toes
200030 TCP/IP 2rcd ding), R000) 65 TES° DIB0s . wokid & TE'sS o0 o) ALPArOP
VLEPODERD BB Q0D ereiit HBAKD ot DN T gy Eeran 0Ty erciBdy DN eotwosd .

IP provides a mechanism to uniquely identify hosts by an IP addressing scheme. IP uses best effort
delivery, i.e. it does not guarantee that packets would be delivered to the destined host, but it will do its
best to reach the destination. Internet Protocol version 4 uses 32-bit logical address.

Internet Protocol being a layer-3 protocol (OSl) takes data Segments from layer-4 (Transport) and
divides it into packets. IP packet encapsulates data unit received from above layer and add to its own
header information.

IP Header Layer — 4 Data

Sopb -3 TeSsee5 (051) T &) @otB) & FeS’seS TG -4 (Goeew) dood Eer ) 0830 SBE0H0t0d 603D FyB
DER006. [P F§EE 0 TG Bod Todd Eer alardew) encapsulates 2BAKD 2 Do QS LAFTTo &'cocdod.

Oatet
0 Version THL psc? ECN ‘ Total Length

1516 18 19 A
Identification H Flags || Fragment Offset

18
Time to Live ‘ ‘ Protocol " Header Checksum

1

1
1
1

Source Address

—erPr—e
W

Destination Address

[Image: 1P Header]

The encapsulated data is referred to as IP Payload. IP header contains all the necessary information to
deliver the packet at the other end.

SN Gerdo 1P De5° & AFDPE. 286 @oTees’ ﬁvzgée»‘l ©000REPAS WIHVEOD ) BIVERD VIFTT) IP
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0°¢i6 £0A cotod.

IP header includes many relevant information including Version Number, which, in this context, is 4.

Other details are as follows:

02 39EES” LodE DogE TP BIE VoLHS DITTTTo Gotod), & VoEEyos’, AG 4. BE DIT"D & Sobds DeSorr

& ?J"‘)'O)) H

@ﬂ&oes

Version: Version no. of Internet Protocol used (e.g. IPv4).
Ro0x), 683 WoR) GEs oy RotID) &5 D5 5reS SDABrAoTD (&0, IPv4).

IHL: Internet Header Length; Length of entire IP header.
IHL: @033 €5 L6 Pt dwgo [P b aog), D).

DSCP: Differentiated Services Code Point; this is Type of Service.
DSCP: 36> St Daden E& Jrowots; @t dar DES.

ECN: Explicit Congestion Notification; It carries information about the congestion seen in the
route.

ECN: 2353209 208’0 SBHIRD; 20 &0rgod® (rdd 66 (800 DAFTdo &ob.

Total Lansth: | ensth of entire IP Packet (includine IP header and IP Payload).

2o Tety: 2oodo IP &536 g Fesady (IP bgg 0005w [P S°E 285F).
Identification: If IP packet is fragmented during the transmission, all the fragments contain

same identification number. to identify original IP packet they belong to.
PRSI PG DHaDIS’ [P FES DBosnidiond, By Ferew wd HBX Roppy €9
oo, BRTR IP BB 760 BocserdS.

Flags: As required by the network resources, if IP Packet is too large to handle, these ‘flags’ tells if
they can be fragmented or not. In this 3-bit flag, the MSB is always set to ‘0’.
Boten: IP D1 AEErotierdS erer DGO cold, 0 'Phy ©d DddFan, ©d IDyd)o ol Jor

SONED DAy, & 3-8 P, MSB Jpipyer 01 & 2e5 Sabderdod .

Fragment Offset: This offset tells the exact position of the fragment in the original IP Packet.

D5 & e5NES DT [P F(BES° DDYBR0D F08 Bendvosd .
Time to Live: To avoid looping in the network, every packet is sent with some TTL value set,
which tells the network how many routers (hops) this packet can cross. At each hop, its value is
decremented by one and when the value reaches zero, the packet is discarded.
IS B30: ), D0y DAZ HNWL, DB FGES E) TTL Dewsd DWEE DoDCOBE0s, & D oo
A FeY (%) beasd:»zjcl BPSed. PO DY, oD Jend 2880 SATB0d DBOKDL Dewd SEAE
BOLOD) 2)YE, F5E Do) Botseacod .

Protocol: Tells the Network layer at the destination host, to which Protocol this packet belongs
to, i.e. the next level Protocol. For example protocol number of ICMP is 1, TCP is 6 and UDP is
17.

TS nang FR 3¢ gl TE Bendood, & FES TS DoHB, VIM SO Frow

P, erriron ICMP ding), F'ss Roady 1, TCP 6 08030 UDP 17.

Header Checksum: This field is used to keep checksum value of entire header which is then used
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to check if the packet is received error-free.
3066 Checksum: & ¢ 2ogo 398 A0E), BEYRD DLVH GoWTPAS EOMTASREBI0, Bd 58 S

%Sgaoma&os S8 39D FoDTrIS &DATALIICIE0D .

e Source Address: 32-bit address of the Sender (or source) of the packet.

Ao QT &5395 00T (T Soreo) aBoos), 32-D¢5 Dorar .
¢ Destination Address: 32-bit address of the Receiver (or destination) of the packet.
(5050 DO F§EES g, VGEG (T davgo) dlws), 32-DE5 DEararr.

e Options: This is optional field, which is used if the value of IHL is greater than 5. These options
may contain values for options such as Security, Record Route, Time Stamp, etc.
DS DTS BE); Ded 5 S0l IL I &0l BO Trclerd DSOS Edo. & m&asvw 335:150&3, o5~

6e5, 95 Fod, W0ETD rth E0 Dewdeody DA Gocaduiy .

IPv4 supports three different tvpes of addressing modes.:
IPv4 QE0TPaT°e0) LH0I°¢) 535(1) mgmom sbacg&’_\})o@:

Unicast Addressing Mode:
SBAEY eEdoh rk:

In this mode, data is sent only to one destined host. The Destination Address field contains 32- bit IP
address of the destination host. Here the client sends data to the targeted server:

& g, G ﬁi‘?’b Srgdo G DobREBIG. ERIAD VLD i_ag &S (050 ;fv‘g; aog), 32-D8 IP Dbordr

€000, RE) ¢ S0 LEJ DELW); EET DoRDBLO!

Client

Broadcast Addressing Mode:

In this mode, the packet is addressed to all the hosts in a network segment. The Destination Address
field contains a special broadcast address, i.e. 255.255.255.255. When a host sees this packet on the
network, it is bound to process it. Here the client sends a packet, which is entertained by all the Servers:

& 63", JES dh) Derros’D ) WABoDHVS PRoNOBEBG. ERIND WED DS 8 VBE VIO

DATPEP0 §DA &od, AT 255.255.255.255. 28 wABow & g0y DTy SrRHDYED, ©8 FRD Soberdd

SE0EIC B0l R Foots FFFED) DoXDBG, A B VO DJo Foceed:

Multicast Addressing Mode:
This mode is a mix of the previous two modes, i.e. the packet sent is neither destined to a single host
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nor all the hosts on the segment. In this packet, the Destination Address contains a special address
which starts with 224.x.x.x and can be entertained by more than one host.

& D& BW0DO Toct BAG’ MFDOTP DYDY, VAT FIES DodDIO 28 FH Tor 2ot ey FHo
2@y e@dodedod. & FEE, ARIRD Ddmrdr 224xxx & Ancodiy RS VAT €DH Gotnod
200050 2,88 S0l QLD F'Y T Do Totsdehdy.

Here a server sends packets which are entertained by more than one servers. Every network has one IP
address reserved for the Network Number which represents the network and one IP address reserved
for the Broadcast Address, which represents all the hosts in that network.

QY 8 VOB 288 Kol LD VOPH DTG0 Toddod) FEHR VoD, VB DB, DAY, Doedd);

0] Bodd 8 IP DHOTHF SN Gotwod, D) ©) FRo Wrdwd) Pl Dtoarar ERo dadd
SosedR DeE), 0 w8 IP DETPET.

Hierarchical Addressing Scheme
AP0t DOHT O DY

IPv4 uses hierarchical addressing scheme. An IP address, which is 32-bits in length, is divided into two or
three parts as depicted:

IPv4 87008 QEORPEr DESPR) GDArAR. 32-D8 Tty o 1P Dorsr, Bochy S Surdy armrenme

D22 otiercsodd:

A single IP address can contain information about the network and its sub-network and ultimately the
host. This scheme enables the IP Address to be hierarchical where a network can have many sub-
networks which in turn can have many hosts.

28 IP DRI DeAG) 200080 TP & DS, SdasL D:H0S :ﬁ‘.‘g (0B PAFET ) SO Gotnod. & Do IP
DDTAPR A0S 3edd 0SBV, Q) & :’“5525 e Dg E-DEN ;R0 £0A Gotod, VO Eoormr g
RBALA $OA Gotod.

Subnet Mask

m:ales arfob

The 32-bit IP address contains information about the host and its network. It is very necessary to
distinguish both. For this, routers use Subnet Mask, which is as long as the size of the network address in
the

IP 1P 192.168.1.152 11000000 10101000 00000001 10011000 >
ANDed
Mask 255.255.255.0 11111111 11111111 11111111 00000000
Network 192.168.1.0 11000000 10101000 00000001 00000000 Result

address. Subnet Mask is also 32 bits long. If the IP address in binary is ANDed with its Subnet Mask, the
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result yields the Network address. For example, say the IP Address is 192.168.1.152 and the Subnet
Mask is 255.255.255.0 then:

32-bit 1P Deoarare ¥R @uoakn T DexE), 180D HHFTT) S8 &od. WO Todod MHYOSTEAS Ter WBVC0.
A §6, Tg DB DPR) W DOArNTOD, WO D) DEOTAT g DOJTRe HOL &otwod & IP
Dorar. DBYE QP e 32 Dy T, BIOS'Y 1P Ddomrdoe T 2B &S &y 20, DB ek,

DET AT odRVOB. GIFTERL, [P Dhrar 192.168.1.152 &udoin roe?,‘les 535‘521 255.255.255.0 Q‘)é‘l&:

This way the Subnet Mask helps extract the Network ID and the Host from an IP Address. It can be
identified now that 192.168.1.0 is the Network number and 192.168.1.152 is the host on that network.

&1 Ddore roalles 553"525 2,8 P DT ool 3“.5517 2E HBO3L :555‘{83& 2EB0B0GROL DIFFODDEIB0H.

26 192.168.1.0 5@556 Hoerd 803 192.168.1.152 es 3&)5566 [SlrTalen S| EIONS mgoozsm‘).

Binary Representation
B8 FAVGge

The positional value method is the simplest form of converting binary from decimal value. IP address is
32 bit value which is divided into 4 octets. A binary octet contains 8 bits and the value of each bit can be
determined by the position of bit value '1' in the octet.

T Dend DS BAO GTos Dend Mo SPGHEIS BOYRLD 6rdo. IP DhTrar 32 DS dewd, vd 4 esgery

Defeotseciod. HH6 ages 8 e':)eSD &0 eotod B3 HB DES adoog); dewd ngés D5 Dend 'l Boog), gmo o

agwoammmoa .

MSBE 8" 7* & 5* 2® 3 2 2* 1sa

b S | e A | O | (e | e | e A |

Positional Value 128 64 32 16 8 4 2 1

Positional value of bits is determined by 2 raised to power (position — 1), that is the value of a bit 1 at
position 6 is 27(6-1) that is 275 that is 32. The total value of the octet is determined by adding up the
positional value of bits. The value of 11000000 is 128+64 = 192. Some examples are shown in the table
below:

DESy cB0g) 200 Dewd 2 £ whSo (gﬁto -1) orgoe Agonousecddood, b 6 & g%o ¢ DS 1 o3g), Jewd 2 5

(6-1), @& 2 M 5 ™ &Gotwod. RO 32 95&5 a:)ésb s, f’gé’é e oo oo Qgcn)oﬁucbmo&. 11000000

Qe 128 + 64 =192, %":‘DQ’ &Trrdee Sob ::ee;ges‘; IRV TN T ata o bOR
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Internet Protocol hierarchy contains several classes of IP Addresses to be used efficiently in various
situations as per the requirement of hosts per network. Broadly, the IPv4 Addressing system is divided
into five classes of IP Addresses. All the five classes are identified by the first octet of IP Address.

Qoa0) &5 F'e'sres Vrdagno eds dedn oL wsRERAh) DI r“oodu*’ave‘f’ RRGDOBOT EDAPNOsErdS 1P
DEOTHTD Y, W8 BSMBI0 $DA Gotwod. IYsore, IPVA @gdoh Jorde 0.2, DAY G0, D

BEEBITT DEFRoDRC00. D ED A0, 203 BT oo DL SEHBOV (DB,

Internet Corporation for Assigned Names and Numbers is responsible for assigning IP addresses.

2903 Jy ok Hoeady §%0 90833) & SPBYBAS IP DATITO SEPA0RTEEIS PGS 52008

The first octet referred here is the left most of all. The octets numbered as follows depicting dotted
decimal notation of IP Address:

Q¢ ESVATTAT I BT T uges S e grtio. P Ddoarar adoog); g0 [T eTe ) ;‘ooée"f{)l & o0& Dot

DHBoD es;g.)w:

1* Octet 2" Octet 3" Octet 4" Octet

NN

11000000.10101000.00000001.10011000
192 g 168 : 1 ’ 152

The number of networks and the number of hosts per class can be derived by this formula:
ey Qogdf bl B618S Y R0z & Wrdo TP(T° ES8AY) 0aDEBI06 |
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Number of networks = 2”network_bits

Number of Hosts/Network = 2”host_bits - 2

When calculating hosts' IP addresses, 2 IP addresses are decreased because they cannot be assigned to
hosts, i.e. the first IP of a network is network number and the last IP is reserved for Broadcast IP.

3D P DOTPIArVR TR, 2 IP DOTHrOR SND'B08, Jowdge T FFRL Eranosdn,

I EE); G0, DGE IP 2eE); oy S0 DD DD et Q) DS Bescd] BatedB.

Class A Address
The first bit of the first octet is always set to 0 (zero). Thus the first octet ranges from 1 - 127,

Class A addresses only include IP starting from 1.x.x.x to 126.x.x.x only. The IP range 127 x.x.x is reserved
for loopback IP addresses.
DG 30 D), DG DE JYEDNET 0 (RoTe)) £ 2 Joexciod. Bocod D0 eFS 1 dod 127 HEKH

€082008, STR w8 DETAPVR PG 1.x.xX &od 126.x.x.X Aod IP Lo drgdy £9A eotwod. IP 066 127.X.X.X

loopback IP hardres) B2t Sabeced.

The default subnet mask for Class A IP address is 255.0.0.0 which implies that Class A addressing can
have 126 networks (27-2) and 16777214 hosts (27*-2).

S5 A IP Dorar o d._avgus 2B & B, 255.0.0.0, 590 D g0l 126 QexR 8y (27-2) B0dosw 16777214 Sy
(224-2) &otro.

Class A IP address format is thus: ONNNNNNN.HHHHHHHH.HHHHHHHH.HHHHHHHH Class
B Address
An IP address which belongs to class B has the first two bits in the first octet set to 10

Class B IP Addresses range from 128.0.x.x to 191.255.x.x. The default subnet mask for Class B is
255.255.x.x.

B668 B £ BoB 1P DSOS 10 20 538 45" 2068 Tot D SO Eotod T°0 B IP Dorrdren 128.0.x.x
Q00& 191.255.X.X DO &otTo). §°-FQ B §%0 &&eé E'O&_"!‘lts_ 633"536. 255.255.x.X.

Class B has 16384 (2') Network addresses and 65534 (2'°-2) Host addresses.

SG663 B 16384 (214) 5@.)562}_ QAT sO0D 65534 (216-2) _;ﬁsé DG £9A &od.

Class B IP address format is: I0NNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH

Class C Address

The first octet of Class C IP address has its first 3 bits set to 110, that
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Class D Address
Very first four bits of the first octet in Class D IP addresses are set to 1110
S$668 D IP Ddomrarees” D eges asog), 20 Trentd ai')eSD 1110 & 2085 305333%:,“0»

Class D has IP address rage from 224.0.0.0 to 239.255.255.255. Class D is reserved for Multicasting. In
multicasting data is not destined for a particular host, that is why there is no need to extract host
address from the IP address, and Class D does not have any subnet mask.

TR & 8 224.0.0.0 Kood 239.255.255.255 H6% IP oxrdr rage God. TO & 2080h Foo Seronosndod.
20980k Geres’ w8 B[S FY Foo &G Toncden, @iy 0 BEd Mol F'Y BED B BVDALBVD WSV
G, S0ain F°R & D D8 € 2y Feo.

Class E Address

This IP Class is reserved for experimental purposes only for R&D or Study. IP addresses in this class
ranges from 240.0.0.0 to 255.255.255.254. Like Class D, this class too is not equipped with any subnet
mask.

IPv4 - Subnetting

Each IP class is equipped with its own default subnet mask which bounds that IP class to have prefixed
number of Networks and prefixed number of Hosts per network. Classful IP addressing does not provide
any flexibility of having less number of Hosts per Network or more Networks per IP Class.

DB IP 3663 ood Todd a,._aug_;s roaaes SHVHSE wd6\RE Gotod, RO IP B6IBS Jrdo D DAY, SO
DeE) S B0 if“.:\}b aBoog), 2§ Do SOA Gotwod. gmgé D BEoh DG IP g, ey, Sor LD

S DE); LD B D 'R VoL $DA o

CIDR or Classless Inter Domain Routing provides the flexibility of borrowing bits of Host part of the IP
address and using them as Network in Network, called Subnet. By using subnetting, one single Class A IP
address can be used to have smaller sub-networks which provides better network management
capabilities.

CIDR Joe S66AGD Qotad E00 8ok IP Do g, a’:ﬁﬁ.g grtio Als); CorFed SRDHD %“Smsb‘l 00030
RS D6, D 5 D), PBYE 0D DeFD. D5 Y EDATHoicio TT, D) JEEY, D) DB L DA
&ocer3d g Dohed g"fo A IP QG &bcﬁrﬁoééd\{), RO EOT0 bbsﬁzj 36511“['3 &mgﬂﬁom 908000

Class A Subnets

In Class A, only the first octet is used as Network identifier and rest of three octets are used to be
assigned to Hosts (i.e. 16777214 Hosts per Network). To make more subnet in Class A, bits from Host
part are borrowed and the subnet mask is changed accordingly.

S663 A &°, 2068 @gés SrGAD 593556_ z)ﬁoé;’-goi)g" E0GIPAOSICIBI0H S0dakL DADD Jured Uge‘_.,).) 1‘556‘@5‘.3

134



Seramowsegron (. 5@5%’ 16777214 :.'ﬁ%%). TR A S 0808 2B) ) B8, :ﬁ’@ &g R00C: DSy 0D
Sofed, B €5 SPR); WAL AFCNRCIBB.

For example, if one MSB (Most Significant Bit) is borrowed from host bits of second octet and added to
Network address, it creates two Subnets (2'=2) with (22*-2) 8388606 Hosts per Subnet.

SOTORD, 28 MSB (oo anpind OE) Socd e dng) :ﬁ‘fg DSy Zodt ?osSOoz:ﬁ&Jd, e E), DARPITLD
&'dosricd, LByt 8388606 30y (223-2) & Toc 2B & (21 = 2) R0 BYRRB .

The Subnet mask is changed accordingly to reflect subnetting.
03800y EDoDoDer WE) € DR DG ecod .

In case of subnetting too, the very first and last IP address of every subnet is used for Subnet Number
and Subnet Broadcast IP address respectively. Because these two IP addresses cannot be assigned to
hosts, sub-netting cannot be implemented by using more than 30 bits as Network Bits, which provides
less than two hosts per subnet.

%65 65 Pofi Daowoes’, L) € Hoed 20D VBYE TR IP DT E0 08 5 D B0E), DR
200080 DB P DEOTEP GOAFAFD. & Toc [P Dbrraromd FFRe Sranoudim dododotd, 2ex8), ey

30 DL PIT SDWEPVR R WADEo F o ST, WD VE) ), ot ol B D FFRR0 obos.

Class B Subnets

By default, using Classful Networking, 14 bits are used as Network bits providing (2'*) 16384 Networks
and (2'°-2) 65534 Hosts. Class B IP Addresses can be subnetted the same way as Class A addresses, by
borrowing bits from Host bits.

Garer, grRuyS Dego)of) EHErAD, 14 DL JexE), ey (214) 16384 eyl H0ak (216-2) 65534 FReo
©oBRVod. TR B IP AOPHren 50 A DOTIPOW 08 o eddGosecarow, Y DSy od DSy wPy™
B0,

Class C Subnets

Class C IP addresses are normally assigned to a very small size network because it can only have 254
hosts in a network. Given below is a list of all possible combination of subnetted Class B IP address:
B613 C IP QOO0 oo rer D) HDBArR DR Seronotrdd, dotoold e dexly 254 Wy

Borgan $9H €00k, S0t FDND De5 DG 571 B IP Dbrrdor g, ©d) Svownse arder $odd RO(RG00:

IPv4 - VLSM
Internet Service Providers may face a situation where they need to allocate IP subnets of different sizes
as per the requirement of customer. One customer may ask Class C subnet of 3 IP addresses and
another may ask for 10 IPs. For an ISP, it is not feasible to divide the IP addresses into fixed size subnets,

rather he may want to subnet the subnets in such a way which results in minimum wastage of IP
addresses.

£2:06 WHVT VL BROMWECTT DHEYE DOITFETFY” D D5 IR EEFoT YD WIVGo GRY DORAD QotT) &
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‘&6&5 @“QC@Q) Qmﬁﬁbém‘h. w8 S‘ré))bJB 3 IP Qdordorw §“.-Fa 2 :oag_eug’ @Cﬁﬁa’):ﬁ)‘b 00030 FESH 10 IP o
Sy, 28 ISP &0, D DEOTATON %)ci DB De5 DS 0K D3R ocstio 31’6;550 BC, BICORLTT e9¢hdd Wed e

00 0E5 S L0 FOEDHSy, @ IP DLTFEFOR EID Digo T0d.

For example, an administrator have 192.168.1.0/24 network. The suffix /24 (pronounced as "slash 24")
tells the number of bits used for network address. In this example, the administrator has three different
departments with different number of hosts. Sales department has 100 computers, Purchase
department has 50 computers, Accounts has 25 computers and Management has 5 computers. In CIDR,
the subnets are of fixed size. Using the same methodology the administrator cannot fulfill all the
requirements of the network.

SOPEOR0, QOGRS 192.168.1.0/24 e 6), €0d. ©0ddd /24 (" 24" ™o &:ﬁbﬁé‘m) Rex ), Deder &0

&DEIPNoS DY Doy Bewdod. & aTrirdns’, DoeEread SHE( Derrren e o, HE Derrod. DSy
a3 100 Sorrgeagd, Siuffen Darfio 50 Soxrgto, @Sots’y 25 Soiryeady, odByots 5 Sosyrieago. CIDR &,
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The following procedure shows how VLSM can be used in order to allocate department-wise IP
addresses as mentioned in the example.

Step-1
Make a list of Subnets possible.
Step-2

Sort the requirements of IPs in descending order (Highest to Lowest).

e Sales 100
* Purc sSubnet Mask Slash Notation Hosts/Subnet
e AccoliRfs355.255.0 /24 254
255.255.255.128 /25 126
* Managament3s 1g /26 62
: . 224
255.255.255.22 /27 30 136
255.255.255.240 /28 14
255.255.255.248 /29 6
255.255.255.252 /30 2




Step-3

Allocate the highest range of IPs to the highest requirement, so let's assign 192.168.1.0 /25
(255.255.255.128) to the Sales department. This IP subnet with Network number 192.168.1.0 has 126
valid Host IP addresses which satisfy the requirement of the Sales department. The subnet mask used
for this subnet has 10000000 as the last octet.

HIBS VOVT VD IP VR VSBOST Serauoiod:, S“&J%;J foéh DerrdS 192.168.1.0 / 25 (255.255.255.128) D
Seronotiott. 2:6.)5521 Qozf 192.168.1.0 & & IP 25 D5 126 doe B’.'F‘erg IP Qebmrdoren 50953 da‘gé'oés SESEA

e.‘Jér“oO‘D‘l RoHDDBAG. & e D £%00 &D0ETA0E GO B0 (¢ 93585 ™ 10000000 &ob.

Step-4

Allocate the next highest range, so let's assign 192.168.1.128 /26 (255.255.255.192) to the Purchase
department. This IP subnet with Network number 192.168.1.128 has 62 valid Host IP Addresses which
can be easily assigned to all the PCs of the Purchase department. The subnet mask used has 11000000 in
the last octet.

SN0 BIHS 3630 Serooiod, st Foffen Dertiosy 192.168.1.128 / 26 (255.255.255.192) Seranociod.
e8);, Do 192.168.1.128 & & IP 2B ¢5 62 Deoeren edly F'Y IP Debararen oo §uffen darro diag),

9.93& PC £ SEro0seIti TR0, €00IN0NR E:0RE) DR (fes Uggf 11000000 &oby.

Step-5

Allocate the next highest range, i.e. Accounts. The requirement of 25 IPs can be fulfilled with
192.168.1.192 /27 (255.255.255.224) IP subnet, which contains 30 valid host IPs. The network number
of Accounts department will be 192.168.1.192. The last octet of subnet mask is 11100000.

BeDO wSiHS 363 Seranoiod, @otd groren. 25 [P © g, @50y 30 Beertn epciia5 :5‘;5533 IP &0 €98 &)

1P %65 2¢5 192.168.1.192 /27 (255.255.255.224) & bdédbrbtﬁ)a. e Do Q_il)SZT 39.)562’ :OO;_.)]S 192.168.1.192
€008, “.033:135 SAVROM VDO 8565 11100000.

Step -6

Allocate the next highest range to Management. The Management department contains only 5
computers. The subnet 192.168.1.224 /29 with the Mask 255.255.255.248 has exactly 6 valid host IP
addresses. So this can be assigned to Management. The last octet of the subnet mask will contain
11111000.

QBLETRS BDd SR 33 Serootiods. QG Derrio 8deo 5 SoRryeadd Srgan €90 eod. :'U‘{)Z:
255.255.255.248 & ‘c’oe?s‘les 192.168.1.224 / 29 Q_Ja‘)éoﬁ" 6 Beveren 2903.)5 ::i;ﬁ«:o) IP Qéoraros DA aotod.

see8) Rl AECTEED Seroodeciaciuod. Wed DT A DHd agéﬁ 11111000 £88 &otaodd.

By using VLSM, the administrator can subnet the IP subnet in such a way that least number of IP
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addresses are wasted. Even after assigning IPs to every department, the administrator, in this example,
is still left with plenty of IP addresses which was not possible if he has used CIDR.

VLSM airAow), ATPEFEE D W5 D 0 Ve 5 39 0d S8y D ?ooaazgé"’ IP QTR0 HHT° aDTron. D8
DA 1P £ S0l Shard SraE, & e .'OU“S:J"SJGJ ROS® DD Wdhararod €00 &7 6,

2330 CIDR &0 GOWBIAoDIYoNES Fesfo ST,

IPv4 - Reserved Addresses

There are a few reserved IPv4 address spaces which cannot be used on the internet. These addresses
serve special purpose and cannot be routed outside the Local Area Network.
Qo0 ¢ EDArNoST) ED) VBE PV Ed prdodn aTon. & DOTArw HBE Porade Eo

eboﬁiyda’ac‘.}e:bav&ow Pablolenth} Qﬂbe‘. Alelesty 3“566 DDV dgcmo& S,

Private IP Addresses

Every class of IP, (A, B & C) has some addresses reserved as Private IP addresses. These IPs can be used
within a network, campus, company and are private to it. These addresses cannot be routed on the
Internet, so packets containing these private addresses are dropped by the Routers.

DD 66D o, (A,B & C) SD& 1P Qdoaeadresn gaes IP Qdoardrentr €90 eod. & [P oo 25&35521, 5‘5053.5,

E00E" SHAIPNOE By HO0KN TS PO eotrow. S DDPATrOR Rotd) &’ 66 Sabdiw, sPeld & pdew

DO ATV SOA &) JBHRL e SPT) .

In
10.0.0.0 - 10.255.255.255 255.0.0.0
172.16.0.0 - 172.31.255.255 255.240.0.0
192.168.0.0 - 192.168.255.255 255.255.0.0

order to communicate with the outside world, these IP addresses must have to be translated to some
public IP addresses using NAT process, or Web Proxy server can be used.
Dennd Poosed SB0gA8E BSazS, & IP Qdoraren NAT g“?a?oo‘l &0airhod) E) 0D IP Adrdro

VRODOTD, To DS Py DOO) SHAFAOIHIN.

The sole purpose to create a separate range of private addresses is to control assignment of already-
limited IPv4 address pool. By using a private address range within LAN, the requirement of IPv4
addresses has globally decreased significantly. It has also helped delaying the IPv4 address exhaustion.

DBEDD P AbTaro ErTFobontrdd DFE PR, WOYDE DOWS [Pv4  DTrar QreS dog)

geronoipad Jobodocicto. LAN &° aug @5(:5 DOTEr OO &dATAodto (o, IPvd Qdardre @sddo
YDodT R e osor™ 800k, Ad IPv4 QOTFI° R R0 DDFALDER .
IP class, while using private address range, can be chosen as per the size and requirement of the
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organization. Larger organizations may choose class A private IP address range where smaller
organizations may opt for class C. These IP addresses can be further sub-netted and assigned to
departments within an organization.

IP 3618, PDE DT DO SHPHRV) DY, VeR VOB SO VBTV VRVMECT JotoE Bey.
DY RoPoOR B6HS Dot Beioy 28 2D 1P Do Fed DD) Rogen 611G C. B0 docoEdcioy Db & IP
QBT ATOR @Boeh sub-netted 08K 208 roo:ges‘ DezTren SEFaoDd Bodty.

Loopback IP Addresses

The IP address range 127.0.0.0 — 127.255.255.255 is reserved for loopback, i.e. a Host’s self-address,
also known as localhost address. This loopback IP address is managed entirely by and within the
operating system. Loopback addresses, enable the Server and Client processes on a single system to
communicate with each other. When a process creates a packet with destination address as loopback
address, the operating system loops it back to itself without having any interference of NIC.

IP Dcorare 863 127.0.0.0 - 127.255.255.255 loopback §%o0 Strowosedod, edm FY ), Siab-Ohrar,
P FY AT Lree Dendehdood. & urd e D Dhrar wbdteh BPDL T oAy S
3O DOGRPosIBIs. LD eP58 WG, DOE HB0KL Fowots TR wrrdS 288 SIS Bt
w8 DEDVES” DD Badgodt. 28 HIoH “"’5’“&55 DOTATTE (2] DOTICE Fgae) RRD) DY, 80ToH

fo‘ré))o NIC 0333925 20508 a%ﬁéso Fore A PAS ba’)éb S0V,

Data sent on loopback is forwarded by the operating system to a virtual network interface within
operating system. This address is mostly used for testing purposes like client-server architecture on a
single machine. Other than that, if a host machine can successfully ping 127.0.0.1 or any IP from
loopback range, implies that the TCP/IP software stack on the machine is successfully loaded and
working.

Qrd er§ DodD Eer e EJ]SS.‘J‘%ESG 28 sbcbaésbes x5 'aoé.)égmb e03¢0h NP TrgT ,ﬁ“t)"sg BOEEIB06.
& DT Foot5-006 e B85 o) DL pATraT VL Wi Oogoes® &HMErAcEEOB00. Rod SEOGT,
'R Do) 127.0.0.1 For erd e 86 ol IFT IP &0 Desabdodor Hoh SabidAB, 2onF TCP/IP FR6
5 Deondodor &G Babedt DA Fod .

Link-local Addresses

In case a host is not able to acquire an IP address from the DHCP server and it has not been assigned any
IP address manually, the host can assign itself an IP address from a range of reserved Link-local
addresses. Link local address ranges from 169.254.0.0 -- 169.254.255.255.

w8 HFFQ DHCP 206 &od 1P Dmrard Tocsds Pondeond ook ad 2 0 @Ry JPIDT

SEaOTIRICED, aafgejé. Do&-e5°5e5 OFD &od :d%‘,:g IP Qédrara &ror ém‘onozﬁé:ﬁab. 169.254.0.0 -
169.254.255.255 &ood .gvas QTR DOV Do Bakod.
Assume a network segment where all systems are configured to acquire IP addresses from a DHCP
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server connected to the same network segment. If the DHCP server is not available, no host on the
segment will be able to communicate to any other. Windows (98 or later), and Mac OS (8.0 or later)
supports this functionality of self-configuration of Link-local IP address. In absence of DHCP server, every
host machine randomly chooses an IP address from the above mentioned range and then checks to
ascertain by means of ARP, if some other host also has not configured itself with the same IP address.
Once all hosts are using link local addresses of same range, they can communicate with each other.

8 3&556 Dermrld ewDEEJotedsd DHCP 70655 H00& [P Qdoararesdy ToBocnsd o) f‘o(ggp svbbdé
BoDedd ) oty etrosod. DHCP 266 eocierend” Jed'd, 2ajotf ¥y 26 s2rid8e Sond.
Windows (98 o £¢0008), 200030 Mac 0S (8.0 S $3600086) Dos-e5°8e5 IP Ddbrar a0, ?osob-es%éédea
), & TSGR SSBO FRed. DHCP 26¢6 dedfonar, 98 2FH duawwy IS0t DS DE)2) 863 ol
IP DEORPAPR JoehdDH €92 ARP TP Beninrdoto®d D S0, 236 F'Y &ree 8 IP Aoorars s°dyié
Do, o) W) Do w8 DOGS” &R FVE FIE DLTIFVL GHEFARPD) BTG, T w808 Wit

og &o:jbf.i)a .

These IP addresses cannot help system to communicate when they do not belong to the same physical
or logical segment. These IPs are also not routable.

& FAS Jor T°0), 8 2PTrS BodID SPAYYED & IP QETPATD WoeFRosTrIS DO BPado Doy, & IP

e e G o).

Packet Flow in Network

25&)566‘3{ a»5§e5 o

All the hosts in IPv4 environment are assigned unique logical IP addresses. When a host wants to send
some data to another host on the network, it needs the physical (MAC) address of the destination host.
To get the MAC address, the host an broadcasts ARP message and asks to give the MAC address
whoever is the owner of destination IP address. All the hosts on that segment receive the ARP packet,
but only the host having its IP matching with the one in the ARP message, replies with its MAC address.
Once the sender receives the MAC address of the receiving station, data is sent on the physical media.

IPv4 DGO 08’0 3BaHOR) DFE TS P AOTErOR Srovosetaran. w8 FY D8y 8 xﬁ‘;m»b
Eots Eeran Voo Ehe0) D, 06 Al Y dwg) FAE (MAC) DEmrirsd wdddo. MAC DERPArD
FocsteS, TG w8 ARP 20B7°) DI 6o S008 SO (g IP DEORPOr aH@arrd @0 MAC DETPAr
QIO WEDLS0S. &8 DeTfos D Wy :ﬁ‘mé ARP r§8e10) @0cEdotrow, wowd ARP 208308°d o IP &
RO F'Y Argdo T MAC Qi HA@0o @00, DoDTEH DE00DND HAD ANE) MAC DETPHED

290¢EL) Bomd, A8 Dyd§éye§° G Dodeadood.

In case the IP does not belong to the local subnet, the data is sent to the destination by means of

Gateway of the subnet. To understand the packet flow, we must first understand the following
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components:

IP P Q8 ), BodIG seED’S, 85 S S 85 S o GEPRD D020tIRIEIB0E. &Sées DT o
@ @

FR0E H DS, 20000 AL S Sod EFTPO ©go B8 o d):

e MAC Address: Media Access Control Address is 48-bit factory hard coded physical address of
network device which can uniquely be identified. This address is assigned by device
manufacturers.

MAC @gd: QAair airEyD Soff'S 0gd 0d HfEer M0oSndE dexE) DOSED 48- D5 Jrygo 6
ETE FAE DOTAT. G DEOTAT DOEGo Bairdmrded Stranoeocod .

¢ Address Resolution Protocol: Address Resolution Protocol is used to acquire the MAC address
of a host whose IP address is known. ARP is a Broadcast packet which is received by all the host
in the network segment. But only the host whose IP is mentioned in ARP responds to it providing
its MAC address.

wgd brur@d FETS: 0gd searfd JFE'es, AP ddrar a8dds ag FH cwg) MAC
DOTIE ToBorwd SDAFAFT®. ARP @30 erom)D 538, 20 dE), Jertos™ ) FY wod
Tocseacrctood. 52 ARP &° £ 00D DTN 98B0 Jrgad t@d MAC gk ©o8X008 .

e Proxy Server: To access the Internet, networks use a Proxy Server which has a public IP
assigned. All the PCs request the Proxy Server for a Server on the Internet. The Proxy Server on
behalf of the PCS sends the request to the server and when it receives a response from the
Server, the Proxy Server forwards it to the client PC. This is a way to control Internet access in
computer networks and it helps to implement web based policies.

Sy V6 @0y ew) B BaberdS, DNy 28 DD IP 5eranodd ey DO(W) SDAErAFoD. @)
PC en 9063) &§° 006 Exo rdy 00¢0) ez3dFran. PCS 863 8y D66 DO ZBHRD Do
2000500 @0 DO B0l PARNOGBHVY WOILD) DY, TSy VELE BeEIL §owos PC § Dodecdduod.
& oryed bé.nrsdgef Qoe33) €5 CIrEYD AGoErAS O DE5 BEPES DTV BV BoEIS
QB DIFPADESD .

¢ Dynamic Host Control Protocol: DHCP is a service by which a host is assigned IP address from a
pre-defined address pool. DHCP server also provides necessary information such as Gateway IP,
DNS Server Address, lease assigned with the IP, etc. By using DHCP services, a network
administrator can manage assignment of IP addresses at ease.

FY Cof’S TE'S: DHCP @036 dwodorr DoDosndtd Dhmrdr rd ol FRIP ddbmrar
Seroodd 28 D DHCP  2d(8 Gateway IP, DNS  26¢6 @gS, IP & Eeranodd 03 20ETID
BIVED DAFTT°) @odied. DHCP ddosn &ddirfosto arqor, 266 Jorirddd oo IP

QAT IR §e:wo.1>od\:>é>a .
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Domain Name System: It is very likely that a user does not know the IP address of a remote
Server he wants to connect to. But he knows the name assigned to it, for example,
tutorialpoints.com. When the user types the name of a remote server he wants to connect to,
the localhost behind the screens sends a DNS query. Domain Name System is a method to
acquire the IP address of the host whose Domain Name is known.

E208 da ?o‘igo: 28 82 :ads& aBog), IP QETETR e9¢5:0 s:gg ESoiS‘U:{DSJoé.Da‘)‘l w8 alorady), /b
BN, S°D) SR D FFooDD HE BewX, GEEERSERLD, tutorialpoints.com. DDGETHEE ST

J, 3 v s o’ “
BRAS RO DHE VSR WIROEEAOT VRN D, R DS &) F0 F'QIDNS %)
DoXpB0s. E0D DD JPo wI6 FH g ES Do Deopdy FY g P AdoTdrdd
oS0t s :.)g)e? .

Network Address Translation: Almost all PCs in a computer network are assigned private IP
addresses which are not routable on the Internet. As soon as a router receives an IP packet with a
private IP address, it drops it. In order to access servers on public private address, computer
networks use an address translation service, which translates between public and private
addresses, called Network Address Translation. When a PC sends an IP packet out of a private
network, NAT changes the private IP address with public IP address and vice versa.

sy OED gﬁgqu: goyryed ae.:bsefg i) @) PC e @068) &8 6res S0 2D [P Dbararen
SeranosRETran. @ Tt wE Db 58 R0 ws PBES IP DOTHPE oD Dotsd, 88 DA H06.
DS DS DOTHFS DOPRD AIrEyD BoredS, Losrierd DYy DOTAT DETAT DO
E0ArAF oD, 70 DS 000ID PIE BEY L) VDR, DeNE), VED gégas @ DenFd. s PC
w8 IS ) ol [P JrgBew) VoSO D, NAT ISP doorrdrdo 5 IP Qorars
JrEIRVOS SO0 PO Dovy .

We can now describe the packet flow. Assume that a user wants to access www.TutorialsPoint.com
from her personal computer. She has internet connection from her ISP. The following steps will be taken
by the system to help her reach the destination website.

QIO 2000 3"5§e5 gga“a’zﬁi)‘l Dé@ocbab:ma. 208 DAATETED Bd .bzg_éndej 50?.’.1)“5635 Aooc www. TutorialsPoint.com

R0 IrEy0 BaIrOD) RVLoErRD, 20 ISP Aol RoLB)E SILD God. SR (105 DBE) B Be0es* DiFaiorm

& 3od S0[RL HFIR TO° Brwfeciorow .
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Step: 1 — Acquiring an IP Address (DHCP)
&% 1 - IP Qdoarar (DHCP) & Toddcio

When the user’s PC boots up, it searches for a DHCP server to acquire an IP address. For the same, the
PC sends a DHCPDISCOVER broadcast which is received by one or more DHCP servers on the subnet and
they all respond with DHCPOFFER which includes all the necessary details such as IP, subnet, Gateway,
DNS, etc. The PC sends DHCPREQUEST packet in order to request the offered IP address. Finally, the
DHCP sends DHCPACK packet to tell the PC that it can keep the IP for some given amount of time that is
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known as IP lease.

asrad qiog), PC eart SR, 96 a8 TP DErari Tocserdd DHCP 266 E%e F63000. ©d desorr, PC
28 DHCPDISCOVER 0r60i0 28) 5° 2,66 Jor @odgo) €95 DHCP 268 orioe @otodood 0805w 76 oy
DHCPOFFER & 08%0y000u5u0y, @ocoes’ IP, &) 5, A, DNS Sag ) @R0R00 Dooroan $90 &otwod.
PC DHCPREQUEST > 202000 @dy® [P Doomrdray exifoistedd 8. woddvore, DHCP DHCPACK
3°5§eaa‘)_ PC & H0500080, 90 02 HE 0 Hodwd o Hohe S50 DD Socddood .

Alternatively, a PC can be assigned an IP address manually without taking any help from DHCP server.
When a PC is well configured with IP address details, it can communicate other computers all over the IP
enabled network.

Qorgoe) aborr,  DHCP ’.0056 A0d derod HfoDo DoRDoE wE PC & Srddoabor 1P Ddomrardn
Seranowdyy. DD WED DITOE 2.8 PC &) M 9B0YDINYED, DD-IDenS B, BBE Lorjtogan SourmgDSES
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Step: 2 — DNS Query

When a user opens a web browser and types www.tutorialpoints.com which is a domain name and a PC
does not understand how to communicate with the server using domain names, then the PC sends a
DNS query out on the network in order to obtain the IP address pertaining to the domain name. The
pre-configured DNS server responds to the query with IP address of the domain name specified.

&%: 2 - DNS £%)
DIBrHicrec D5 Faw Dok dseen www.tutorialpoints.com & 38DHHYE E0D E00 DY &DArHod
DT der rgIES Sosrd’ ego SRET®, eyt DD ;mssﬁg ¢ DNS 2#) & Zseasﬁ’g DoDB0S. ED Do
Doe0BoDd IP DB, DFIeDD DNS 2656 HEH) E0D L dwg), IP DT A B  DyoBR0A.

Step: 3 — ARP Request

The PC finds that the destination IP address does not belong to his own IP address range and it has to
forward the request to the Gateway. The Gateway in this scenario can be a router or a Proxy Server.
Though the Gateway’s IP address is known to the client machine but computers do not exchange data
on IP addresses, rather they need the machine’s hardware address which is Layer-2 factory coded MAC
address. To obtain the MAC address of the Gateway, the client PC broadcasts an ARP request saying

"Who owns this IP address?" The Gateway in response to the ARP query sends its MAC address. Upon
receiving the MAC address, the PC sends the packets to the Gateway.
&%: 3 - ARP e.‘;ajlsgr\‘)

3y IP Dordr 83 Tod IP DOIr 338 Bo653D PC MHQodod 00 @ ASEH egjgod
B0 DD, & ?oodd")oé'ﬁ B3] 28 06 Sor Py REE oy, AS D dwg) 1P doTar
gowots Clogrdd BIVHNGS SoTiE TP DOTITUR GEErd Sr0yd SoNd), Wl 08 Sabd -
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2 Qﬂégé MAC Qbrradr & Sabedd diogo adog); iéﬁ%G DEOTEr wddGo. Gateway GOwg), MAC
Aorarad ToctrdS, gowotS PC w€ ARP @z[Eos0 Do Sinod

"G 1P QMO 200 S9A &I ®?" ARP 0D PA0oEHT  A8( o) MAC  QWRPArRD
DLPB0S . MAC DEFTErdy BEBoDD SovG, PC SRy 66 D3 DoxHB0s.

An IP packet has both source and destination addresses and it connects the host with a remote host
logically, whereas MAC addresses help systems on a single network segment to transfer actual data. It is
important that source and destination MAC addresses change as they travel across the Internet
(segment by segment) but source and destination IP addresses never change.

28 1P (86 Sareo 20050 (d) DETEren Totodd $Dh Gotnod Hwdon F'YH b WY ©oo) o &3S
B00d), Wod ey EEPD 260 Saberdsd 28 :19.3552}_ Derrices MAC DoMararen HIFaHEEPa. S0Fw0
B08atn (oo MAC DEOTETOR T°E -aoma‘le;s‘ (A0S Trgoe DAY 085) DOIrEBoBLIRYYED HTCTEow, wond
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Medium Access Control (MAC) Protocol
0G5 oS3yD %o’ S (MAC) IS’ s>

MAC is a Layer 2 protocol and it resides between Physical Layer (L1) and RLC. The internal configuration
of MAC is done by the RRC layer (L3). The interface between PHY and MAC are the transport channels
where as the interface between RLC and MAC are the logical channels. MAC provides services to both
User plane as well as Control plane. MAC takes care of circuit switched as well as packet switch traffic
and signalling traffic as well.

MAC @8 J62 JFPE'seS 00ako wd 668 Sab (L1) 200aiw RLC ocy DddR0es. MAC ciwg) wosds

e95y856e RRC 76 (L3) ¢ Soeacdrsuod. PHY swbosn MAC o Gy &) WBYD DG Sarrr Srgrod RLC
08ain MAC © Socs§ 200830 erasd ardom 3ybdoy. MAC aehgb Daordo dudoin daboegn ddrdo Bototdd
DO wodiwod. MAC romvzj?ses eord et JrEES DS Erds 2Bk D) Dob ErdS werd (s DB .

One important thing to remember is that the MAC is not symmetrical protocol. It is different in UL and
DL.

16006308 BT DS 208 B0eHRVD Diacio DDeots MAC 0y S0 FE'sS 5c. @6 UL 06050 DL &°

?Z)Bﬁ‘lom &0L0d.

MAC Services

MAC sublayer provides following services to the upper layers:

MAC 2dsden MAC 70@0535 DD PO S0H VIV WodHH
s Data Transfer: This service provides unacknowledged transfer of MAC SDU's between peer MAC

entities.
G 269: & 25 MAC SDU cos), 56 MAC dodéier 3¢ (1080 eaad 08508 .
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¢ Reallocation of radio resources and MAC parameters: On request by RRC, MAC can change the
identity of the UE, change the transport format set, change the transport channel type, etc.
8oz dthe dudosn MAC Jrordodovsy dardedoedtio: RRC arqoe @2idd, MAC UE o3ns), 8oy
QG DBy, BT 235, ey DOy, BT TodeS ds=.‘1)g‘ DIPGN Sy .
e Reporting of Measurements: Traffic volume measurements are performed in MAC and reported
to RRC
fodo Gi)“goﬁ: gras orargn Soda MAC &° Qdgaroiacoron dain RRC § Addoseacsraw

MAC Functions

MAC Functions include:
MAC D¢en &) Qo

e Mapping between logical channels and transport channels
* oG8 AT SDB05L BTPER AT 06 m5a:oﬁ

¢ Selection of appropriate Transport Format for each Transport channel depending on
instantaneous source rate. Given the Transport Format Combination Set assigned by RRC, MAC
selects the appropriate transport format within an assigned transport format set for each active
transport channel depending on source rate. The control of transport formats ensures efficient
use of transport channels.

0D Sorer S Eo BAd go%g TS B JodE B Barwo BE esrrdorr. RRC B¢ 08 ocsedtd
@3“.3358-; FTE 520DDND DS T, MAC F6y 38y 6pr6dd 2B Sairde o ey D Sabedsd
28 Sover ot g BS B3AD SR gAY dodE BRod. Sorrr e Jobogdn Sorr el SRV
’:\)mgéoéoﬂ“ €003 AotiEotod .

e Priority handling between data flows of one UE. When selecting between the Transport Format
Combinations in the given Transport Format Combination Set, priorities of the data flows to be
mapped onto the corresponding Transport Channels can be taken into account.

&8 UE cing) S&r pordfe gy Jardyd dogre. adyd gshbgrqs FTYS soDINS QSDDQ
FTYS DI D0E[ oE D0 GN) VYW, VoLSS STTP TIHYS SR W) PERBOD SO
50308.)4255{33‘).

e Priority handling between UEs by means of dynamic scheduling. In order to utilise the spectrum

resources efficiently for bursty transfer, a dynamic scheduling function may be applied. MAC
realises priority handling on common and shared transport channels.

EAE crgBof arqoe UE © 206y Fraedys Qogree. DOOSR00 2208 o Dygo DR DduGdodorT
&DArHoBocD, w8 EIWE DErgdoh DoLD HPorsdy. MAC Frmrdes 0B0ID PPy Sorew
ArgrOR FERNS AEETRR (RS .

s |dentification of UEs on common transport channels. When a particular UE is addressed on a
common downlink channel, or when a UE is using the RACH, there is a need for inband

identification of the UE. Since the MAC layer handles the access to, and multiplexing onto, the
transport channels, the identification functionality is naturally also placed in MAC.
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Multiplexing/demultiplexing of upper layer PDUs into/from transport blocks delivered to/from
the physical layer on common transport channels. MAC should support service multiplexing for
common transport channels, since the physical layer does not support multiplexing of these
channels.

D Fas PDU & cwog), 20dpsy/ adpdoh Fordn dovmr Srgrop a8 TED/ &od Dodded
BoEd T grg odt. FAE TG & arddy dwg) m@é%b g QDD S°OmorT, MAC FErom
B EFRYD DD :’3@%’3’35 2GB0 2T Y.

Multiplexing/demultiplexing of upper layer PDUs into/from transport block sets delivered
to/from the physical layer on dedicated transport channels. The MAC allows service multiplexing
for dedicated transport channels. This function can be utilised when several upper layer services
(e.g. RLC instances) can be mapped efficiently on the same transport channel. In this case the
identification of multiplexing is contained in the MAC protocol control information.

05 S0 PDU o ciwg), by / aofpdoh some grg 20"/ 2od Fo8 ToH i oo

Sorgropd Dodederon. MAC 988 daree Srgre &0 2D :’Jg);:«?éhql DA, DL D TG o
ER0) DY G oL GDAPAOSIY

(&@°. RLC Rodmryd’) @8 sormr odg’ dingdodorr argd Sobdy. & Doctyod 088y,
WBotscto MAC FeS’seeS Dodogen DAFTFE0sS &otwod .

Traffic volume measurement. Measurement of traffic volume on logical channels and reporting
to RRC. Based on the reported traffic volume information, RRC performs transport channel
switching decisions.

&ros orarrga Sod. o) 8 rRYeS® oS Trerrin i) Sod oéain RRC O Addodce. Jddoecd

&S TR AT do erdorr, RRC Sarre &7 &0y dgoiren EGETR00d .

Transport Channel type switching. Execution of the switching between common and dedicated
transport channels based on a switching decision derived by RRC.
S S B8o dr0yi. RRC ol SR0dd) a8 dgdohh Dgoto &Serdor e dudain wodd@ud

Gaeed :JJ"'Q“U a)és éJ“dJéJé‘l 2950000 .

Ciphering. This function prevents unauthorised acquisition of data. Ciphering is performed in the
MAC layer for transparent RLC mode.
Ciphering. & o8d G&r dnE) WNGE0S DEGR TR0, 6868 RLC 2v& Eo MAC s’

SSRENY Ddsi:w@"da .

Access Service Class selection for RACH and CPCH transmission. The RACH resources (i.e. access
slots and preamble signatures for FDD, timeslot and channelisation code for TDD) and CPCH
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resources (i.e. access slots and preamble signatures for FDD only) may be divided between
different Access Service Classes in order to provide different priorities of RACH and CPCH usage.
In addition it is possible for more than one ASC or for all ASCs to be assigned to the same access
slot/signature space. Each access service class will also have a set of back-off parameters
associated with it, some or all of which may be broadcast by the network. The MAC function
applies the appropriate back-off and indicates to the PHY layer the RACH and CPCH partition
associated to a given MAC PDU transfer.

RACH 6050 CPCH &y 0 E0 airsyd VOO TO JodS. RACH H3en (™ airsyd Jrew
2000300 TDD §6% FDD, 200800 208050 erg@iad §&) 200030 CPCH $060e0 (6orirdn osrdyd
Fe0 00050 FDD 6% argdy Swomorr Rodsten) DG airS D 80 FR @ue) Deowetduy.
208030 CPCH DI (fo. 650 @6 2,88 Sotl A5 ASC O 0y ASC 0L 28 aSr8yD F / Dodo
Rerdd  Stravocedito FSR0DpA0RS. DO FH DO 86638 E wwodoswld erfE ed
FoQdowdn SO0 Gotwod, EQ) Gor dwdo JE) TrLO PICo STy, MAC Dosd 8nd s )
H0R000 @ubaky Bd(RES MAC PDU 2:69% exvwodoedd RACH @bain CPCH dgad PHY o

ESLLATAVITA

Channel Structure
oS Dc’“&cao

Before discussing anything further, we should look at the channel structures for Layer 1, MAC and RLC.
The Transport Channels are interface between MAC and Layer 1, while Logical Channels are interface
between MAC and RLC.

QOS” BT I8y0cSTAS Bwoch, BB Sawsd 1, MAC Subasin RLC &0 grdds Qo erods drerd. MAC dodain
Fadb | Blaly QSDQQ oD faoeadhia, ergge) oraden MAC &odain RLC © Q0635 90 Ed) T E0tTPON .

Transport channels can be further subdivided into Common Transport Channels (where there is need for
inband identification of the UEs when particular UEs are addressed); and dedicated transport channels

(where the UEs are identified by the physical channel, i.e. code and frequency for FDD and code, time
slot and frequency for TDD).

S0 Py Jad agd o oRgM P eddFRd Bodiyy (UE of" wodgsor (hosed UE o
wodgdorr HDBoBHRND DRG0 &od); DB oSSRD S wbéb (UE e &334 graded (e (odderciarow,

@083 FDD 208030 R08do, E& 00k 3¢y, dauabo 5 08050 3¢y §xo TDD §7o).

Common transport channel types are:
F oo Soree rHS Ssven.
¢ Random Access Channel (RACH): A contention based uplink channel used for transmission of
relatively small amounts of data, e.g. for initial access or non-real-time dedicated control or
traffic data.
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Common Packet Channel (CPCH): A contention based channel used for transmission of bursty
data traffic. This channel only exists in FDD mode and only in the uplink direction. The common
packet channel is shared by the UEs in a cell and therefore, it is a common resource. The CPCH is
fast power controlled.

B nitels) 3»5595 S (CPCH): HADPPCDH Eer ¢rDS Do S0 &DErAod DTN IO Te5. &

&6 FDD 886° 5@ 60106 200050 9205 63S° Srgdo Gotwod. Ferom 8 oS ws 26 & UE
0 Dot0E0EN0H HBOKL WoEIDVD VG 8 P HdW. CPCH drore 330 DasoS8Rwos .

Forward Access Channel (FACH): Common downlink channel without closed-loop power control
used for transmission of relatively small amount of data.
&dsé otirér)fb &°5e5 (FACH): o gorr z‘)é)bé Qo Gera ga“do BODEEAS SHOMIAOD HOTPR-LPD D6

Dooges Thome Fede Eos DS .

Downlink Shared Channel (DSCH): A downlink channel shared by several UEs carrying dedicated
control or traffic data.

Qo8 ctryY e°dS (DSCH): a8 G908 £r0S woddud Daboden Sor erds derd $dA &) ©ds UE o

oo wdfﬁfss:uso Babeded.

Uplink Shared Channel (USCH): An uplink channel shared by several UEs carrying dedicated
control or traffic data, used in TDD mode only.

06 ﬁné &8 (USCH): ®90¢i005 t°ae5 908 UE i) 000320 dodogdhes S ¢rs Gerdd S0 6od, 2d
TDD 3§ 2@ eDAIrAokecotod .

Broadcast Channel (BCH): A downlink channel used for broadcast of system information into an
entire cell.

gmbgfg &S (BCH): DR 2dreroed) 0o Sobmrdd a8 86 Dof odd 2wdo DS &8
&0a3rAociechddod .

Paging Channel (PCH): A downlink channel used for broadcast of control information into an
entire cell allowing efficient UE sleep mode procedures. Currently identified information types
are paging and notification. Another use could be UTRAN notification of change of BCCH
information.

2o &S (PCH):  ddugdodnd UE A8 aré doraros ekududed dwdo gm0’ dobodes
RIFTTy P G0 BoEES &DArA0S (TRo8 TS, PRS0 MHPoSER VBTG Bsven Do HBOK
JBDEND. B8 ed@Brto BCCH daraedo a3wg), &>y UTRAN SaDENS SOy

High Speed Downlink Shared Channel (HS-DSCH): A downlink channel shared between UEs by
allocation of individual codes, from a common pool of codes assigned for the channel.
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Dedicated transport channel types are:
0SB0 S FrHS dsPen:

¢ Dedicated Channel (DCH): A channel dedicated to one UE used in uplink or downlink.
290820 756 (DCH): 208 Joe &S ®o§ &00IPACDM 208 UE £ 0903200 o .
A general classification of logical channels is into two groups; Control Channels (for the transfer of
control plane information) and Traffic Channels (for the transfer of user plane information).
T8, 8 TSy alg); w8 Feroer HOEGE Botd VBT Eotod ; SotS’S e (Dabogr Ddwedo LErErdo

068 §%00) 200010 ErHS TSy (Chras Diarse vArEGo Wb Ewo).

Control Channels:

e Broadcast Control Channel (BCCH): A downlink channel for broadcasting system control
information.
o &rOE)R Sol’S TS (BCCH): 0 DR Aobodn 1ararde 80 P Yos T,

e Paging Control Channel (PCCH): A downlink channel that transfers paging information. This
channel is used when the network does not know the location cell of the UE, or, the UE is in the
cell connected state (utilising UE sleep mode procedures).

o 020f Sof'S TR (PCCH): DRoh DArmrordy w6d S 80§ orad. UE cing), J% dey
2)&)&56 3dodcd, o UE Srre 52’% 290008 Uv;’uqoeSG (UE Qg dré oo edadrNoticio) €8

TS EDATAcSeICIBI00.

e Common Control Channel (CCCH): Bi-directional channel for transmitting control information
between network and UEs. This channel is commonly used by the UEs having no RRC connection
with the network and by the UEs using common transport channels when accessing a new cell
after cell reselection.

Frordes Aoboge ordes (CCCH): Rex ), wéain UE o gy dodoger Dararordy) 269 Boherdd D-
E08S 6. & e Frrdror UR o8 dexf) & 20805 UE © oo UE 0id &darfodugotnod,
[0 S0e BN BT E Dew) T[S BRI DY PO TP HPTOR GODBRHPE .

¢ Dedicated Control Channel (DCCH): A point-to-point bi-directional channel that transmits
dedicated control information between a UE and the network. This channel is established
through RRC connection setup procedure.
©o88RD Sot’S grdeS (DCCH): UE 208050 Dex6) 2065 0088200 Dokogen ROrmroed) DI¥de 3
o005 e a0 BF-EOEIS S, & erdS RRC $£8 200 Derdo trgTr Friocdediod .

e Shared Channel Control Channel (SHCCH): Bi-directional channel that transmits control
information for uplink and downlink shared channels between network and UEs. This channel is
for TDD only.

EPAFgg0 DoAY RS Lotf'S crdS (SHCCH): dtgb) @0dain UE © ¢S wed 20005 &S doé

26 TRy RArETTY 06® 8% BG-EOERS 5. & &S TDD g . €0 Dodogse
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Internet Protocol v6 (IPv6)

Internet Protocol version 6 (IPv6) is the latest revision of the Internet Protocol (IP) and the first version
of the protocol to be widely deployed. IPv6 was developed by the Internet Engineering Task Force (IETF)
to deal with the long-anticipated problem of IPv4 address exhaustion. This tutorial will help you in
understanding IPv6 and its associated terminologies along with appropriate references and examples.

Q0t20) & TS 6 (IPv6) 36 2otx0) & FS'seeS (IP) g, Trar DHOENG, Sudain Digydorr edven Sabed
PSS aang), D0 DED. [Pvd ED 0wty ), TEDD JEIGBIRD) BV DO 0000 QotiD) &5
QoDB0h xRy, D6y (IETF) & IPV6 & oDBB B2od. & e.nisésﬁdojaé 5 IPV6 200030 Trd e90e0ds DAY
AT AresHOE HB0I IO edo SR dGos DL WIFODDEB0E .

Internet Protocol version 6 is a new addressing protocol designed to incorporate all the possible
requirements of future Internet known to us as Internet version 2. This protocol as its predecessor IPv4,
works on the Network Layer (Layer-3). Along with its offering of an enormous amount of logical address
space, this protocol has ample features to which address the shortcoming of IPv4.

Q080 €5 DeSseeS Qo0 6 Qo) & DoR)0M 2 T AT BDVD PGS WowT) S ), 8 BIITOVR

FocsodBSErDE ErTobodd s Arad drdr TEES. ol T'sS IPva 5T, dexb), Sabb (Gapb -3) &°
DIBLO06. BDONSZD SRS BED L) wobowstiod Frew, & T’ S 1PV dhog), S'Dror DO BSEIS

2OV A vLrrOR £DA God.

Why New IP Version?
5 IP 20%), 6 Jochded?

So far, IPv4 has proven itself as a robust routable addressing protocol and has served us for decades on
its best-effort-delivery mechanism. It was designed in the early 80’s and did not get any major change
afterward. At the time of its birth, Internet was limited only to a few universities for their research and
to the Department of Defense. IPv4 is 32 bits long and offers around 4,294,967,296 (232) addresses. This
address space was considered more than enough that time. Given below are the major points that
played a key role in the birth of IPv6:

FONDDGD, [PV 208 2000 Goctensd egdoh gﬁas‘sve; Qdrdotiwdod 00D ) GI-Hakd) -G
CRogroPR)y BTEFRIMT HPLD ©0boDod. 80 © Fdozioss” A ErFoborrdd, ST O DG HFENLF THE. T
BR), PBDS’, RotT)E T0 DBFED S0 BLe TP Eo ) DF(Drrjuairen Jrdgd HOJdo Bobeded.
IPv4 32 D&y Ty 2003w 4.294,967.296 (232) DDOTIrORD ©0BR000. & ©ED YUo SHbod vivae Yot
Qe ST DB(idoseIcod. IPVE Glog) 286" By g Dodd VErd woTre S0 @B :

e Internet has grown exponentially and the address space allowed by IPv4 is saturating. There is a
requirement to have a protocol that can satisfy the needs of future Internet addresses that is
expected to grow in an unexpected manner.
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¢ |Pv4 on its own does not provide any security feature. Data has to be encrypted with some other
security application before being sent on the Internet.
oD Toes IPv4 D SGee 36 eolouscio S, RotBY & &° DobEIwed §) Ad6 HEee Boaried derd

ays0oed .
¢ Data prioritization in IPv4 is not up to date. Though IPv4 has a few bits reserved for Type of
Service or Quality of Service, but they do not provide much functionality.

o IPVA & B Proraye O SO S, IPVA Do 657 S DI Treaged §'00 Bty Sadedd Ey

DSy &) YOS, 0 TP STTHIGER WOBBD.

e |Pv4 enabled clients can be configured manually or they need some address configuration
mechanism. It does not have a mechanism to configure a device to have globally unique IP
address.

e IPv4 DJends Sowotw A dogoer si)brﬁ wobecaron Jor o708 S’:)Q’ PAle STl ?3;65?.’15 50050,

DOSTY fead o engtion 0A ey ALBoILL B 28 adogromry $9A eocicd.

Why Not IPv5?

Till date, Internet Protocol has been recognized has IPv4 only. Version 0 to 3 were used while the
protocol was itself under development and experimental process. So, we can assume lots of background
activities remain active before putting a protocol into production. Similarly, protocol version 5 was used
while experimenting with the stream protocol for Internet. It is known to us as Internet Stream Protocol
which used Internet Protocol number 5 to encapsulate its datagram. It was never brought into public
use, but it was already used.

86 50D, 2o00) 6 TE'TS DPoswdod IPv4 2rgds. FP'sd eds wDDYG JBKD HAAFTSLE DI

SN, 0 od 3 HOH DES eDATAoSRCod. Saf, TE'sen) aIGS’s SRLD By A el
SO[Eerren Trer SIIENT Gotran. 08 Do, Rotxd) &5 Evo TeS'ses Tes'see’® Hairmen SRy 2y Q‘eS:sveS
DGR 5 SDArAoSRGS. B WotD) & TS Howd 5 & GHAIENDD @) M FETer WP BBVIG.
QO HRO D30 S D) ocSerciSes, 0 20 QDS GOATAoDRC08 . -

Brief History

After IPv4’s development in the early 80s, the available IPv4 address pool begun to shrink rapidly as the
demand of addresses exponentially increased with Internet. Taking pre-cognizance of the situation that
might arise, IETF, in 1994, initiated the development of an addressing protocol to replace IPv4. The
progress of IPv6 can be tracked by means of the RFC published:

80 © 6oz IPV4 CINE), BWDDE SETS, Worertns &) IPvh ©gDd rd drorr dedodito Fdododos,
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Ddordre Garol Bo3) ¢ DI DO, STJD DO Do (Rred), IETF, 1994 &, IPv4 Froods”
Odofod TeS'sees DB FooPDodosd. IPvE chs), 388 RFC op(oe 9ed80secoeoos:

¢ 1998 — RFC 2460 — Basic Protocol

e 2003 — RFC 2553 — Basic Socket API

2003 — RFC 3315 — DHCPv6

e 2004 —RFC 3775 —Mobile IPv6

e 2004 — RFC 3697 — Flow Label Specification

e 2006 — RFC 4291 — Address architecture (revision)

¢ 2006 — RFC 4294 — Node requirement

On June 06, 2012, some of the Internet giants chose to put their Servers on IPv6. Presently they are
using Dual Stack mechanism to implement IPv6 parallel in with IPv4.

&R 06, 2012 &, @0e3) & Fowotdy EQY IPV6 2 S0 DE(ERL ot Jothhar) . oo IPv4 &

IPv4 Daroddorr e SosrdS chrjede 38 20520/ GOAPARIT®) 6.

Features
[SX:Ror: 1L 3V]

The successor of IPv4 is not designed to be backward compatible. Trying to keep the basic functionalities
of IP addressing, IPv6 is redesigned entirely. It offers the following features:

IPv4 dB08); SPEROED DRVSEIC EX) RVETODODAMT 8rodoRedod. IP QTR ados); FBE SPTRYSGEIRIND

&odtrdd goma;l@ml@am, IPV6 3 D DEOND BoDLIC0H. A S0 VELFON WodRVOM:

Larger Address Space

In contrast to IPv4, IPv6 uses 4 times more bits to address a device on the Internet. This much of extra
bits can provide approximately 3.4x1038 different combinations of addresses. This address can
accumulate the aggressive requirement of address allotment for almost everything in this world.
According to an estimate, 1564 addresses can be allocated to every square meter of this earth.

IPv4 £ chg)orv, IPv6 cha&é‘éﬁ 28 KJOSU"D‘l :)O;)b&o::’)c:“&')é 4 Bew «DS.)ZJFD ?Dé-ll GOAETAWD. G ?Déﬁb
g, & ©OE Dopfes” DETTIren 3.4 x 1038 HFEH SoDINY WoARIR. & DHTIHF & Pooted’ oY
296 B0 SEranc) WE), Gre wd000 SREARDIY. WO D500, & FP VS VA SO Dvexw),

1564 Qomrare §ea“ono:bétma.

Simplified Header
IPv6’s header has been simplified by moving all unnecessary information and options (which are present
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in IPv4 header) to the end of the IPv6 header. IPv6 header is only twice as bigger than IPv4 provided the
fact that IPv6 address is four times longer.
IPv6 398 D503 ) ©IBVERNV LAFEGo S0 DSV (IPvs 39eS” &) D) d6Docdcio T IPV6 civg)

%gs WVEPE B0 Sobedod. IPV6 %gs IPv4 $57) Toct T80 0GB, IPV6 DEORPE® T B8 ).

End-to-end Connectivity

Every system now has unique IP address and can traverse through the Internet without using NAT or
other translating components. After IPv6 is fully implemented, every host can directly reach other hosts
on the Internet, with some limitations involved like Firewall, organization policies, etc.

28 ‘D:Sbé? @?Q)Dd.) DES IP Ddomrardy £90 od daiw NAT Jor |6 @uardo e eHAirfodsor

Qo28) €5 TPO° DOSTEIoBIRY. IPVE QPO 9iven Sobedd ST, P8 Y S0 @000 ¢ 236 03B

Bodhy, PO, 0% AEFTPeD ANGETD To3eS’ £ DO EotFo.

Auto-configuration

IPv6 supports both stateful and stateless auto configuration mode of its host devices. This way, absence
of a DHCP server does not put a halt on inter segment communication.
IPV6 oD :ﬁ‘g} Lo fgwbé 200030 ?g@ejb es¢S* SYABAD DF), HGB FRB. & Do, wE DHCP D66

g, FEIPSHo qotab 20} 065 SrgIEND 5 2u¢ halt &ren .

Faster Forwarding/Routing

Simplified header puts all unnecessary information at the end of the header. The information contained
in the first part of the header is adequate for a Router to take routing decisions, thus making routing
decision as quickly as looking at the mandatory header.

REVES 208 @) WIHJVCOD VIFTT ) 298 DHOS® Gotodiood. I ), DG e &) RAFERdo

Fow), rdofi JAgoirewr SREIEIS SNV WO B0d, ST BDYVN0 QSR WRRIDY LT Ao
BB B Ereioh Bob.
IPSec

Initially it was decided that IPv6 must have IPSec security, making it more secure than IPv4. This feature
has now been made optional.
@do?.fme‘)’6 IPv6 ééDDmGW IPSec @S0 £0A Gomrod 3930330653530&, QRO IPv4 S0€3 0008 WELSDOAT

2000, & D6 QY Do Baerdod.

No Broadcast

Though Ethernet/Token Ring are considered as broadcast network because they support Broadcasting,
IPv6é does not have any broadcast support any more. It uses multicast to communicate with multiple

hosts.
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Anycast Support

This is another characteristic of IPv6. IPv6 has introduced Anycast mode of packet routing. In this mode,
multiple interfaces over the Internet are assigned same Anycast IP address. Routers, while routing, send
the packet to the nearest destination.

a0 IPv6 dlwg), FE vgeo. IPV6 J(EES °oh cbog), Anycast D) RDIDHoS. G D°E, QoY LI
20t8y& 2.8 Anycast IP DEORPAT) SEronoseearon. Gre, Grtohi SRy RHyD, BN VD AL DS

DoQYBV0.

Mobility

IPv6 was designed keeping mobility in mind. This feature enables hosts (such as mobile phone) to roam
around in different geographical area and remain connected with the same IP address. The mobility
feature of IPv6 takes advantage of auto IP configuration and Extension headers.

IPv6 e536 Sesedso samrmbe‘i‘ S0t Erlodotendod. & gm0 A5 (0BS DD H0836) DG FHVE Foors’
BEDHAT 20800 S P DHTPIrE 000mrAostrIS AR08, IPV6 cing), §65d8 vEo e IP g dsn

200050 DTV 2PV PATBTD) TodBos.

Enhanced Priority Support

IPv4 used 6 bits DSCP (Differential Service Code Point) and 2 bits ECN (Explicit Congestion Notification)
to provide Quality of Service but it could only be used if the end-to-end devices support it, that is, the
source and destination device and underlying network must support it.

IPv4 %3 c3og), TPeagda oBostdd 6 DSy DSCP (00 HEID §& Jrawots) 208050 2 D ECN (R0
E)A0 TODTND) B EDAFAD0S, TR DHOS WoTr DOLTVL RO LGB WY, 908 Barw BB (VS
BEG0 0Bk B8 DG W LGR &ord.

In IPv6, Traffic class and Flow label are used to tell the underlying routers how to efficiently process the
packet and route it.
IPV6 &, &8 570 2000k I Tewds DD Jrgsen) FHD WO HrgeR)y I VAGHodT VBT’ B

FRGD BN SOATAT .

Smooth Transition

Large IP address scheme in IPv6 enables to allocate devices with globally unique IP addresses. This
mechanism saves IP addresses and NAT is not required. So devices can send/receive data among each
other, for example, VolP and/or any streaming media can be used much efficiently.
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Other fact is, the header is less loaded, so routers can take forwarding decisions and forward them as
quickly as they arrive.
QSC TR0, QS BLYD S°E VDB, SR T Dgairen SEDHEFIS DOID BB DDV T

Febbltabloe) K)o‘:o.brma 3

Extensibility

One of the major advantages of IPv6 header is that it is extensible to add more information in the option
part. IPv4 provides only 40-bytes for options, whereas options in IPv6 can be as much as the size of IPv6
packet itself.

IPv6 23“%5 ), BE°D TQCBJ“&‘;U’?‘? 286, b a‘oa‘)s TPAS S0doh E’o&ﬁJ“ES"U":)‘l Eotirrdd DRBoBEHDG. IPv4
DUyEPL E6% 40-Béw Srgdd @wodood, wand IPve & oysew IPvb rEe5 Aog), HOJrEr) $HA esotran.

In computer networking, addressing mode refers to the mechanism of hosting an address on the
network. IPv6 offers several types of modes by which a single host can be addressed. More than one

host can be addressed at once or the host at the closest distance can be addressed.
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@083, B Tr(Te 28 FFH Hoomdudy. wED Yot Jdy D F'Y 8F0 PRSIy Tor W S’ edBaD
FSISTIgEINER IR VNS

Unicast

In unicast mode of addressing, an IPv6 interface (host) is uniquely identified in a network segment. The
IPv6 packet contains both source and destination IP addresses. A host interface is equipped with an IP
address which is unigue in that network segment.When a network switch or a router receives a unicast IP
packet, destined to a single host, it sends out one of its outgoing interface which connects to that
particular host.

DOTH AB0E), 0DEY 2, IPV6 'aomébi': (zﬁ‘fg) OBjgore dexh); bﬁéoe”S‘ tHBodercdo0d. IPV6 Jj5e5 dareo
200030 (1205 IP Do Todio SO eotwod. e ), Derriod’ HBERVM [P DETHrd w8 ©AFDH otdyD
WNBNEIC E0t0B. 28 DG, VIS Tar 6 ws DonS :ﬁ‘;wzob 330D 28 oSS 1P ;)nééeul %590053;0@3@,
& B(g :ﬁé’»b g S D @Q)%S‘o»oﬁ @oé.)é;ﬁf o) DoRDB0S .

Multicast

The IPv6 multicast mode is same as that of IPv4. The packet destined to multiple hosts is sent on a special
multicast address. All the hosts interested in that multicast information, need to join that

multicast group first. All the interfaces that joined the group receive the multicast packet and process it,
while other hosts not interested in multicast packets ignore the multicast information.

IPv6 0Fs°) A& IPVA JFOOTFD Gotod. WY eddobe FoH afoswdsd ES s pifs s
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Anycast

IPv6 has introduced a new type of addressing, which is called Anycast addressing. In this addressing
mode, multiple interfaces (hosts) are assigned same Anycast IP address. When a host wishes to
communicate with a host equipped with an Anycast IP address, it sends a Unicast message. With the
help of complex routing mechanism, that Unicast message is delivered to the host closest to the Sender
in terms of Routing cost.

IPV6 28 £'¢ 680 DT D0 Y300, BV RO TS DWOPET 9 DAV, 8 DOTIT JrE, LTV
faoeoégrga (:-ﬁgb) 2,8 Anycast IP Dmrara) SErootiedEaron. ws ddaing ws Anycast IP Ddarar £9A :ﬁ‘.g
S0y éicbs;ég_:g_)bc:), 0 28 ArJEY VST DoIDAS. FHD T"oh 2ose 2o DB, DG GO
DB DD 93 BHGHBD) WSBAD VoFF) Do F0os.

Let’s take an example of TutorialPoints.com Web Servers, located in all continents. Assume that all the
Web Servers are assigned a single IPv6 Anycast IP Address. Now when a user from Europe wants to
reach TutorialsPoint.com the DNS points to the server that is physically located in Europe itself. If a user
from India tries to reach Tutorialspoint.com, the DNS will then point to the Web Server physically
located in Asia. Nearest or Closest terms are used in terms of Routing Cost.

©y porg” e TutorialPoints.com DeS DO VY, GEPLPERN S0omTo. WD) DeS VO .8 IPV6 Anycast

IP Domrard Seravosacarahd odofod. DI Mod wd DIMrAErE chrsd Sdgomr ey woge) DNS
ooty DNS  Srowotny BEEH5ed38 Smsaoe»al:q;,a@. OGS0 Aod 28 odrad Tutorialspoint.com &
BEOEDEIS ALY, oS el FTALm ey D5 VoA DNS £DDR006. o by D DD To
DD DV SHATHFPD .

In the above picture, when a client computer tries to reach a server, the request is forwarded to the
server with the lowest Routing Cost.
» Do, a8 gawotd So3argeab 2.8 U6 B HDS DODHA) oDBYD, VEBD gy o &6 SR

évonsg Bo3oeacdeod.

Address Types & Formats Hexadecimal
Number System

Before introducing IPv6 Address format, we shall look into Hexadecimal Number System. Hexadecimal is

a positional number system that uses radix (base) of 16. To represent the values in readable format, this
system uses 0-9 symbols to represent values from zero to nine and A-F to represent values from ten to
fifteen. Every digit in Hexadecimal can represent values from 0 to 15.

IPV6 DORP:AT 07,5 0O50I0 Bn06, DB TEHEDRS Wos SV DODFFAL S, T EVS 635,

FoE " Denden FEVG[o ERo, & 1Y DO Mol DEIP 6L Deded FAVG e W) Mok FA6
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Decimal Binary Hexadecimal
0 0000 0
1 0001 1
2 0010 2
3 0011 3
4 0100 4
5 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 9
10 1010 A
11 1011 B
12 1100 c
13 1101 D
14 1110 E
15 1111 F

Address Structure

An IPv6 address is made of 128 bits divided into eight 16-bits blocks. Each block is then converted into 4-
digit Hexadecimal numbers separated by colon symbols.
w8 IPv6 Debarar 128 Dy IO 16-Dy &5 IFBowswcod. DB g8 edyd Eod Dy e D 4- woSo

:J‘"s“')a.’oaoé RofeD AIC\RCB00.

For example, given below is a 128 bit IPv6 address represented in binary format and divided into eight
16-bits blocks:
GIPrOnRD, So6 ROWAD 128 DSIPV6 dbhror B36 588" FAJGH0 6L G 16- DSy grs)

D22 0tIeIciol

0010000000000001 0000000000000000 0011001000111000 1101111111100001 0000000001100011
0000000000000000 0000000000000000 1111111011111011

Each block is then converted into Hexadecimal and separated by ‘.’ symbol:

pel] er§ DN 33"5"3&33&)5 (o) QP SE00 Bebloloniy] et (bg)e‘is
Dh3odecI0d:2001:0000:3238:DFE1:0063:0000:0000:FEFB

Even after converting into Hexadecimal format, IPv6 address remains long. IPv6 provides some rules to
shorten the address. The rules are as follows:

TS ERRS 8EAES Hr0HNGS, IPV6 ©ED e FEDT od. IPV6 £ £ JoHrO) ©odi0l DErard
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Rule.1: Discard leading Zero(es):
In Block 5, 0063, the leading two 0s can be omitted, such as (5th block):

&5 5, 0063 &°, 902 Both 0 O DR BoddAy, (5 O gr6):2001:0000:3238:DFE1:63:0000:0000:FEFB

Rule.2: If two of more blocks contain consecutive zeroes, omit them all and replace with double colon
sign ::, such as (6th and 7th block):

G5 .2: Bochd gy HER R0 00 $DH &ol, TA @3&0&3&) HOIDV cendd Fod & 36 Sobod PO 1 1 (6 D
S08a3w 7 & e3°8):2001:0000:3238:DFE1:63::FEFB

Consecutive blocks of zeroes can be replaced only once by :: so if there are still blocks of zeroes in the
address, they can be shrunk down to a single zero, such as (2nd block):

AT © HED %,PQJD& 2800 AFrGD0 .80 8 éojz.bzma: s"a)eg 0T © alog); eg*éa fa:abefyé eaé&g.goné QETET,
o 2.8 "nDD“lé S)&odﬁ:)rﬁ.)a, (2 §°J‘§):2001:0:3238:DFE1:63::FEFB

Interface ID

IPv6 has three different types of Unicast Address scheme. The second half of the address (last 64 bits) is
always used for Interface ID. The MAC address of a system is composed of 48-bits and represented in
Hexadecimal. MAC addresses are considered to be uniquely assigned worldwide. Interface ID takes
advantage of this uniqueness of MAC addresses. A host can auto-configure its Interface ID by using
IEEE’s Extended Unique Identifier (EUI-64) format. First, a host divides its own MAC address into two 24-
bits halves. Then 16-bit Hex value OxFFFE is sandwiched into those two halves of MAC address, resulting
in EUI-64 Interface ID.

IPV6 $ 20> 0570 0SVER ER DHTTR &) ow. DO s, Totid e (DH0 64 DEdy) RS 1D §o
YT GOCIrHoSRESG. wE D0 dg) MAC DErar 48-D6y 9N cotnod O EyEdS
TG0 HRod. MAC DHTraren B[S PDowa oM Seranosarron. MAC QEOTrare g ¢ pdjsad
@03y D &D0rHocotnod. IEEE dhog) DRodd V8BS DRoBPODE (EUI-64) Fo7e addirhod ad Y
@08yD ID & ?oso:i:—s*bbﬁé BBy, GG, w8 ;in‘.gg > Tod MAC Domrdradd 24-Diy Deseadees
Dz3oos. VDN 16-De 378y Dewsd OXFFFE D8 MAC DEOmrar dng) & Jod grmenm arod'dood, DB
EUI-64 083D ID.
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OuUl NIC Specific

00| 11| 22| AB| CD| EF

Il

00||11 22 || FF || FE | AB CD“ EF

Conversion of EUI-64 ID into IPv6 Interface Identifier
EUI-64 ID &0y IPV6 @otByD 0&ohod SIS NAAL VA

To convert EUI-64 ID into IPv6 Interface ldentifier, the most significant 7th bit of EUI-64 ID is
complemented. For example:

EUI-64 ID Q IPv6 ‘z?oeaaoij 336.',063;_305313“ {)J“dat;"bé, EUI-64 ID d0oog); eadbfodd sdoosnfaddd 7 & DES 305G Gold.

[SareilelricR

00 |11 (|22 || FF |FE | AB||CD| EF

000000 O
7th MSB is complemented

0000 0010

02|11 |22 | FF| FE|AB|CD| EF

This address type is equivalent to IPv4’s public address. Global Unicast addresses in IPv6 are globally
identifiable and uniquely addressable.
& QEOTAT S8o IPv4 cﬁwsb DDE VOTIAFL VA0, IPv6 &° f}f e3¢5 Qini)é.a) e9GRD Q‘;Joéa‘ggom HOoBSADD

™

0000 HAJECTT DET AT E0LTP0.

Global Routing Prefix: The most significant 48-bits are designated as Global Routing Prefix which is
assigned to specific autonomous system. The three most significant bits of Global Routing Prefix is
always set to 001.

fod oooh 205y Hws &b 22 ) O8S DeROD 48- Dew DEED  VYADOPBDY BBV
Seronocseagron. Fed T°Bof 25y lng), Do edjos SRR DESy JYDYET 001 £ J8\eIE Eotdod .
Link-Local Address

Auto-configured IPv6 address is known as Link-Local address. This address always starts with FE80. The
first 16 bits of link-local address is always set to 1111 1110 1000 0000 (FE80). The next 48-bits are set to
0, thus:

Do-e95, 85660 [PVE DOTIF Dob-5°68 gD 0 BROFWR. & DWrdr JPyEr FEBD & awdwdded.
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E)o§—e§°§)é QoA c>.'.‘L'x:.'tSz_I 2 16 2‘3653 Qg?.’g);)d..‘!" 1111 1110 1000 0000 (FE8O) £ 20¢5 Boherciod. e 48-
Qe 0 0 2eS Bojamgo», ed:

Link-local addresses are used for communication among IPv6 hosts on a link (broadcast segment) only.
These addresses are not routable, so a Router never forwards these addresses outside the link.
Unique-Local Address

type of IPv6 address is globally unique, but it should be used in local communication. The second half
of this address contain Interface ID and the first half is divided among Prefix, Local Bit, Global ID and
Subnet ID.

IPV6 Q)omrdor G8o GobarRom RB{ST €000, 50 @ g"r‘i)s sng:)ézﬁ Treed. & QWO Alg); Tockd

rriod’ @otady® 1D ey AEE Do HDSEy, FE D, Heres 1D 206030 0B) & DAS” Dgsocserdiod.

1111110
’#‘
Prefix | L Global ID Subnet ID Interface ID
o
14
’ S . \—1—'/ \‘_f_/
1 Bit 40 Bits 16 Bits 64 Bits

Unique-Local Address]
Image:

Prefix is always set to 1111 110. L bit, is set to 1 if the address is locally assigned. So far, the meaning of L
bit to 0 is not defined. Therefore, Unique Local IPv6 address always starts with ‘FD’.
QET°ATD gv:)sonn Serooldeond, OG0 Jepyer 1111 110 2085 eosnetood. L D65, 1 £ 285 Soberded.

ROYBO6D, 0 HL DS ), wgo DoowwEden. wocde, PBEPD FIS [PV6 barar JYiycr FD' &

PGB0 .

Scope of IPv6 Unicast Addresses:

Global Unicast Address

Global Scops
Bl

Unique Local Address

Link-Local Addr

Organizstion / Sits Scope

Link-Local Scope

160



The scope of Link-local address is limited to the segment. Unique Local Address are locally global, but
are not routed over the Internet, limiting their scope to an organization’s boundary. Global Unicast
addresses are globally unique and recognizable. They shall make the essence of Internet v2 addressing.

Do5-65°¢85 DOTIX g, VOO VerTrIS DOWSo Bobeded. VHE .gvbs QBT gnnsonv DDoseTT

€000, oS fa!cxf:.)at)’é‘_.,s6 a0 QZ,JU‘;S{)‘)' 0G0 Wobtio S, T8 DOBD Q0P 0308, DOTEIS DO Wrod.

Ferss a8 g Hed DoLnpund 0050 HEONEARD. 57t Bo6B) & v2 eEod cing) FTroso Bod.

Version 6 has slightly complex structure of IP address than that of IPv4. IPv6 has reserved a few
addresses and address notations for special purposes. See the table below:
Q00 6 IPv4 Sotd IP Qoradr cing) Sodo §00 oo $9A &od. IPV6 pdfs polrary S0 £

DAOTATVRA B0 DEOTHF Seb::é:q@m Seranood. Sod T'.)Q&‘.éa Arcod:

1Pv6 Address [ ET ]

z:./128 Unspecified Address
AL Default Route
::1/128 Loopback Address

e As shown in the table, the address 0:0:0:0:0:0:0:0/128 does not specify anything and is said to
be an unspecified address. After simplifying, all the Os are compacted to ::/128.
agsﬁ‘ SMeT, Qddrar 0: 0: 0: 0: 0: 0: 0: 0: 0/128 BT ﬁa&"bmdc&: SBain f.:S’Z,m.)a:) QDT I

DONRICDB0E. DEVEGE ST, @y 0ew 1/ 128 & DHbowserrow .

e In IPv4, the address 0.0.0.0 with netmask 0.0.0.0 represents the default route. The same concept
is also applied to IPv6, address 0:0:0:0:0:0:0:0 with netmask all Os represents the default route.
After applying IPv6 rule, this address is compressed to ::/0.

IPva &, 345 %), 0.0.0.0 & 0.0.0.0 Do SIS HTeD) LrDi0d. B GrS5 IPV6 & Eree 58408, 0:
0:0:0:0:0:0:0: 0: 0: 0 IPv6 DQ‘SJ.;‘;\J"DQ‘ e930eD D BTG, G DATPAT 11 / 0 £ S0 Saberdod.

e Loopback addresses in IPv4 are represented by 127.0.0.1 to 127.255.255.255 series. But in IPv6,
only 0:0:0:0:0:0:0:1/128 represents the Loopback address. After loopback address, it can be
represented as ::1/128.

Reserved Multicast Address for Routing Protocols

IPv6 Address Routing Protocol

FF02::5 OSPFv3

FF02::6 OSPFv3 Designated Routers
FF02::9 RIPNg

FF02::A EIGRP

e The above table shows the reserved multicast addresses used by interior routing protocol.
©  ©odgs T°Boh PSS adAINS baby 2088 0gH0 PO DYE BFDRB.
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¢ The addresses are reserved following the same rules of IPv4.

Reserved Multicast Address for Routers/Node

IPv6 Address Scope

FF0l::1 All Nodes in interface-local
FF0l::2 All Routers in interface local
FF02::1 All Nodes in link-local
FF02::2 All Routers in link-local
FF05::2 All Routers in site-local

e These addresses help routers and hosts to speak to available routers and hosts on a segment
without being configured with an IPv6 address. Hosts use EUI-64 based auto-configuration to
self-configure an IPv6 address and then speak to available hosts/routers on the segment by
means of these addresses.

& DoTraren IPV6 doomrdrd 2016 BanfEome w8 Deriod” woderens” &) Teg ooty FRs

SPEPEErdS TP 000 R vifae BRod. WY EUL64 errdd  2(os-5eRyidhro) 1Pve
DT AT 335053-5“%63;1&35 EDATHOSILD P & DeFre T ?oﬁéoéée e90c0eTenes’ &) :5%“533/

FeE0 AFErcod .

Headers

The wonder of IPv6 lies in its header. An IPv6 address is 4 times larger than IPv4, but surprisingly, the
header of an IPv6 address is only 2 times larger than that of IPv4. IPv6 headers have one Fixed Header
and zero or more Optional (Extension) Headers. All the necessary information that is essential for a
router is kept in the Fixed Header. The Extension Header contains optional information that helps
routers to understand how to handle a packet/flow.

IPv6 o?msb e_ocbaéo o 3956‘5 €08, IPv4 DT S0l IPV6 QDdoarsdr 4 [e[AY] .Ds‘,oba, 50 a%‘)dﬁséoﬁ‘, IPv6

Do B, 998 IPv4 S0t 2 BE L) I sotwod. IPV6 FQEen 28 B 3E 2000 Re) T 208D DD
(Ddhozp) Qs DA Gotraw. wE THIG), BIVCID ©) BIVCRY VAFTCo %0 9SS’ GoecBod.
Tahow) e FGEe / Do) e VEIroersS” wdo BrofHErdS TRgLD VFaHE DdyE Lara ) $9n

G000k,

4-11 12-31
0-3 | Version |Traffic Class Flow Label
32-47 Payload Length Next Header | Hop Limit  |56-63
64-191 Source Address
192-288 Destination Address
Fixed Header

IPv6 fixed header is 40 bytes long and contains the following information.
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Field & Description

Version (4-bits): It represents the version of Internet Protocol, i.e. 0110.
0%, 63 (4-2‘.’)&53): o1a) faoe)Bg’eS FeS’sees CB0E), R0R),CEad DRk, e 0110.

Traffic Class (8-bits): These 8 bits are divided into two parts. The most significant 6 bits are
used for Type of Service to let the Router Known what services should be provided to this
packet. The least significant 2 bits are used for Explicit Congestion Notification (ECN).
P08 50 (8-De5y): € 8 DESy Bothd LT DESRoBGTON. & JFBLV) D Ve Bodocserrd &d

Geacd) BDoDBODEEIS wdfed 68 6 DBy PO 05708 GDATAOSLIEEPON. PONSROD

SoB0D IBHIEND (ECN) E'0 €070 2 e &DPAOBICEERON.

Flow Label (20-bits): This label is used to maintain the sequential flow of the packets
belonging to a communication. The source labels the sequence to help the router identify
that a particular packet belongs to a specific flow of information. This field helps avoid re-
ordering of data packets. It is designed for streaming/real-time media.

T Tend (20-D80): & TeS w8 DB, BodD FFEY WD PIHY) AOGEroSEEIS

SDAFAoBLR0. Gd), w8 Y FES LArTTeY) Y LIHFIS BoAIGT™ oo
RIPaDDEErDS W6y Jewew) Wrdod. e FEQI 80N o Iabomr & DS

RBPODDEB06. RNk / BaLS-BH0 Ddasr o 26 Erdodosedod.

Payload Length (16-bits): This field is used to tell the routers how much information a
particular packet contains in its payload. Payload is composed of Extension Headers and
Upper Layer data. With 16 bits, up to 65535 bytes can be indicated; but if the Extension
Headers contain Hop-by-Hop Extension Header, then the payload may exceed 65535
bytes and this field is set to 0.

DS'E T (16-D5y): & Dencd o DE'E 28 g FES €08 ey VIrTCo Jodh TOYL
BVoDNSaDErAE &HArA . Payload FdAo) %gsUa 20808 6 & Tad Gerdd $BA Gotwod.
16 D&y &, 65535 B HODH AP DocsdLdy; 502 TEA0) %gsm SD-8D IFHD kb €0A esod,

292y c DE'E 65535 Bew Mo EocIcidy BIBEW S DY 0 & e Boecodod.

Next Header (8-bits): This field is used to indicate either the type of Extension Header, or
if the Extension Header is not present then it indicates the Upper Layer PDU. The values
for the type of Upper Layer PDU are same as |Pv4’s.

DO &b (s-a':)eSD): QQQQS B 2] adoog), 657y ArQoBderdS & ?;;%_.5 &HA3TrAotecI0d, Sor

PAhoZY 298 THLonB, 6 I Sod PDU D Wrdioed. J6d Janb PDU 680 o Denden

IPv4 o3og), AFPOOTPD E0tFo.
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6 Hop Limit (8-bits): This field is used to stop packet to loop in the network infinitely. This is
same as TTL in IPv4. The value of Hop Limit field is decremented by 1 as it passes a link
(router/hop). When the field reaches 0 the packet is discarded.

6 5D HOS (8-De5y): & i’peg RD0BROD 5@56‘35 Q) avlgée.n; eIDEPAS EDITAOILICDH0.

R0 IPv4 &° TTL &G Gotwod. b Dos (676 / D) & a"e‘f}é@b@ 8 HOWS £ Jewd 1 £

S0, G 0 BB LD F{EES DY BotsecdBIod.

7 Source Address (128-bits): This field indicates the address of originator of the packet.
2ore DEOTHr (128-Dey): & i_aeé rg8ES Baresy o) DEOPAPD PRS-

8 Destination Address (128-bits): This field provides the address of intended recipient of
the packet.
(32050 DR (128-De5y): F(ES e, EZ0DD (e ), DERPATR) & DS WbKB.

Extension
Headers

In IPv6, the Fixed Header contains only that much information which is necessary, avoiding those
information which is either not required or is rarely used. All such information is put between the
Fixed Header and the Upper layer header in the form of Extension Headers. Each Extension Header is
identified by a distinct value.

IPV6 €5°, 08y b‘c.‘.,gf DRG0 T To‘:u‘a‘o‘.i)l Srgdn 00 6od, VIRERD {oaﬁrmﬂme‘ol .;’)éé’.)b%gcio gor
VAT &OATAoSEe G, IBYID TGy drdoe” PG 398 ook IHD TG IYS G WD )
RIPETG0 GodCOB0B. DB BNV T°Ed ws PB[S DenHd dowecadiiod.

When Extension Headers are used, |IPv6 Fixed Header’'s Next Header field points to the first
Extension Header. If there is one more Extension Header, then the first Extension Header’'s ‘Next-
Header’ field points to the second one, and so on. The last Extension Header’'s ‘Next-Header’ field
points to the Upper Layer Header. Thus, all the headers points to the next one in a linked list manner.

T&AoZY QD EDARNODDDYE, DG T QS IPVE G 308 cnE), S0 ¢ S Frowogw.
208 TaAoR e &) wond, 268 TaA e g 'BeD0-308" DY Tolordd AL WorIDVD
D, DD0 FEAoY TEd ), 'IEDO-IFEE’ DG D Sabd PEW) APDRS. VoD, ) QW

ARG DB DEAS® BV A AFDFow.

If the Next Header field contains the value 59, it indicates that there are no headers after this
header, not even Upper Layer Header.
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The following Extension Headers must be supported as per RFC
2460:

800 PAR0ZY FgSew RFC 2460 U576 0> aaegd:

Next Header

Extension Header Description
Value

Hop-by-Hop Options header 0 read by all devices in transit network
Routiiig Hadder 43 cont'alns me.t.hods to support making

routing decision

i f

Fragment header 44 contains pa_rameters of datagram

fragmentation
Destination Options header 60 read by destination devices
Authentication header 51 information regarding authenticity
Encapsulating Security e s :
Payload header 50 encryption information

The sequence of Extension Headers should
be:

IPv6 header
Hop-by-Hop Options header
Destination Options header?!
Routing header
Fragment header
Authentication header
Encapsulating Security Payload header

Destination Options header?®

Upper-layer header

These headers:

e 1.should be processed by First and subsequent destinations.
20658 0005 SC0Dd dngg‘@e)s’o TR oErd .

e 2.should be processed by Final Destination.
RS ERIND Troe FRO Soesd .

Extension Headers are arranged one after another in a linked list manner, as depicted in the following

diagram:
306 BrDPods” DGLBDIY, TENoLY QLD BRVLED DT :3::@586‘ T LTI Joyw Brow:
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IPv6 Header Extension Header 1 Extension Header n Upper Layer

Data
Next Header Next Header Next Header

W o

In IPv4, addresses were created in classes. Classful IPv4 addresses clearly define the bits used for
network prefixes and the bits used for hosts on that network. To subnet in IPv4, we play with the default
classful netmask which allows us to borrow host bits to be used as subnet bits. This results in multiple
subnets but less hosts per subnet. That is, when we borrow host bits to create a subnet, it costs us in

Subnetting

lesser bit to be used for host addresses.

IPvd &5°, Dddramen Sohdyees” Ry ROIRTEO0. ?mhé IPv4 DOTATRR DyPom s wopdse %0
GOArHODD Dgo Hbay & dBy FRWL adErAed Dy MyHerr Aogosdy. PV & 8) by, drS
FR0NES 5 2oy & § B, 2 DS DS D) SDATAosErIS HFH DSy B YT SROLIL® BRWIYB.
RO VY WS DS 0 5D VB ), SED FY Got00d. w0, w8 DY) DyPodcrdd FY DRI Dodw
B200t, ABL DERPITY Eo S D D’ AL P VPSS,

IPv6 addresses use 128 bits to represent an address which includes bits to be used for subnetting. The
second half of the address (least significant 64 bits) is always used for hosts only. Therefore, there is no
compromise if we subnet the network.

IPv6 Dcoraren 128 Dexo &dfofi ERo edairhold DYy £9A ol DHAPAra Wrdodtrdd &DCrHFow.

OERD CE), Boctad aPcio (98 HAEMD 64 DY) Y Er ¥R Fho Hrgdy eOrAoSRdBI08. ©odY,
2020 :’e"SGJZ:;L 2085 D8 I oo Tk,

16 bits of subnet is equivalent to IPv4’s Class B Network. Using these subnet bits, an organization can
have another 65 thousands of subnets which is by far, more than enough.
“n)ag’és cﬁ)o&‘.b 16 23653 IPv4 03»&‘125 s B EJGJSGZ% Redro. & ‘n)@g'és D& eDA3rAotito SN 28 ?’ooé@) 208 65

Do 05 DAL BN &otod, RO Trer Kokl BEVE

Thus routing prefix is /64 and host portion is 64 bits. We can further subnet the network beyond 16 bits
of Subnet ID, by borrowing host bits; but it is recommended that 64 bits should always be used for hosts
addresses because auto-configuration requires 64 bits.

oS0 G°8oh esége:’szsafoo /64 Bo3D :5‘36.:03 arcio 64 e‘:)eSD. B VAVETAS DL 2.9;2)51“ 285 S 1ID 16
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IPv6 subnetting works on the same concept as Variable Length Subnet Masking in IPv4.

IPv4 ¢5° Hoobewes Fod ‘r’oﬁ‘lés m?ozyoﬁ ST 8 2O IPVE DEEIoh Seddewn.

/48 prefix can be allocated to an organization providing it the benefit of having up to /64 subnet
prefixes, which is 65535 sub-networks, each having 2%hosts. A /64 prefix can be assigned to a point-to-
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point connection where there are only two hosts (or IPv6 enabled devices) on a link.

/48 &HRER0/ Do M) eDOBROD /64 B A Qroghrron €9ADD) pOraTdd @b
Serootieacadiood, @d 65535 &D-(EY, peti] a.:sbe'b 264 totoen. 2.8 &)ogh ot :ﬁer’g (T IPVO Ddend GRR)
€0) € DaN0e5-tw a0t EREAV) A /64 EDVG STy -

Complete transition from IPv4 to IPv6 might not be possible because IPv6 is not backward compatible.
This results in a situation where either a site is on IPv6 or it is not. It is unlike implementation of other
new technologies where the newer one is backward compatible so the older system can still work with
the newer version without any additional changes.

IPv4 £00& IPV6 & 78 w68 Feiiocicd Jochdeo IPv6 G810 edrosn D8 Gotidy. B0 ws R IPV6 &°
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To overcome this short-coming, we have a few technologies that can be used to ensure slow and
smooth transition from IPv4 to IPv6.
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DA EY DodBE) DA God.

Dual Stack Routers

A router can be installed with both IPv4 and IPv6 addresses configured on its interfaces pointing to the
network of relevant IP scheme.
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|PvE Network
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IPv4 Traffic
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In the above diagram, a server having IPv4 as well as IPv6 address configured for it can now speak with
all the hosts on both the IPv4 as well as the IPv6 networks with the help of a Dual Stack Router. The Dual
Stack Router, can communicate with both the networks. It provides a medium for the hosts to access a
server without changing their respective IP versions.

* BardgosS”, IPva SDﬁQ)K); ?0655 eer ol FoL es8,BE000D IPV6 Ddboarar @Dy IPva Bocotes® Sudasw
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Tunneling
In a scenario where different IP versions exist on intermediate path or transit networks, tunneling

provides a better solution where user’s data can pass through a non-supported IP version.
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Transit Network
B = /—\\
1Pvd Network e — — S IPv4 Network
$ Y
IPvE Natwork

The above diagram depicts how two remote IPv4 networks can communicate via a Tunnel, where the
transit network was on IPv6. Vice versa is also possible where the transit network is on IPv6 and the
remote sites that intend to communicate are on IPv4.

25 Tardgo Boch IS IPv4 DeaCy 28 ) S Tr(oe Jer €3S Bodrv, B borr dLE), IPv6 &°
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NAT Protocol Translation

This is another important method of transition to IPv6 by means of a NAT-PT (Network Address
Translation — Protocol Translation) enabled device. With the help of a NAT-PT device, actual can take
place happens between IPv4 and IPv6 packets and vice versa. See the diagram below:

NAT §'&’s°e5 eodoartso
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IPv6 Intemnet

NAT enabled Device

f FIITITTaY i

IPv4 Host

Mobility

A host with IPv4 address sends a request to an IPv6 enabled server on Internet that does not understand
IPv4 address. In this scenario, the NAT-PT device can help them communicate. When the IPv4 host sends
a request packet to the IPv6 server, the NAT-PT device/router strips down the IPv4 packet, removes IPv4
header, and adds IPv6 header and passes it through the Internet. When a response from the IPv6 server
comes for the IPv4 host, the router does vice versa.

20D
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When a host is connected to a link or network, it acquires an IP address and all communication take
place using that IP address on that link. As soon as, the same host changes its physical location, that is,

moves into another area / subnet / network / link, its IP address changes accordingly, and all the
communication taking place on the host using old IP address, goes down.

2.8 B0 Dok d 55’5"’2;2; Sbg OVJIDE, Wb IP DETETHR Tocod OA es.btl sw5:)§a5 e
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IPv6 mobility provides a mechanism for the host to roam around different links without losing any
communication/connection and its IP address.
IPV6 Soddes G E0 D s2uriRERS / S48 200w oo IP Adorrar §6°  wonr 33 Dotben oty
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Multiple entities are involved in this technology:
LITTOY oEASGeD &S ﬁs"‘)'ve?;.eﬁ's &wboéo&z:uw:

B

Mobile Node: The device that needs IPv6 mobility.
S&: IPv6 2000 0o HDOEG .

Home Link: This link is configured with the home subnet prefix and this is where the Mobile IPv6
device gets its Home Address.

Fo Do§: & Bo§ F'oo 28) 6 HDE) V(16 Soecdiod WO 2O 2B [PV6 DO Y @O DI
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Home Address: This is the address which the Mobile Node acquires from the Home Link. This is
the permanent address of the Mobile Node. If the Mobile Node remains in the same Home Link,
the communication among various entities take place as usual.

Qo) DOTEF: @0 F'o0 S& ol 2BS T& TFoord DLTIF. 20 B S& ), T3S DOTOr.
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Home Agent: This is a router that acts as a registrar for Mobile Nodes. Home Agent is connected
to Home Link and maintains information about all Mobile Nodes, their Home Addresses, and
their present IP addresses.

o DBotS: 20 2BPS T&y E'o 62FT DIBD Fwb. Fo DBots D0 Doty wRVVEFAoSE, @y
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Foreign Link: Any other Link that is not Mobile Node’s Home Link.
Dos: 2088 & g, FFo0 Dob 50 D @S Dok .

Care-of Address: When a Mobile Node gets attached to a Foreign Link, it acquires a new IP
address of that Foreign Link’s subnet. Home Agent maintains the information of both Home
Address and Care-of Address. Multiple Care-of addresses can be assigned to a Mobile Node, but
at any instance, only one Care-of Address has binding with the Home Address.

86-02D ;208 PG TE a8 DB Do 2ABOLPAIDYED, @6 &8 DB Dob B, WE5 S cwg)
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Correspondent Node: Any IPv6 enabled device that intends to have communication with Mobhile
Node

SEFoGots SE&: 2086 TE Doerredy 90 &od DG IPVH JDees DO
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Routing

Routing concepts remain same in case of IPv6 but almost all routing protocols have been redefined
accordingly. We discussed earlier, how a host speaks to its gateway. Routing is a process to forward
routable data choosing the best route among several available routes or path to the destination. A
router is a device that forwards data that is not explicitly destined to it.

IPV6 D030e5° T°80f D 2.8 DGorTs Gotraw, ®and TP ®d) ok PeS'smen DS evdvrbesorT
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There exists two forms of routing protocols:
Bocs 3°¢30h @éss?ﬁ') &) Q!

+ Distance Vector Routing Protocol: A router running distance vector protocol advertises its
connected routes and learns new routes from its neighbors. The routing cost to reach a
destination is calculated by means of hops between the source and destination. A router
generally relies on its neighbor for best path selection, also known as “routing-by-rumors”. RIP
and BGP are Distance Vector Protocols.

*  &rdo DZ6 Erdhoh TE'S: 28 F'wb JD) Grdo 56 TE'eS D 3§ Argren HErdo Ak
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¢ Link-State Routing Protocol: This protocol acknowledges the state of a Link and advertises to its
neighbors. Information about new links is learnt from peer routers. After all the routing
information has been converged, the Link-State Routing Protocol uses its own algorithm to
calculate the best path to all available links. OSPF and 1S-IS are link state routing protocols and
both of them use Dijkstra’s Shortest Path First algorithm.
Do8-285 Ghoh FE'sS: & TE'sS Do§ e, 28D BDaHERos oAk T Tebardd Perdo

B70060. §¢ Doher (160D DATERGo D6 TG Kod AoyDod. By Fdoh VAFETT ) Vosvdo BV
S0, Do5-RE5 Tl TE'SS o Dodh WS 0G0 ) worertnd” &) Dogd gy gy
T8),05608 &0rAR0s. OSPF 200050 IS-1S Db 28 6°tob PeS’sre BBk Toctr Dijkstra alog)
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Routing orotocols can be divided in two categories:
5Soh TeS'seny, Boch Dermroes’ DERowsdudy:
« Interior Routing Protocol: Protocols in this categories are used within an autonomous system or

organization to distribute routes among all routers inside its boundary. Examples: RIP, OSPF.
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e Exterior Routing Protocol: An Exterior Routing Protocol distributes routing information between
two different autonomous systems or organization. Examples: BGP.
o 0L T8k TE'SS: w8 eriry Foh FUTSS Tocd DB W G0 HdPeD To@ VoRe | T°Boh
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Network Security
ey 705.?136&3

Computer networks are an integral part of our personal and professional lives because we carry out lots
of day-to-day activities through the Internet or local organizational network. The downside of this is that
huge amount of data, from official documents to personal details, gets shared over the network. So it
becomes necessary to ensure that the data is not accessed by unauthorized people.
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Practices adopted to monitor and prevent unauthorized access and misuse of network resources and
data on them is called network security.
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A network has two components — hardware and software. Both these components have their own
vulnerability to threats. Threat is a possible risk that might exploit a network weakness to breach
security and cause harm. Examples of hardware threats include —

;’5256 ERTeTeuiy) 3@55 - ROOY, Toc BP0t & Bolotdd BABoHLL T8 Todh LLETHS &od. HGSS orio

200050 D EDNOSEEIE 8 DeE) wUTHSH SbA Bd DArce B aﬁgsé BOBODED GEFETEL

&D"J‘O.D =

e |Improperinstallation
. eﬂga’).)?\)og‘i)é

e Use of unsecure components
o @008 PR &DG3TM0

e Electromagnetic interference from external sources
¢RIy SPerY Aol DEAEIY 0 50

e Extreme weather conditions
o OH TTHOR HOQBoeD

e Lack of disaster planning
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Hardware threats form only 10% of network security threats worldwide because the components need
to be accessed physically. 90% threats are through software vulnerabilities. Here we discuss the major
types of software security threats.

LodaTegorT dex ) BdTe B660HS” Sdwo 10% drgdd :35255 BOBOIDLD IGYEISIT") 00, QoGS0 FFTreD
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8680 tﬁ@aoiﬁ“m).
Virus (26%)

A virus is a malicious program or malware that attaches itself to a host and makes multiple copies of
itself (like a real virus!), slowing down, corrupting or destroying the system.
28 POD 2.8 DLE TE[EI00 Tor AT IO BAFADL &' doed, DD STHLRD (V2P0 DED Hod) BB,

oEhoitio, DIDVRD B0 daddio Joe OfR B0 BRod.

Some harmful activities that can be undertaken by a virus are —
28 POR tro° B0 ) HFISER0D STEjgeraren -

e Taking up memory space

o 6 Pord) BRED

e Accessing private information like credit card details

¢ 3GE 57 DOTA S0t PDE VAFET°D) AITSYO PRI eTAY

¢ Flashing unwanted messages on user screen
o abrad 86D VTS LodTVM Jrah

e Corrupting data
o GEFRD @OS%)JCEO

e Spamming e-mail contacts
¢ R-DOWES DOBAITVR Fy STod

Viruses mostly attack Windows systems. Till a few years ago, Mac systems were deemed immune from
viruses, however now a handful of viruses for them exist as well.

DO A0 Windows Sg0000 e Brow. EQ) Doddyorw Sdo H6L, S HEHRen POY oc FSfatelofats
B3 e Dotserron, od WYY T8 Ee ) PO LrE ee) ow.
Viruses spread through e-mails and need a host program to function. Whenever a new program runs on

the infected system, the virus attaches itself to that program. If you are an expert who tinkers with the
OS files, they can get infected too.
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Trojan Horse

Trojan horse is a malware that hides itself within another program like games or documents and harms
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the system. As it is masked within another program that appears harmless, the user is not aware of the
threat. It functions in a way similar to viruses in that it needs a host program to attach itself and harms
systems in the same ways.
S 296y
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Trojan horses spread through emails and exchange of data through hard drives or pen drives. Even
worms could spread Trojan horses.
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Worms

Worms are autonomous programs sent by the attacker to infect a system by replicating itself. They
usually infect multitasking systems that are connected to a network. Some of the harmful activities
undertaken by worms include —

.5“5&3
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e Accessing and relaying back passwords stored on the system
éssb‘rgﬁe .5)05 DD d::v;’oézmvom 053@'35 Doddo SudodL BT oo

¢ Interrupt OS functioning
evooraido es0080H ?\3{853

e Disrupt services provided by the system
SIS 290800% DIV g0 D000

e |nstall viruses or Trojan horses
QTS DO Tor F'ad 56y

Spams

Electronic junk mail, unsolicited mail or junk newsroom postings are called spam. Sending multiple
unsolicited mails simultaneously is called spamming. Spamming is usually done as part of marketing
tactics to announce a product or share political or social views with a wide base of people.
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The first spam mail was sent by Gary Thuerk on ARPANET in 1978 to announce launch of new model of
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Digital Equipment Corporation computers. It was sent to 393 recipients and together with lots of hue
and cry it generated sales for the company as well.
Gaes DyaS SB\ER0 SEEO0 Soigyd E drden) 8o 1978 &° ARPANET p mgb (o) du0cséd
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Almost all mail servers give you the option of stopping spams by marking a received mail as junk. You
should take care to share your email ID only with trusted people or websites, who will not sell them to
spammers.
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Firewall

There exist multiple approaches to counter or at least reduce security threats. Some of these are -
D808 5678 For EJR0 BT BOBLDOK BAOSEIS LTVY DEFred &7) 0. IS’ EDy -

e Authenticating users accessing a service

e DD Qiréb.f) B DA@FHTEDOR Dotdcio
e Providing access to authorized users

e QS DD EOVL Q3SR @odowtio

e Using encrypted passwords for remote log on

o 02 erh 0 HREB0DN PR eDArAoSo
e Using biometric authorization parameters

o OIrAOS FATe3EGE JTPDBOLE) &DAIPANEO

e Restricting traffic to and from
o grdS 0 DaLodRod

Firewalls are the first line of defense against unauthorized access to private networks. They can be used
effectively against virus, Trojan or worm attacks.
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How Firewalls Work

Dictionary defines firewall as a wall or partition designed to inhibit or prevent spread of fire. In
networks, a system designed to protect an intranet from unauthorized access is called firewall. A private
network created using World Wide Web software is called an intranet. Firewall may be implemented in
both hardware and software.
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All traffic to and from the network is routed through the firewall. The firewall examines each message
and blocks those that does not meet the pre-defined security criteria.
Gy Ao dAtL By LD POXS TETE GPa0R. PTG DA VBTN 062000 MOtV Bwoed
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These are some of the prevalent techniques used by firewalls -
& PTGy SDAIPAED HRODLD Dgdoen §) -

¢ Packet level filtering — Here each packet is examined depending on user-defined rules. It is very
effective and transparent to users, but difficult to configure. Also, as IP address is used to
identify users, IP spoofing by malicious parties can prove counterproductive.
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e Circuit level filtering — Like good old telephone connections, circuit level filtering applies
security mechanisms while connection between two systems is being established. Once the
connection is deemed secure, data transmission can take place for that session.
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e Application level filtering - Here, security mechanisms are applied to commonly used
applications like Telnet, FTP servers, storage servers, etc. This is very effective but slows down
performance of the applications.
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e Proxy server — As the name suggests, proxy server is used to interrupt all incoming and outgoing
messages and mask the true server address.
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A firewall may use a combination of two or more techniques to secure the network, depending on
extent of security required.
wIVGHAD] BB OO0, PTG beJSOoz& WOLBOrT &oStrdS Goch) Jor odtol D FrodBSBO
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Cookies

Cookies are small text files with their unique ID stored on your system by a website. The website stores
your browsing details like preferences, customizations, login ID, pages clicked, etc. specific to that
website. Storing this information enables the website to provide you with a customized experience the
next time you visit it.
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How Cookies Work

When you visit a website through your browser, the website creates and stores a cookie file in your
browser or program data folder/sub-folder. This cookie may be of two types —
W D FRb O wl DJ0) Vw0V, D5 5 D Fadb Joo Ford der Peb / s

DoF 08 D) YRR PO vy Bod. & LI Tod ST SPHdy
e Session cookie - It is valid only till the session lasts. Once you exit the website the cookie is

automatically deleted.
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Fohotdeciaeod.

e Persistent cookie It is valid beyond your current session. Its expiration date is mentioned within
the cookie itself.
200 D8 - HRD I6DH ArGH 2O Iewdd. DS DB Mol JPodd Soeis &8 RaoTrogerT

FofodecHsiod .

A cookie stores these information —
€8 & DITTT) D B -

¢ Name of website server
e Cookie expiration date/time

e UniqueID
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A cookie is meaningless by itself. It can be read only by the server that stored it. When you visit the
website subsequently, its server matches cookie ID with its own database of cookies and loads
webpages according to your browsing history.
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Handling Cookies

Cookies were initially designed to enhance user’s web browsing experience. However, in the current
aggressive marketing scenario, rogue cookies are being used to create your profile based on your
browsing patterns without consent. So you need to be wary of cookies if you care about your privacy
and security.
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Almost all modern-day browsers give you options to allow, disallow or limit cookies on your system. You
can view the cookies active on your computer and make decisions accordingly.

DT ©) BWEdE-Ba Fag ) DRy L8 UR BRBBIE, BVBoBHG Tar DT BeLTIS
DL DDV LOBFAN. A 2 KoRTYRT SIHLT® &) L) D BPEDBIY BO0% BEROAEIT DFairen

amé‘sma.

Hacking

Unauthorized access to data in a device, system or network is called hacking. A person hacking another
person’s system is called hacker. A hacker is a highly accomplished computer expert who can exploit the
smallest of vulnerabilities in your system or network to hack it.
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A hacker may hack due to any of the following reasons —
e Steal sensitive data

e Take control of a website or network
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e Test potential security threats

e Just for fun

e Broadcast personal views to a large audience
Types of Hacking

Depending on the application or system being broken into, these are some categories of hacking
common in the cyber world —
dsren ::ﬁséoﬁ
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e Website hacking

Network hacking

Email hacking

Password hacking

Online banking hacking

Ethical Hacking

As iron sharpens iron, hacking counters hacking. Using hacking techniques to identify potential threats
to a system or network is called ethical hacking. For a hacking activity to be termed ethical, it must
adhere to these criteria—

D8E BFSoh BR0DW

QR DA, B’J‘géoﬁ ot :oﬁgéoﬁ. ;;5:){8 S .‘aé.nsebb R0grd) BOOCLHV 80T S zsﬁséoﬁ :Jgéoom
E0BrAow) RAE D[S0 Wotrdd. 28 F58oh Ardowd PAE B DeLFW, W6 & PAFFFVR Stowd Gotrd -

e Hacker must have written permission to identify potential security threats

o RDogradf BPT® SO0V 008 SEEA) SBRTO(S 0D &os®

e Individual’s or company’s privacy must be maintained

o D58 Tor Doy g, Foged Aoromed

e Possible security breaches discovered must be intimated to the concerned authorities

o DBOBBAD PET® &WODHV Voroddh WS KMV BDaLEArd

e At a later date, no one should be able to exploit ethical hacker’s inroads into the network
o BOTS Bard, JOEr DG, 58 DAL 86 ding) dT E1C IakyT
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Cracking

A term that goes hand in glove with hacking is cracking. Gaining unauthorized access to a system or
network with malicious intent is called cracking. Cracking is a crime and it may have devastating impact
on its victims. Crackers are criminals and strong cyber laws have been put into place to tackle them.
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Security Acts And Laws

Cyber Crimes

Any unlawful activity involving or related to computer and networks is called cybercrime. Dr. K.
Jaishankar, Professor and Head of the Department of Criminology, Raksha Shakti University, and Dr.
Debarati Halder, lawyer and legal researcher, define cybercrime thus -
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Offences that are committed against individuals or groups of individuals with a criminal motive to
intentionally harm the reputation of the victim or cause physical or mental harm, or loss, to the victim

directly or indirectly, using modern telecommunication networks such as Internet (networks including but
not limited to Chat rooms, emails, notice boards and groups) and mobile phones (Bluetooth/SMS/MMS).
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This definition implies that any crime perpetrated on the Internet or using computers is a cybercrime.
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Examples of cybercrimes include -
e Cracking
e Identity theft
e Hate crime

¢ E-commerce fraud
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e Credit card account theft
e Publishing obscene content
e Child pornography
e Online stalking
¢ Copyright infringement
e Mass surveillance
e Cyberterrorism
e Cyber warfare
Cyber Law

Cyber law is a term that encompasses legal issues related to use of Internetand cyberspace. It is a broad
term that covers varied issues like freedom of expression, internet usage, online privacy, child abuse,
etc. Most of the countries have one or the other form of cyber law in place to tackle the growing
menace of cybercrimes.
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A major issue here is that in any crime perpetrator, victim and instruments used might be spread across
multiple locations nationally as well as internationally. So investigating the crime needs close
collaboration between computer experts and multiple government authorities, sometimes in more than
one country.
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Indian IT Act

Information Technology Act, 2000 is the primary Indian law dealing with cybercrime and e-commerce.
The law, also called ITA-2000 or IT Act, was notified on 17" October 2000 and is based on the United

Nations Model Law on Electronic Commerce 1996 recommended by the UN General Assembly on
30" January 1997.
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The IT Act covers whole of India and recognizes electronic records and digital signatures. Some of its
prominent features include —
D8 Sfo ESBTo DVGER) DA HOCKL JVFAS OSPGON WO GRS VoSSR MWQRH. T

LY vETS’ £y ey ow -

 Formation of Controller of Certifying Authorities to regulate issuance of digital signatures
o GRS Dod5PR &6 AaeGosErAS HPRaCH BESER Sotf'wb dng) oo

e Establishment of Cyber Appellate Tribunal to resolve disputes due to the new law
o §'% 580 SP6R0m DT DO, B0B0c 286 NG BeadHe Joeytw

¢ Amendment in sections of Indian Penal Code, Indian Evidence Act, Banker’'s Book Evidence Act
and RBI Act to make them technology compliant

e QOAOHD HHS EE, RokoHd IDEDy o3r§, erfosdy e IDEDY aIr§ SO WOy cir§
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The IT Act was framed to originally to provide legal infrastructure for e-commerce in India. However,
major amendments were made in 2008 to address issues like cyber terrorism, data protection, child
pornography, stalking, etc. It also gave authorities the power to intercept, monitor or decrypt any
information through computer resources.
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IPR Issues

IPR stands for Intellectual Property Rights. IPR is legal protection provided to creators of Intellectual
Property (IP). IP is any creation of the intellect or mind, like art, music, literature, inventions, logo,
symbols, tag lines, etc. Protecting the rights of intellectual property creators is essentially a moral issue.
However, law of the land does provide legal protection in case of violation of these rights.

IPR Dxodren

IPR 08 2008 1060 0 Rrdinod. IPR 036 D08 2odd )Rsgu (IP) ©080D SRER00 64, 8%, dofido,
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Intellectual Property Rightsinclude-
e Patents
e Copyrights
¢ Industrial design rights
e Trademarks
e Plant variety rights
e Tradedress
s Geographical indications
e Trade secrets

Violation of Intellectual Property Rights is called infringement in case of patents, copyrights and
trademarks, and misappropriation in case of trade secrets. Any published material that you view or read
on the Internet is copyright of its creator and hence protected by IPR. You are legally and morally
obliged not to use it and pass it off as your own. That would be infringement of creator’s copyright and
you may incur legal action.
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UPS (uninterruptible power supply)

UPS (uninterruptible power supply) systems are a critical component of your data center, whether
you're running just a couple computers or numerous servers. When selecting a UPS, you’ll have to
choose among a number of options, but if you can differentiate between the various available
configurations, you'll be better able to choose the right system to meet your needs.
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Why a UPS?

Imagine if your heart decided to quit beating for a while, of if it all of the sudden slowed way down or
sped up in a sharp burst. Not a very appealing scenario, is it? Now, imagine that the power supply to
your company’s IT equipment failed, or if it sent large spikes to your equipment. Although this situation
isn’t as macabre as the metaphor of a heart, it nonetheless spells trouble for your business. Power is the
lifeblood of your data center, and your IT equipment is designed to be supplied with a steady flow.
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Unfortunately, the power delivered from your utility isn’t as steady as you’d like it to be. Brief power
outages, power sags and power surges/spikes can cause more than just a hassle—they can cause
damage to your IT equipment. Although backup power generators can supply your data center in the
case of an extended outage (hours or even days), they are no help when you're faced with transient
power fluctuations. For example, if another utility customer starts a large inductive load, you may feel
the effects down the line in the form of a short lived, but potentially harmful, power event. In such a
case, you wouldn’t have any warning—Ilet alone time to switch to a backup generator.
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To deal with these short-lived power events, a UPS is critical. These systems not only provide temporary
backup power for brief outages, but many also provide protection against transient power events like
spikes and sags, thereby supplying your equipment with clean, high-quality power. Essentially, a UPS is a
power storage device that cleans your power supply or takes over in the event of a power failure, giving
you time to switch to your backup generators if the outage is expected to last more than some short
period of time (like a minute or two, depending on your UPS’s capacity).
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Energy Storage: Battery or Flywheel

UPSs store power either in the form of chemical energy (as in a battery) or energy of motion (as in a
flywheel). The case of the battery is familiar: your notebook computer, for instance, can run off standard
AC power, all while charging the battery, but if AC power fails or is disconnected, the notebook then
switches seamlessly to the battery. A UPS performs a similar function, although it does so as a separate
unit rather than being integrated into a computer or server. The UPS’s ability to power your equipment
in the event of an outage depends, of course, on how much equipment you're powering and on the
capacity of the battery.
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An alternative energy storage approach is the flywheel. The flywheel is a rotating mechanical wheel that
stores energy in the form of motion (angular momentum). When an outage occurs, for example, the
flywheel’s energy of motion is converted back to electrical energy to supply the equipment (the flywheel
then slows as more energy is removed). Some flywheels are heavy and slowly rotating, but some are

lighter and run at much higher speeds. Although flywheels generally do not store as much energy as a
battery, they do offer some advantages. Processor.com (“UPS Flywheel Technology”) notes, for
instance, that the flywheel offers “superior performance without the high cost of ownership and the
environmental impacts that lead batteries present.” Furthermore, its “rapid recharging and broad
operating temperature range...allow it to be used where batteries cannot operate. The footprint of
flywheels is also much smaller and lighter than a battery’s footprint.”
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Regardless of the means of energy storage, however, a UPS is essentially a short-term backup power
supply, although many also add in power quality improvement features.
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What’s in a UPS?
A UPS takes AC power, stores a portion of the energy in the backup battery but otherwise transfers the

AC power (possibly after cleaning it up) to the connected equipment. To perform this function, the UPS
needs three basic components: a charger/rectifier, a battery (or flywheel apparatus—but the focus here
is on the case of a battery) and an inverter. The charger (or rectifier) converts the input AC power to DC
for battery charging, and the inverter converts battery power (DC) to AC power during an outage. The
configuration of these main components, as well as additional design aspects, determines how the UPS
functions.
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Types of UPS

UPSs come in several basic varieties, each with its own advantages and disadvantages (such as features,
cost and so on). Here are the three main types:
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Standby (offline) UPS. The least expensive variation, the standby UPS charges its battery when main
power is active, but it is otherwise inactive until a power outage strikes. When this occurs, the UPS
switches to backup battery power, giving the user time to switch to a longer-term backup supply or to
properly shut down the connected equipment. This type of UPS doesn’t provide protection from power
sags and surges, however, so it isn’t fit for applications where high availability is required or where
protection from such power events is otherwise required.
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Advantages:

o Low cost(@sy) G06)
* Silent operation when in standby(J%y& TR eél@bm)
*  Efficient(ddogbos8200)
Disadvantages:
¢ Minimal power protection - only protects against a small percentage of problems
o SR ¥ e - 28 :‘Da‘{l TS0 DAVV[O Aood Srga BLocieatddood

e Poor output voltage regulation - sags and surges will be passed straight to the load
o BN D &I TFE Jawoges - e DO EBDERL S S°E Sabeciaraw

e Break transfer to battery mode

o e 06O 85 Sobod

¢ No failsafe - UPS will drop the load if there is a high start-up current, overload or inverter failure
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Line interactive UPS. This type of UPS combines the inverter and charger in the power supply line for
both the main AC power and the backup battery power. This configuration limits transient events when
switching and also speeds the changeover from main power to battery power in the event of an outage.
A line interactive UPS thus provides more protection than a standby UPS, but it is also more expensive.
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Advantages:

¢ Lower cost than on
o e godl B S oy
e Gives better protection than offline
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¢ Silent operation when in standby
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o Efficient
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Disadvantages:

e Fluctuations, such as spikes, can still be passed straight to the load
o D3y Dy en Do IPEDHEO @a’abefﬁé es‘c;:z, BT Hodeceron

e Break on transfer to battery mode.

o ergead dorcly 06dp B8.

¢ No failsafe - UPS will drop the load if there is a high start-up current, overload or inverter failure
o DDVIVRE - WOE FoB-VRS, LOFE Tor FIRE DVVJ0 G LWONB CDID S°E ST SA0d

Double conversion (online) UPS. This variation provides the most protection from outages and power
guality problems. Instead of switching from main power to backup (battery) power as needed, this UPS
simply converts all AC power to DC. Some of the DC power charges the battery, and the rest is converted
back to AC to power the connected equipment. This double conversion process essentially prevents any
power event from reaching the equipment, thus yielding the greatest protection level. In addition to
being the most expensive option, however, double conversion UPSs also decrease operating efficiency
owing to the conversion of AC to DC and then back to AC during normal operation. Some power is
always lost in this process; the other UPS types, on the other hand, essentially feed AC power directly
(possibly with some filtering) to equipment when main power is functioning, avoiding the inefficiencies
of power conversion. Furthermore, double conversion UPS systems also operate at higher
temperatures, increasing the cooling load in a data center, for example.
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If you're just running a single machine, say in a SOHO situation, then a standby UPS might just fit the bill.
But for corporate data centers, where downtime is unacceptable and expensive equipment must be
protected from power quality problems, standby and even line interactive UPSs are insufficient. In these
situations, some form of double conversion is crucial.
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UPS systems are a critical part of a data center’s power infrastructure. Although they do cannot keep a
facility running during a long outage, they provide the short-term protection necessary to avoid damage
equipment and to give the facility manager time to activate diesel backup generators if needed

G ot ding); 33 DFHHS” UPS dden SuER0d ariorm &) ow. dd S0 S1H8° DIBD DEFrairdy
Folet) Ddsb‘or:séé::béé, DD IT00SEEIE wDVERD DOy TOE CERRD T wodFE

D0TPeD J000ED BIVCES RS erfEd BB DA SabrrdS FEdjo Hdas DI TN

Although this article only provides basic details of how UPSs operate, it serves as a jumping off point if
you're investigating a particular solution for your data center.

& T5R0 UPS en der HABR008 03 FE0E DHT0R APGD o) 8, D6 b der Vowd So a8
VB[E DO Go (DB TR B, WO we @odoh Fowots HS HABW.

Advantages:
DRI

e Continuous & total power conditioning
o Dot HoBain wdo 7S Soddoh

e Failsafe/overload protection with static bypass facility
o 20BN DI Dowenys / LHFE sge

¢ No break on mains failure

o D000y PHege e Dorde S

¢ Wide input voltage tolerance

o D6 NS TS erosdy

¢ Recommended with Generator sets
o 23006 2HE Dy Bobedod

Disadvantages:
VASTOe:

¢ More expensive than other types of UPS technology
* 230 Osvo UPS 85°) 02 S0 0Bt 26306

How do | select the right size UPS for my equipment?
T Hd%ore §0 DB HBSR UPS & Jor JochoSard?

As far as SBS and UPS equipment is concerned "size does matter, but bigger is not necessarily better".In
choosing SBS and UPS equipment, selecting a model of the proper size is central. Selecting an SBS or UPS
that is too small to provide enough power for the equipment you need protected should be avoided. It
may result in having to return the unit for a larger model, or cause the SBS or UPS to fail. As a good
portion of the purchase price of an SBS or UPS is directly related to its size or output capacity, selecting
one that is too large for your needs will be a waste of money. More important it may be the difference
between buying an over-sized SBS providing limited protection, or the correct size On-line UPS, which
gives a much greater level of power protection.
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SBS 200030 UPS 0OST°OL 2020000 "085rmrd) $D0 cotod, 520 DL SDYD00M £0dB s°." SBS
20605 UPS HBSTPR) Dociaga), 1D 00857606’ ddarardy Jodof'dtio Sogo. D Siomrdyd wdkdo o
SN0 33 WoBoBEEAS Trer SE I &olt SBS Tu UPS &0 Jocto€'dtio Sy0M Grdorr &otd. @b DG
e Eo oimbe._\)g_ 88A Totcto S SBS Je UPS Ddeo sPHtedd seEeo sPoedy. SBS o UPS aBog),
Faoffen ¢ dng), w8 od ) M & HOJTRe To DL anm%og 200G 0LIEo HDOD, S
VIVT VL O DGO Do Heo ¢y 55?55&9&. 20008 HVPDODG, WHE-HOBCRo (v SBS D HOJoe
B£8R oBod Jor HBD DOAFES” ©d G UPS D @obod 20¢y SjErio SPaudy, R0 RS gucm Sges 33
Q0.

The size of SBS and UPS units indicates their output power capacity. This rating is in VA (volt/amperes)
or kVA (thousand volt amperes) which is preceded by a number like S00VA or 2kVA. To the lay person
this can be confusing, because the power consumption label located on most equipment is typically
rated in watts or amps, not VA. When the rating is specified in VA, it can become more confusing, as the
input power factor of the equipment must also be considered. Most SBS and UPS manufacturers state
the output power of their UPS products in Watts or Amps somewhere on their product box or in their
published specifications. Most manufacturers make their product specifications available on their web
sites.

SBS 206030 CwID Do DOITFEFI) TO WPLNE D36 ;‘Jv.:ngﬂ?sb‘l ArDRPos. & Gk VA (S /
wobabsy) Jor kVA (Do S¢ eobaib) & &od, @0 500VA S 2kVA Ho8d Doy &wfoied. & o588 b
oGGiworT &otwod, Jdodugetd wrer DOSTE Dgd DIAAFS Jewds Ferdmor Ty Jor eps’ 66
Boneacddod, VA 2. 380f VA & H8) 012y, @98 @080 (odtH vorr $05r6:naesd, Jogoetl 0080
AR08, RN DIE FEE ST OGNS HrE . Trer DD SOOI KOS SAIFETPED TO BBID
&S00 6Ty3S 380 . Jor Uoﬁ‘g B0 B39 DES’ Tor T°0 PRVBoDD DHGRY” IE)E BRYTWD. TerH0d
SOIFOEP IR0 B0 DE5 DY’ B GBS DDCEIVRD WIS BRVLEPWD.

To determine the input watts required to power a specific piece of equipment, multiply the input
current (in AMPS) required operating the equipment times the utility voltage. In the United States the
utility voltage is 120Vac, so for a piece of equipment requiring 5 Amps, one would multiply (5 x 120) =

600 watts. Do not confuse the input plug rating of a piece of electrical equipment, (15, 20 or 30 Amps)
as the actual current required to operate the equipment. The actual input current required is usually
specified on a label located somewhere on the equipment.

DOSTZIS 208 PBEDD DOST)  WIVEAD] FWNE TP Do, DOSTLRY DIGITAD Sgé
R0aire” evsEROD Q045 €305 (AMPS &%) Aosdoctod. alRDBE :ges‘g ofoedded Sgé 120Vac, 508 5 wop
JV00 &) DOSTL 28, 20588 (5 x 120) = 600 a"eSb. Dc&;zgé DOSTL AwE), 'amaeS 26 BedohH SorrddES0c,
(15, 20 Sor 30 eody) DOST LR DT JOEEAS BSVERVD TYODVD PIr0. VIVSLAD] e VN
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Determining the power requirements for computers (the simple rule of thumb)
For the majority of PC and Mac based computers having up to a combination of four hard and
one CDROM drive, with one monitor(up to 19"), one network router or modem, selecting a UPS with a

350 watt output will be more than adequate.
S0y e 0 006 ewdHoen (thumb a8, FerSe Derotdd) K)go.).)o:ﬁc:o PC 208cin Mac es5r0e Solritad

%0 28 ;:6256 28030 2.8 CDROM @.5 goonsE, w8 SrI6 (19 HOLH HOLD), s :’“55?; Sb Joe araen , 350

U 3¢5 03980085 UPS &0 Docho€ adcio eddodme 20 cvod.

Determining the power requirements for your computers (the absolutely safe method)
Should you have more equipment that needs to be protected, or are unsure of the previous method do
the following? 1. Write down all of the stated input currents and wattage requirement for every piece of
equipment to be protected and convert any current ratings to watts, add them up to determine the
total wattage requirement. Be suspect of any individual current ratings that state 15 amps as it is highly
unlikely that any office equipment would require that much current. This usually represents the full
current rating of the typical electrical outlet found in most households and offices in the U.S.

2 oy (DB WELSDD G3) 0 DS IVT VL Dganowdcio DG BEoTDYD @008 A
90 &otrd Jor HDHE DEED P Sorr BYaee? 1. D) &) B0y Do Ddain TPEE wORT L W)
688 Fp Eo D, T DS SBodin JPCNERIS, Dgo TEE VIV HQSEEAS O F'dJow. D
518 RS 8Bofiy Al VRIPIBIET Eotiod, & 15 amps & 2 STTRI0DH e VAT Te° VBRG] Trer
GG Gotod. BB FEPGR0me U.S. &' Trer Srtnoeren 00w STorjaires’ $20id Forde s T

o), rQ LS Bor) BrdR06.

Remember the stated input rating on computers and other electrical equipment in most cases
represents the worst case requirements.
T DoBTHOS” SoRRi O FBC JVFES DOSTUD DED) B0 Sthord) dordEod, BY rww

DVTPOR RATPDR0B.

What you should know about laser printers, laser copiers and faxes machines. Incorporating a laser
printer, copier or any other equipment incorporating a heating element called a "fuser" can cause SBS
and UPS unit problems. The best approach is to avoid connecting them to any SBS or UPS. The fuser
randomly switches on and off, requiring a substantial amount of current with every on cycle. We have
determined that to successfully power a typical laser printer requires an SBS or UPS capable of more
that 1200 watts. Additionally many or these devices do not work properly with a SBS or UPS that does
not have a true sinewave output. Should it be necessary to protect this type of equipment, install a
separate over sized SBS or UPS that powers only that piece of equipment?

6o Fab Poto, Gab seLoE B0k Fgsy Dy HBeD BewErd. Fab Howb, sTHaH Jor O Bss
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0o8oTLA DB Wl "Qj"é&S" 02 OB roh D@I}Joé.ncl SBS 00030 UPS carrdes SRS S@ﬁo:ﬁi)m‘).
Aen30ed SBS S UPS o Si‘)g BODLOT S0EErDS e ardo. TQ)‘;’)P'OE OZSJ"C’)QD‘)SOH" 22 Sodadn esd 3-05:‘;_’,1),
20 SgoS” LIS RNALRD Dwgo VBRCe. 0w wd DB 3D Tab Hotxss), 1200 &g FBogo
g0AD SBS Jor UPS $ @906 D00 HhBomrdn. 9@ dar & HB80Hmen D20 Sinewave @t &
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D3EDD DOgTTLRY LrED VOB EoT BTN Basrer?
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ONLINE UPS (DOUEBLE CONVERSION)
on AC power

from power

utility output It

alw
regenerated

inverter

battery (DC)

auromatic
bypass in
case of overioads

POWER FAILURE
ALL UPS TYPES lomd

rectifier

battery (DC)

Batteries Joined in a Series

t
10 Ah 10 Ah

Double Voltage, same Capacity (Ah)
12 Volits, 10 Ah

Diagram 1
Parallel Wiring

12-volt 12-volt

12-volts out to
electrical devices.

12-volt

WISH YOU ALL THE BEST
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